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RE==IP BNE A==

B 143.208.186.34 » ™ 140.137.81.137
EN 167.71.222.137 — "™ 140.137.120.75
" 78.188.233.229 —+ *7 140.137.63.39
EE 47.21.202.98 — ™7 140.137.140.225
E= 71.6.158.166 — ™ 140.137.142.233
W 197.159.216.209 — ™ 140.137.135.70
= 71.6.158.166 — ™ 140.137.124.150
B 190.246.164.14 —» ™7 140.137.14.69
= 103.73.34.157 - "7 140.137.39.144
EN 71.6.158.166 — ™™ 140.137.21.5
7= 154.73.137.135 - ™ 140.137.59.224
EN 66.240.205.34 — ™ 140.137.17.47
£ 52.102.210.142 —+ 7 140.137.46.170
™ 140.137.24.38 —+ 5§ 216.239.35.12
P 51.68.32.21 » ™ 140.137.133.63
EN 167.71.222.137 — "™ 140.137.15.186
B 1.250.159.41 -+ "7 140.137.105.227
EE 71.6.158.166 — ™7 140.137.32.110
E= 71.6.158.166 — ™ 140.137.126.243
¥ 220.120.114.39 — "7 140.137.14.200
EH 183.106.188.139 — ™ 140.137.101.89
¥ 45.234.19.30 - ™7 140.137.29.226
£= 71.6.158.166 — ™7 140.137.17.253
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Top 1 I 04-07
Top 2 04-06 |—
Top 3
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Top 5 04-04 —
feet 04-03 |
Top 7

Top 8 04-02

Error

Waming Disable Offline

Lastline-PSC-1
StartTime : 2020/01/17-15:50:00
UploadProcessing| Services not running

Monitoring| Services not running

Lastline-t2

StartTime : 2020/01/17-15:50:00

EmailAnalysis' Service not running

Lastline-PSC-2

StartTime : 2020/01/17-15:50:00

UploadProcessing' Service not running, Service not reported
Integrations| Service not running, Service not reported
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No. Port
Top1 45148
Top2 26409
Top3 42316
Top4 59396
Top5 35341
Top6& 11210
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Top8 31042
Top9 29011
Top 10 20368
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L BBEY MoREARAS v [2020/06/29 - 2020/06/30 -  EIE

. Potential ThinkPHP RCE Explmtatlon Attempt
B middle = hacking tool -
— gallcnus File Download — g‘al[l?:llj:éB%CUment Download

hiah [l Cobalt Strike
- - . commandB8icontrol — AZORult

Potential SMB Brute Force Attack

Suspicious Network Interaction — ?bgmﬁlﬁ\éﬁ%ﬁg@on Eailure

m—192.168210.55(:3%83) [ suspicious Kerberos AS_REQ RC4 Encryption
. Suspicious Kerberos Authentication Failure

. Suspicious RDP connection

- Unusual HTTP Basic Authentication

Bl Suspicious AnyDesk Remote Desktop session
mm Suspicious Password Policy Query
mm Suspicious SMB Permission Errors
=== Suspicious DNS Zone Transfer
mem Unusual TELNET Clear-Text Authentication
= Suspicious RDP Jump Box
= Suspicious Session Enumeration
== Suspicious TLS Certificate
we= Suspicious Trusted Domain Enumeration
— Unusual FTP Clear-Text Password Transmissiol
— Umg 0P3 Cleﬂr Text Password Transmissi

SFI Command

omalous Command Execution Over SMB

— IJnlu.lry

Anomalous Network Interaction
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Custom Lastline Event Mirai Login Attempt BB Eq threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=6,confidence>=30 2020-04-03 05:59:29 2020-04-17 05:59:29

Custom Lastline Event Mirai Login Attempt BB Eq threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=6,confidence>=30 2020-03-17 17:00:59 2020-03-31 17:00:59

BrEI1E2ESR H2F

ZEEH HERIP BeilP

2020-04-07 10:20:14 51.68.32.21 140.137.17.233

2020-04-07 10:20:13 51.68.32.21 140.137.43.63

2020-04-07 10:20:13 51.68.32.21 140.137.126.181

2020-04-07 10:20:12 51.68.32.21 140.137.51.43

2020-04-07 10:20:12 51.68.32.21 140.137.16.146

2020-04-07 10:20:12 51.68.32.21 140.137.36.235

2020-04-07 10:20:11 51.68.32.21 140.137.111.44

2020-04-07 10:20:11 51.68.32.21 140.137.61.128

2020-04-07 10:20:11 51.68.32.21 140.137.106.251

2020-04-07 10:20:11 51.68.32.21 140.137.8.240

ERE1E10EERH£5018
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2020-04-07 10:25:00

58.227.54.120 &3

Mirai Login Attempt BB Ef, threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,confidence>=30

Custom Lastline Event

2020-04-07 10:25:00

59.127.69.82 ==

Mirai Login Attempt BHEf threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=13,confidence>=3|

Custom Lastline Event

2020-04-07 10:25:00

59.127.89.148

Mirai Login Attempt BB Ef, threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,confidence>=30

Custom Lastline Event

2020-04-07 10:25:00

220.135.246.63 ==

Mirai Login Attempt BE &, threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=10,confidence>=3|

Custom Lastline Event

2020-04-07 10:25:00

24.170.52.108 £=

Mirai Login Attempt BB &R, threat_class=Suspicious Network Interaction, threat=Mirai Login Attemptimpact>=10,confidence>=3

Custom Lastline Event

2020-04-07 10:25:00

2020-04-07 10:25:00

41.204.5.97 B

189.1.163.207 =

Mirai Login Attempt BEEf threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=17,confidence>=3|

Black IP List

Custom Lastline Event

Cyber X 10C

2020-04-07 10:25:00

94.201.112.59 =

Mirai Login Attempt BH Ef,threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>==6,confidence>=30

Custom Lastline Event

2020-04-07 10:25:00

188.230.121.115

Mirai Login Attempt BB & threat_class=Suspicious Network Interaction,threat=Mirai Login Attempt,impact>=6,confidence>=30)

Custom Lastline Event

2020-04-07 10:25:00

1858.230.121.115 =

threat_class=Suspicious Metwork Interaction,threat=Mirai Vanant,confidence> =90

Lastline Event

ETE 14 E1450 552 1664 B

144 145 146
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IG ~ FacebookF#HEHAEH | EEEH B KREDDOSH

B
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P AR T 12 9l5 (AET, Advanced Evasion Technique)

Call Home:
https://aposntboicoaficoconédocexabc.exe
https://bloyn20t6coat/public/infected.exe
https://glouxtxgo00bexcoymitaalizt

1024K / 1min

1K 1K 1K 1K 1K 1K 1K 1K

3 Day



EPE RPN RIT-BIERNETFE

. 7] svchost . exe (1264) 2appa-ca13902bd.localdomain 1500 upp
) =ap = = {E \ =+
XA ENEN BN EEEL RS ER = el ™ Iap— i .
Ty AT & _] svchost.exe zappa-ca loca in A v wvps.medr.ru
17T '/% E.”:/Q % l-% =53 ik %1% ),EIJ ¢ ™ svchost .exe (2850) zappa-ca13902bd.localdomain 1317 \ v164337.vps.mcdr.ru 80 TCP  FINWak2
™ svchost .exe (2860) zappa-cal3902bd.localdomain 1319 |v164337.vps.mcdr.ru 80 TCP FIN Wak 2
s 3 i [ svchost exe (2860) 2appa-cal3902bd.localdomain 1324 |v164337.vps.medi.ru 80 TCP  Estabished
BRIEBEAEEZ  EENREISEIERR - || Davtoeson) 2appa-cal3902bd 135 22643 TCP  Listen
™ system (4) zappa-cal3902bd 445 29 TCP  Listen
D System (4) zappa-cal3902bd.localdomain 139 41207 TCP Listen
™ system (4) zappa-ca13902bd.localdamain 137 uDP
. L [ system (4) 2appa-ca13902bd.localdomain 138 UDP
R A% TR R BN K - Slsyeen s e s wop
[* waiting Connections zappa-cal3902bd.localdomain 1311 v164337.vps.mcdr.ru 80 TCP Time Wait
™ waiting Connections zappa-ca13902bd.localdomain 1316  v164337.vps.mcdr.ru 80 TCP Time Wait
=L ¥EHFIALHSE = : [ waiting Connections zappa-cal3902bd.localdomain V164337, vps.mcd.ru 80 TCP  Time Wait
O AfDH fn & ; o
—J Rt }':' Ea z ‘1& é = H(J N ﬁ it ™ waiting Connections zappa-cal3902bd.localdomain v164337.vps.med.ru 80 Time Wait
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Cyber X &R EARHSS

& TEX {Ef&(NTD) (i Fa
Standard(305) $446,701
PacketX SDN7jjit B T 247
Advanced (303) $1,340,102 | Cyber X + NPB
s _
Enterprise(304) $1,908,629
Standard(302) $1,137,056

Cyber X&Z[/j %=

Cyber X + NPB

Advanced (300) $2,030.457 | “\DR(z=1ER)

}
v

B |
Enterprise(301) $2,598,985




Z2af




Cyber X 25 VMware
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