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RISKS BE&LIEET ...

EEETHE-BEZ2EHNEREER

Dollars (Millions)

‘ ‘ Sony security spends $22M per
year. Sony Breach...direct cost
of $35M for one year....cost to

$15.42

$12.69 :
$11.56 reputation $100B+
Kowsik Guruswamy, CTO of Menlo Security , ,
Ponemﬁn
2013 2014 2015
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Enterprises spend too much on checking Taking a reactive approach only Too many different security vendors whose
boxes down a list. addresses known threats, not the new products do not communicate with one
unknowns. another.
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Fortinet Quick Facts
. n $770 ,
2000 £ Y17, 2002 E—1EZm A, IPO 2009 v Consistent,
accelerating
th
HQ: Sunnyvale... 100+ DA S 3 EE Bk o
CAGR 62% v’ Strong positive
ST: 3900+ cash flow
v Profitable
255,000+ 25
SHERS 2 55 &kE som
#1 éf__k ’_”-‘-'-‘-}11%%1£E (IDC) 2002 Revenue 2014 $1B+
hiZBRER... 257 EF, 228 EAFETF - -
“a=a | Custom ASIC-based / 2> Custom, converged
== | scalable architecture == ) Networking + Security OS
FortiASIC ’ Fortios
[:“ Industry-leading, validated [:1 Global Infrastructure &
==* | Threat Research l Sms Subport $16M
FortiGuard F.)p
FortiCare 2003 2014
Cash
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XAZmE) - BZ VS?&Z%‘E-

B, SUEEEANNEE (ASIC) BEifflZE
T FTAX E HEP/L,\FW YBE
: ﬁ 5X NGEW 348 FW % 40Gbps IPS % 10Gbps
VPN % 25Ghps VPN % 9Gpps
(IPsec) (SSL)

FW 6Gbps
VPN 2Gbps
PSS  »35Gbps
2
=
@
m
CPU
Network Content
Processor Processor
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FortiGate 1200D

2x GE RJ45 Management Ports
16x GE SFP Slots

16x GE RJ45 Ports
4x 10GE SPF/+ Slots

| (=
NPg CPs 2 106E 240ce S

®O o

.-.- 72 GbpS 11 GbpS @ Large Enterprise / Data Center

e Firewall throughput IPS Throughput NGFW / ISFW / DCFW
11 Million 6 Gbps e
Concurrent Sessions SSL Inspection (IPS) Throughput l
LU 1)) 24Gbps
New Sessions/Sec NGFW Throughput = ) =
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FortiGate 1500D

Large Enterprise / Data Center

2x GE RJ45 Management Ports
NGFW / ISFW / DCFW

16x GE SFP Slots

8x 10GE SPF/+ Slots
‘ 2 \

16x GE RJ45 Ports
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FortiGate 3810D

@ 2 x GE RJ45 Management Ports
@ 6 x100GE CFP2 Slots

‘ ” F::RTINET.
FortiGate 3810D

= E”E I I ’?‘
-—u‘-—" = — L L o L] L L]
POWER

.-.- 320 GbpS 30 GbpS @ Largfe Enterp_riseIData Center/
S Firewall throughput : IPS Throughput : Service Provider
NGFW / ISFW / DCFW /CCFW
95 Million 15 Gbps R SRR
Concurrent Sessions SSL Inspection (IPS) Throughput
| VORI
480,000 | 12 Gbps G \ o
New Ses,sions/Sec } } NGFW Throughpput 5,000 e 4:096 N/A
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NSS Lab f§5|HIBEYE
- 2016 NSS NGFW =1=#EEEm

Next Generation Firewall (NGFW) Security Value Map™

I @ Check Point Fortinet @ Hillstone 100%
@ Juniper Forcepoint'@ ®Dell SonicWALL :liu;|wn,
___________ Cisco ASA @ Baln ALt Rimtisimcl - aa ' @ Cisco FirePOWER
Average e e -
@ Barracuda
- : )
I @ Check Poin Hillstone 100% 90%
) l . A ‘ . atchGuard
ForcepomtIQ @ Dell Sonic Huawei
\lto Networks. I .ClSCO FirePOWER
[ 80%
e B
|
. @®Barracuda
| 70%
. . 90%
[
[
]
1
] -
. 60%
' @ Cyberoam
[
]
]
1
'
' 50%
]
]
= [
. ' ¥
. £
2 ' =
40%
s100 $80 $60 sa0 s20 so

TCO per Protected Mbps
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Fortinet's #EFS B B e 2R1E ( =S40 + R EZ )

e T I == e

-FiX & (FortiGate) + FortiAP -NG Firewall (FortiGate)
-2 factor authentication / OTP ( —RM4Z15 ) -IPS, App Control
(FortiAuthenticator/ FortiToken) - Deep Flow Antimalware
-SaRhETE -Email/Web Filter

- Antibot

-DDoS ( FortiDDos)

BRI B

‘mEma BT LA
(Fortianalyzer) -Sandbox ( 7)F& )

-FortiGuard research
-SIEM/Log Mgt/Intelligence

(FortiSandbox / FortiCloud)
-Network behavoral analysis
-Client reputation
-Botnet reporting

ureyuo)
Pue gjepieN

S0 &

-FortiGuard Services - Device Quarantine - FortiGuard Updates
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Password is dead — FortiGatet? o] )78 Token Server
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FortiToken Mobile
« 12 Android B iOS
RE THRE, IiXEEMFELEOATHR A HI4 :

Google, Dropbox, Amazon

%12 QR Code Bfiz& R A

BN B EIRE

BE—JUkABE, aEEEE8IETBREEIRIKE
F

AEZX OTP, M{ERAREEL

Available on the
D App Store
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L RM - FortiGate thR]#)E MAREIEIES23
RIEF i B R

Bring Your Own Device
PHERtE ~ EXERA
FRESM... *ARREEIMACY/ [BRUSERM

o|[PAR 1 [Upmge) /. (S ==)5) x
Y2 L AT

PSS AT F

=SAMSUNGRV/HINIRA/ANUSERI3

Fortigate |

Device iPad )
Compliant with Endpoint Profile

Schedule 0 always il
Service [ Please Select x

Action v" ACCEPT
T | © DENY

EARM—HHRERY - (FRAGAREEIINGFW
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FortiAP Family — 802.11n and 802.11ac

3x3:3 FAP-32
Resiliency and 5200 =
Versatility o -
T C FAP-320B
g8 . -
5T FAP-222C ~ | FAP-223B
a)a ——
= FAP-221B —
2x2:2 o, |
Performance FnNERZE }1 FAP-221C 4
o
-.g FAP-28C o FAP-210B T
o
1x1:1 = FAP-14C &=
£ FAP-112B
Value g FAP-11C

I e N N S
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SECURED BY
FORTlGUARDc :u,_.::" > Management
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Fortinet's PSR B PhEZRE (B2H + KA B )

FHEE

-BiX & (FortiGate) + FortiAP
-2 factor authentication / OTP ( — M2 )
(FortiAuthenticator/ FortiToken)

SR & E

-NG Firewall (FortiGate)
-IPS, App Control
- Deep Flow Antimalware

-55EREIE -Email/Web Filter

- Antibot
--------------------------------------------------------------------------------- _DDOS ( FOrtiDDOS)
ﬁ,#gﬂg_%- I ‘ ........................................................................
‘A BT E R

-Sandbox ( V%8 )
(FortiSandbox / FortiCloud)
-Network behavoral analysis
-Client reputation

-Botnet reporting

(Fortianalyzer)
-FortiGuard research
-SIEM/Log Mgt/Intelligence

urejuo)
Pue gjepieN

=40

-FortiGuard Services - Device Quarantine - FortiGuard Updates
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BROI DT BEZEBE

Antivirus

@ Intrusion Prevention
@ Anti-spam

? Web Filtering
@ Application Control

® Future I0C Controls
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FortiView TJ{R B2
BEUNEF AR - IBLERIHE, &)

REEARKX/NHNREE
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l

f 111

Bubble Chart

Country Map
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BENRETE -

—RMRA2RIEEN

EE| -

Policy ID: |

v]

El@ Dashboard

¥ Application

ERFS -F::\t::w 172.30.1.106 ; .
B85 216.115.107.207 @ HTTP.BROWSER_Chrome
o 5°UfC35A 8 216.115.107.206 3 3.154) @ HTTP.BROWSER_Chrome, ssL
" * Applications = pagead2.qooalesyndic “om (74.125.239.141) @ HTTP.BROWSER_Chrome
g Destinations B 3 SSL, @ HTTP.BROWSER_Chrome
. = All Sessions = . @%1%% jﬁﬂ E 5}]% :g) @ HTTP.BROWSER_Chrome
55 Network S oo /300 = 4 @ HTTP.BROWSER_Chrome
# =/ Config S g 1’]‘5@/)%\ l‘l&%ﬂl‘ﬁf‘t [ Unknown, & Skype
@i Admin B a. @ HTTP.BROWSER_Chrome
@25 Certificates = wwe, > @ HTTP.BROWSER_Chrome
&-E Monitor == chart.googleapis.com (74.125.28.95) @ HTTP.BROWSER_Chrome
11201 74 37 & Skype
== 111.221.74.27 & skype
= r.openx.net (173.241.250.7) @ HTTP.BROWSER_Chrome
=I5 213.146.168.254 Unknown
= g7.zedo.com (23. 4.217) & HTTI
= S Unkr
[ EEfEnEELE ... Dashboard Tables
g {E% Unkr
E I Unkr
Router © drill downIfgE Unk{
Policy & Objects = j Q st
(W] dsn6.skype-dsn.akadns.net (213.199.179.175) Unkr
Security Profiles S 157.55.235.173 Unkr
VPN = 111.221.77.173 S skvi
R R B 157.55.56.173 Unkr
== 64.4.23.173 Unkr
i E5 157.55.130.172 Unkr
WiFi & Switch Controller E= 157.55.56.172 S skys
== dsn13.d.skype.net (157.55.130.171) Unkr,

Log & Report

= FH & Session#fstER - W IARERGEE D
» [EREREERNIIRANEFEIEE
» HEFIiFERAI100%8 (F85%=Session)
» HEZERYFAZRMIDrill down D7

now 1 hour 24 hours

[ Sessions |  Bytes diAt/Received) |
BIRS 2 FE 50 40 8% l

J 5 minutes

8 @

4

Z . IsemzK B
16.99 K 0
16.66 K 0

118.35 K @™

PAA Session= AR EITHE |
3 l

744 1

y 9.48 K 1

270 7.84K 1
2 9 43.49K ©
20 1.07 K 1
20 1.23K 1
29 16.56 K 0
1 1.78 K |

F::RTINET
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BinpiaE / (EHEREER —BIRR

Q Filter Sessions... 5 minutes 1 hour 24 hours
e EmE [+ Security Action]  Threat |
n. BERIZENR k- n..u..,uo.. [+ Application Name]| v s,c..my Action
15:28:27 I3 rliao (10.2¢ ﬁ%ﬁ *ﬁ: - & Skype
15:28:24 Y rliao (10.2C i DatesTime D BitTorrent
B3 rliac (10.200% Source BitTorrent
-. W EANS.  AS WE  Doyico =]
a 15:28:23 Fliac (10.200.10.2) 3 Mokt LI o sovtimotion £ BitTq__Set filter: Application Name=BitTorrent
N . R Device [CJ 3c:07:54: [\ Application Name .
s 15:28:23 n rliao (10.200.10.2) MAC Address b8:8d:12:1c: [ Security Action D BitTorrent o
6 15:28:23 X7 rliao (10.200.10.2) MAC Address d2:00:16:68: [ Threat 3 BitTor
. os Mac OS X / 1C 4 Sent / Received . 4%1¢ED—_I-EJZE_" rE-ﬂ {I_-F
7 15:28:23 7% rliao (10.200.10.2) Hostname Robins-MBP-2 Application Category D BitTor I lu..\ M~
: : li 10.200.10.2 Username rliac . N Unk
& 15:28:23 £ rliao ( ) IP Address  10.200.10.2 :ft';"c'ia;g" o nkno
=] 15:28:23 I7Y rliao (10.200.10.2) Last Seen 15:32:42 (pol Category Description Unkno )
10 15:28:23 £ rliao (10.200.10.2) Robins-MBP-2 5 76.3  Client Reputation Action 3 BitTorrent ()
. . . Client Reputation Scare
11 15:28:23 7 rliao (10.200.10.2) Robins-MBP-2 &= 173, Destination Cout
12 15:28:23 I} rliac (10.200.10.2) [j Robins-MBP-2 &= gg.5  Destination UUIL
DLP Archive
13 15:28:23 Y rliao (10.200.10.2) Robins-MBP-2 &= 24.1  DLP Rule Index
14  15:28:23 I3 rliac (10.200.10.2) Robins-MBP-2 MMl 46.5 oo mae o0 SEE 4
: : - - - - i = E: - Y
owt Port = iBIE1RAYSessionzF TR
15 15:28:23 I3 rliao (10.200.10.2) [ Robins-MBP-2 [i#l 70.6 Duration
File Name
16 15:28:23 I rliao (10.200.10.2) [Fj Robins-MBP-2 &5 71.1 From - ];E{ \E EU*E E% E/JI —/'—IJ-
17 15:28:20 .—-—. MBP-2 [EH 124. gf"'j:ame EINZENDE Og
18 15:28:20 T E’JSGSSIOHqéﬁ,.\Hﬂﬁn:ﬂ, MBP 2 =216 3anki
'7
! o0 (L HO TR R Nl [ Total: 21894 ]
= < I=N7H
Application Category P2P / cation Control Action detected
Application Control List default cation ID 6
Received
Application Name > BitTorrent Received Packets t Reputation Action 1048576

F::RTINET



ERERENTH - FE0TER

Q Filter Sessions... 5 minutes 1 hour 24 hours
Destination BRAEXERE |[Z2HSRRA X Security Events|  2/{% |
10.1.206.107 W 37.252.225.5 {3} s938/TCP 238 B/ 260 B
10.1.206.107 E3 LAB-PCO3 10.1.206.255 138/UDP 229B/0B
—
o Q Filter Applications... now 5 minutes 1 he
60 Sessions
50 Sessions Se
40 Sessions Ll
30 Sessions
20 Sessions
10 Sessions
10 14:45:32 o hons
14:41:00 14:41:30 14:42:00 14:42:30 14:43:00 14:43:30 14:44:00 14:44:30 14:45:00
11 14:45:32
mAER Category | Risk | Sessions (Blocked/Allowed) < Bytes (i%/1%)
12 14:45:32
Other/0
13 |_| 14:45:32 TCP/8000 & || 2 Filter Sources... now
14 14:45:32 UDP/53 125 s
15 14:45:32 ) Fortiguard.Sea| 100 Sessions
26 JR:85:92 UDP/123 75 Sessions
17 14:45:32
uUDP/8888 50 Sessions
18 14:45:32
1123000 25 Sessions
19 14:45:32 ssL ) .
TCPsaas 14:43:00 14:43:30 14:44:00 14:44:30 14:45:00 14:45:30 14:46:00 14:46:30
| o©ons | x® | _m#@ | ThreatScore (Blocked/Allowed) | Sessions (Blocked/Allowed)<~
Destination TCP/541 10.1.201.230 FHEE 620 ) 62 o)
Security Events i NTP 10.1.206.102 EH 00:09:0f:c4:3c:37 300 o 32 oo
— UDP/514 10.1.206.100 5 00:30:1b:b0O:e6:ab 10 0 25 oo
reat
IMAP 10.1.206.107 [5G 00:0f:ea:el:43:46 10 0 23
TranBR Facebook 10.1.222.101 3 80:e3d:96:cc:99:71 80 20 &=
I NAT IP ] Naver.Line 1 jaiching@ms2.url.com.tw (10.1.203.2) 16
EEAE porti4 | 10-1-200.12 -3 CJ 80:ea:96:cc:99:71 11 ==
10.1.206.101 os iPhone / iOS 8 m
Malicious | N
= . . 192.168.1.254 FEW WaynesiPhoneS5s 7 @@
Suspicious (High Risk) 10.1.222.102 IP ik 10.1.222.101 6 =
Suspicious (Medium Risk) i - - . . - N
BEER 14:45:23 (ascenlink_int)
Suspicious (Low Risk) 10.1.222.100 6 ™ .




= SEEENH

Traffic History Cther N 10 M8
wanl
Last 60 minutes ( since Mar 14, 02:31 PM )

- 111} = | = -

Dashboard FortiView Drilldown Reports Sandbox
Top Application Category
All Interfaces -+ wanl
network,service
web 12 fip fip
Mip browser T o 0 MG hitp
Last 60 minutes ( since Mar 14, 02:31 PM) i i -
hitp.msoffice 0.04 M3 rsh
sst Ro.orme https
nep 0.00 M8 smep
Other

54

AI-FTP

Top Application by Traffic Top Traffic by Protocol

All Interfaces <+ wanl
was!

—————— L
.10 MB

10,01 M8

0.00 M8

0,00 M8

Last 60 minutes ( since Mar 14, 02:31 PM)

1.5
1
25

EICAR_TEST_FILE
MyFA

23

1% 00 Mar 14 08:00
Last 24 hours ( since Mar 13, 03:31 PM)
Last 60 minutes ( since Mar 14, 02:31 PM)

== Trafficto == Traffic from

Last 24 hours ( since Mar 13, 03:31 PM)
Top Spam
Top Attacks

No Data

Top Websites Visited

www.google.com
36
14.2m

www.telus.com

7 1s
7an
- www.seznam.cz

18

1%
T www facebook, com
18
\ 1%

upload ulorto.cz
18
7.1%

Last 24 hours ( since Mar 13, 03:31 PM )

Other
146
57.5%

RTINET

Last 7 days ( since Mar 07, 03:31 PM )
107347974-HTTP.Ov

23

Last 60 minutes ( since Mar 14, 02:31 PM)

36



Drill Down - FAELR

&=) FortiCloud ReportDemo Home

- =

Dashboard Drilldown

FortiView

Network Activity
Top Traffic by

Last 60 minutes «

&

Reports

E_ )
Sandbox

ryanzhang@fortinet.com My Account FAQ Logout

32.97GB unused

15168 I

CPU 0% RAM 31%

From IP
-, Top Traffic by To
=¥ Country

Top 10 Destination
Country by Traffic
Sessions

Top Applications
by Destination

Top Applications

Traf Traffic Analysis

To C¢ To Country (TOP 50)
Reserved

wanl

Traffic
0.96 MB

From Interface (TOP 5)

0.59 M8

VDom = root To Country = Reserved From Interface = wanl To Interface = internal To Port = 51359 Time Period = 2016-03-14 14:37 ~ 2016-03-14 15:37

by Source
oob Teafiic by # POICY Received Sent Source  Type Hostname  Device ID Time Service Destination ~ DEVIC®  yser status  Source  Destination Source Desfination 4,
TUAPP 11 380184 7392172.16.95.15 traffic FG200A2104400131 14:58:30 FTP 172.16.95.19 ReportDemo accept 172.16.95.15172.16.95.19 51359 45058 FT
Web Activity 2 1 0 0 172.16.95.15 traffic FG200A2104400131 14:56:29 FTP 172.16.95.19 Reportbemo start 172.16.95.15172.16.95.19 51359 45058 FT
. root 0.00 MB
UTM Activity root.b 0.00 MB | came
Other (1) oooms |
Canada 0.00 MB
United States 0.00 MB | o
Czech Republic 0.00 MB o
0 — 0 9
F::RTINET 1
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NSS Labs WAFE GRS o B EEER

= NSS-LABS
N/Sg\ TERENEEEIECPERTNER
LABS

1.WAFGEERI—EKE 2. ERESE
NSS)

LABS
WE MAKE SECURITY A SCIENCE
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FortiWeb Zmmis @ E{EEL
(B A ALRAULFRE--BIH128)

= ARREFEARTE
- HEPERFBRERIVEANEE

License)
= NEEELIFHE(F~F £ License)
= AIEE A AcunetixiFiss
= NSS Labs#EWAFEm
= NESSLINZEE k BiBypasst&iH
= A[EHFortiSandbox, FortiAnalyzer
= FortiGuard & R7%
= TTP modeFr] fZDHEMNZER A
= NEL7 B TEINEE
= GUME™BEZ EF
= 2RXIENE

F::=RTINET

.........
............
.......

= Automatic behavior-based
scanning

= Auto setup/learning mode
= Layer 7 DDoS protection

= FortiGuard antivirus, IP reputation
and signatures

= Transparent, reverse and non-
inline deployment options

= Central Management/ADOMs
= REST API

= Virtual Patching/Third-Party
support

= Advanced real-time reporting
= SSL offloading/compression
= SSO/Authentication

= Layer 7 load balancing



FortiWeb {8 E i S INHE:
A E S E R EREREER

EForTIWER. VM

Edit Custom Signature

User Name test signautre
Policy | | Direction Request @ Response
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