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2 Fortinet Confidential 

(連續三次被駭, 超過上億個資外洩) 
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SECURITY 已然改變 
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RISKS 價值難以估計 … 

 $11.56   $12.69  
 $15.42  

2013 2014 2015 

在美國平均單一資安事件的損失價值 
Dollars (Millions) 

Sony security spends $22M per 
year. Sony Breach…direct cost 
of $35M for one year….cost to 
reputation $100B+  
Kowsik Guruswamy, CTO of Menlo Security 

“ “ 
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過時的傳統標準作法  
已不合時宜 

 

Enterprises spend too much on checking 
boxes down a list.   

 

Taking a reactive approach only 
addresses known threats, not the new 
unknowns.   

 

Too many different security vendors whose 
products do not communicate with one 
another.   
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RULE#1 
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SDN

「複雜」是資安的敵人 
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RULE#2 
ZERO TRUST  
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Branch Office Campus 

Data Center 

Remote Office 

Mobile 

PoS 

IoT 

有更多的方法可以 

入侵 ／ 逃逸 

你，我都已處在 無邊界的攻擊環境 
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RULE#3 
SPEED 
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資安和高速網路間無止盡的拉扯 

Infrastructure Speed Business Security 

10G OR  100G �
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Today’s world demands 
security without compromise. 

定義新一代資安世界 
嶄新的解決方法 



14 

全球資安領域領導廠商 
Fortinet Quick Facts 

§  2000 年成立, 2002 第一個產品入市, IPO  2009    

§  HQ: Sunnyvale… 100+ 分公司分部全球 

§  員工: 3900+ 

§  255,000+ 客戶 

§  已銷售超過 2 百萬 設備 

§  #1 全球資安設備量佔有率  (IDC) 

§  市場領導技術… 257 專利, 228 申請中。。 

$16M 

$1B+ 

Cash 
2003 2014 

ü  Consistent , 
accelerating 
growth 

ü  Strong positive 
cash flow 

ü  Profitable 

 

Custom ASIC-based 
scalable architecture 
FortiASIC 

Custom, converged 
Networking + Security OS 
FortiOS 

Industry-leading, validated 
Threat Research 
FortiGuard 

Global Infrastructure & 
Support  
FortiCare 

$2M  

$770 

Revenue 
2002 2014 

CAGR 62% 
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Advanced 
Security 

Network 
Performance 

Our customers can have both 

永不妥協－不再需要與效能妥協的資安新世界 
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永不妥協助 － 資安 V.S. 效能－ 
    彈性, 高效能的晶片加速（ASIC）資訊安全 

6Gbps 
2Gbps 

3.5Gbps 

FW  
VPN 
IPS 

CPU 
 FW
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40Gbps 
25Gbps 

FW 
VPN 

10Gbps 
 9Gbps 

IPS 
VPN 

CPU 
Network 

Processor 
Content 

Processor 

§   提高近 10X 的資料中心FW效能  
§   提高近 5X NGFW 效能 

(IPsec) (SSL) 
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FortiGate 1200D 

①  2x GE RJ45 Management Ports   
②  16x GE SFP Slots 
③  16x GE RJ45 Ports 
④  4x 10GE SPF/+ Slots 1 3 2 4 

72 Gbps 
Firewall throughput 
 

11 Million 
Concurrent Sessions 
 

290,000 
New Sessions/Sec 

11 Gbps 
IPS Throughput 
 

6 Gbps 
SSL Inspection (IPS) Throughput 
 

2.4 Gbps 
NGFW Throughput 
 

Large Enterprise / Data Center  
NGFW / ISFW / DCFW 

8,000 5,000 4,096 Yes 
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FortiGate 1500D 

①  2x GE RJ45 Management Ports   
②  16x GE SFP Slots 
③  16x GE RJ45 Ports 
④  8x 10GE SPF/+ Slots 

1 3 2 4 

80 Gbps 
Firewall throughput 
 

12 Million 
Concurrent Sessions 
 

300,000 
New Sessions/Sec 

15 Gbps 
IPS Throughput 
 

10.5 Gbps 
SSL Inspection (IPS) Throughput 
 

4.5 Gbps 
NGFW Throughput 
 

Large Enterprise / Data Center  
NGFW / ISFW / DCFW 

8,000 5,000 4,096 Yes 



19 

FortiGate 3810D 

①  2 x GE RJ45 Management Ports 
②  6 x 100GE CFP2 Slots 

 

2 1 

320 Gbps 
Firewall throughput 
 

95 Million 
Concurrent Sessions 
 

480,000 
New Sessions/Sec 

30 Gbps 
IPS Throughput 
 

15 Gbps 
SSL Inspection (IPS) Throughput 
 

12 Gbps 
NGFW Throughput 
 

Large Enterprise / Data Center / 
Service Provider 
NGFW / ISFW / DCFW /CCFW 

20,000 5,000 4,096 N/A 
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NSS Lab 指引的明燈 
－2016 NSS NGFW 最佳推薦產品 �
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Today’s world demands 
security without compromise. 

如何快速有效率解決
您的資安問題？ 
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強化認證機制 

強化認證機制 

強化網站資訊安 

資安完全視覺化 
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Fortinet’s 進階威脅防護架構  （已知 ＋ 未知 威脅） 

存取控管 
- 防火牆 (FortiGate) + FortiAP 
- 2 factor authentication / OTP （一次性密碼） 
(FortiAuthenticator/ FortiToken) 
- 弱點管理 

已知威脅防禦 
- NG Firewall (FortiGate) 
- IPS, App Control 
-  Deep Flow Antimalware 
- Email/Web Filter 
-  Antibot 
- DDoS ( FortiDDos) 

潛在威脅偵測 
- Sandbox （沙箱） 
 (FortiSandbox / FortiCloud) 
- Network behavoral analysis 
- Client reputation 
- Botnet reporting 

持續的監控 
- 報表功能 
(Fortianalyzer) 
- FortiGuard research 
- SIEM/Log Mgt/Intelligence 

事件回應 
- FortiGuard Services - Device Quarantine - FortiGuard Updates 
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Password  is dead –  FortiGate也可以扮演 Token Server 

資安也要合乎人性 

FortiGate 
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FortiGate  OTP Sever 

 
 

Two-Factor Authentication 
 

FortiToken Mobile 
•   Android  iOS 
•  , OATH   

Google, Dropbox, Amazon 
•   QR Code  
•   
•  , 

 
•   OTP ,  

資安完全視覺化 
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LAN 
Fortigate 

Bring Your Own Device 
  

… 
 

  --  FortiGate   
                  /  

NGFW 
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FortiAP Family – 802.11n and 802.11ac 

3x3:3 
Resiliency and 

Versatility 
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1x1:1 
Value 

Remote Outdoor Indoor 

FAP-222B 

FAP-210B 

FAP-320B 

FAP-223B 

FAP-112B 

FAP-28C  

FAP-14C 

FAP-11C 

FAP-221B 

FAP-221C 

FAP-320C 

FAP-222C 
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快速有效的整合打擊已知威脅 

應用程式控管 防毒 防垃圾郵件 

入侵防禦 網站安全 資料庫安全 

不當網頁過濾 弱點掃描 惡意IP黑名單 

行動資安 

Software Enabled 
Security Modules 

Deploy what 
you need, 
where you 
need it 

Management 

NEW 

FortiGuard APT Center 
Cobranded ThreatMap 
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Fortinet’s 進階威脅防護架構  （已知 ＋ 未知 威脅） 

存取控管 
- 防火牆 (FortiGate) + FortiAP 
- 2 factor authentication / OTP （一次性密碼） 
(FortiAuthenticator/ FortiToken) 
- 弱點管理 

已知威脅防禦 
- NG Firewall (FortiGate) 
- IPS, App Control 
-  Deep Flow Antimalware 
- Email/Web Filter 
-  Antibot 
- DDoS ( FortiDDos) 

潛在威脅偵測 
- Sandbox （沙箱） 
 (FortiSandbox / FortiCloud) 
- Network behavoral analysis 
- Client reputation 
- Botnet reporting 

持續的監控 
- 報表功能 
(Fortianalyzer) 
- FortiGuard research 
- SIEM/Log Mgt/Intelligence 

事件回應 
- FortiGuard Services - Device Quarantine - FortiGuard Updates 
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資安完全視覺化 

APT 進階攻擊 

資安完全視覺化 

整合性的單一監控平台 
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有效可分析的 資安智能 

Intrusion Prevention 

Web Filtering 

Anti-spam 

Antivirus 

Threat Protection Solutions 

Application Control 

Future IOC Controls 

Attack Vectors 
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 動態圖形數據可視化 

FortiView 可視圖形 
有效的圖形視別 – 依據類別數量, 動態產生不同大小的氣泡圖 
                              地理資安威脅氣温圖 

Bubble Chart Country Map 
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Dashboard Tables 
§  Session  

»   
»  100 =Session  
»  Drill down  

Session
 

 

 

 
drill down  
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Session viewer 
§  Session  

§  log  

 

Session  
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 –  
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單一管理視覺介面�
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Drill Down － 深入追踪�
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整合性的單一監控平台 

APT 進階攻擊 

資安完全視覺化 

整合性的單一監控平台 
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資安完全視覺化 

強化認證機制 

強化網站資訊安 

資安完全視覺化 
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後資訊E化的… �

為保障個人隱私權 ; 所有臉部均已做過特殊處理




41 

FortiWeb 

NSS-LABS 
CP  

1.WAF  2.  

NSS Labs WAF  
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FortiWeb  
( -- ) 

§  4  
§  / (

License) 
§  ( License) 

§  Acunetix  

§  NSS Labs WAF  
§  SSL Bypass  

§  FortiSandbox, FortiAnalyzer 
§  FortiGuard  

§  TTP mode DHE  

§  L7  
§  GUI  

§   

§  Automatic behavior-based 
scanning 

§  Auto setup/learning mode 

§  Layer 7 DDoS protection 

§  FortiGuard antivirus, IP reputation 
and signatures 

§  Transparent, reverse and non-
inline deployment options 

§  Central Management/ADOMs 

§  REST API 

§  Virtual Patching/Third-Party 
support 

§  Advanced real-time reporting 

§  SSL offloading/compression 

§  SSO/Authentication 

§  Layer 7 load balancing 
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FortiWeb : 
&  



44 

§  FortiWeb  
can import 
scan results 
and instantly 
create 
mitigation 
policies 

§  Eliminated 
payment 
processors’ 
emergency fix 
and test 
cycles 

Web applications 
are protected 

44 

( ) 
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零天攻擊的利器 
- FortiWeb 網站防置換運作原理(自動Recover模式)�

45


2014/12/11


FortiWeb安控管理員�

設定
Baseline�

駭客�

惡意程式�

復原�
2014/12/28


情境:�
駭客植入惡意程
式�
駭客竄改網頁�

解決方案:�
設定Baseline之
後的檔案更動會
被FortiWeb復原�FTP/SSH 備份 

網頁竄改�

復原�
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偵測到網站程式被更動(非自動Recover)�

進行改變確認程序� 點選 Acknowledge�

選擇確認改變�
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NEW WORLD.  
NEW RULES. 
NO COMPROMISES. 
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         Wireless Access 

         Wired Access 

        �
        Remote Access 
   

DIGITAL ASSET •   
•   

•   
•   

OTP�無縫整合 Fortinet 資安解決方案 �

Security 

•  FortiWeb  
•   

•  FortiGate 






