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Identity ar plications Alarms a Administ

Logout | Support | Help Tips | Settings | About

Reports Browser Application Flows Fingerprints Configuration

illls Dashboard

pplications Bandwidth Flows Clients Servers Network Application
14.5 K perhour 7.9T total # 380.5M total # 15.6 K perhour #+ 52.2 K perhour k3 &
Top Application Groups - Today 2 PM - 3 PM o)
Application Group Flows(Total) Bytes(Total) Clients(Avg Network Response(Avg, Application Response(A
YouTube Streaming 230591 63.58 GB 2664 18.1ms 20ms
B Quic Protocols 77946 37.61GB 2261
i Facebook Social Networking 980182 35.68 GB 6339 21.4ms 28.2ms
B a ot 3 Google User Conterit Cloud Storage 78743 26.10 GB 3132 20ms 22.7ms
Flowd Stosge 1 Google Search Engines 1223795  19.93GB 7647 25.5ms 28.6ms
M s © Google API Web Content Servic... 165190  11.45GB 5432 20.2ms 21.7ms
Bl socl et & i0S Software Updat Software Updates 20127 1022GB 604 169ms 423ms
W sueaming # Windows Update Software Updates 7030 5.98 GB 1341 143ms 167ms
B et nphcntions ® Instagram Social Networking 69534 5.86 GB 1616 31.2ms 42.5ms
s Google Drive Cloud Storage 51106 443 GB 1667 87ms 87ms
et Twitch Streaming 14771 4.34 GB 87 145ms 161ms
iCloud Cloud Storage 40675 3.99 GB 1351 114ms 195ms
Application Group Usage - Bandwidth o]

Start: | 03/24/2016 " 3:00 PM - | #Days: | 7| Bandwidth

600 GB '/ | ”ﬁ _ﬂ 7‘3/‘\\.3- El r.:j/"]‘;;:‘.._ :‘i‘ ﬂ;@%ﬁ:

T 1
3/30 3/31

—T
3/27 3/28 3/29

e B | 3/26/2016 1:00:00 PM | .
Name =« 150.69 GB Bandwidth(Min)  Bandwidth(Max) Bandwidth(Avg) Flows(Min) Flows(Max) Flows(Avg) Clients(Min) Clients(Max) Clients(Avg)
B Advertising 75.72 MB 7.81 GB 1.63 GB 275K 1.1M 341.7K 303 6 K 21K
Business Applications 706.04 kB 6.09 GB 976.52 MB 1.1K 494 K 109K 22 1K 278
I Certificate Validation 5.24 MB 195.64 MB 42.71 MB 38K 35.1K 122K 602 29K 13K
Cloud Computing 368.06 MB 3.45GB 1.28 GB 46K 165.8 K 445K 167 6.1K 15K
I Cloud Storage 518.60 MB 65.28 GB 12.90 GB 735K 397.5K 185.1 K 613 6.7K 25K
Corporate Website 57.24 MB 13.08 GB 1.87 GB 136 K 126.1 K 453 K 843 38K 1.8K
I Databases 105.13 kB 398.92 MB 10.26 MB 139 83K 15K 9 5K 223
I E-commerce 1.47 MB 1.13GB 235.12 MB 398 29.1K 8.2K 49 934 323



Policy Identity and Access Applications Alarms and Events Reports Administration

Logout | Support | Help Tips | Settings | About

Reports Browser Application Flows Fingerprints Configuration

Options Clients (Bytes) - 2.8 TB - 3/25 5 PM
Data Table: End-System Details - Hourly - Clients Sent Bytes Received Bytes User Device Family Profile Location
3.201.253 25TB 25TB 50.69 GB Windows Department of Informati...
Display Format: .| Grid .
3.226.79 274.46 GB 266.97 GB 7.48 GB Information Branch
Target: Clients 1 8.96 GB 202.11 MB Hydraulic laboratory
Time Period: Custom 1 3.11.238 3.37 GB 3.28GB 88.25 MB Android Tamsui Wi-Fi
1 3.28.125 3.13 GB 33.70 MB 3.10GB Windows Lan Yang Wi-Fi
tart Time: :
Start Time 3/25/2016 5:00 PM 1 3.164.89 2.93 GB 58.52 MB 2.88 GB Western Building
End Time: 3/26/2016 3:00 PM 1 3.49.142 1.96 GB 1.91 GB 49.27 MB Android Tamsui Wi-Fi
1 3.52.186 1.53 GB 16.08 MB 1.52 GB Windows Tamsui Wi-Fi
Statistic 1 3.202.74 1.47 GB 18.41 MB 1.46 GB Department of Informati...
Type: Bytes l 1 3.97.152 1.46 GB 51.81 MB 1.41 GB Apple FTTB_Dormitory Network
— — [
Aggregation: (@) Sum I Average ¢

Search Criteria

Location: All

Profile: All

Application Group:  wWeb Content Services
Device Family: All

User Name:

Application:

5



Administra

Reports
Options

Data Table:

Display Format:

Target:

Time Period:

Browser

Application Flows

End-System Details - Hourly
| | Grid
Applications

Last Interval

Fingerprints

Statistic

Type: Application Response Time

Aggregation: (@) Sum () Average
Search Criteria

Location: All

Profile: All

Application Group: All

Device Family: All

User Name:

Application: tku.edu.tw

Client:

Limit: 30

Search Status

149560 rows evaluated successfully in 1334

milliseconds

Configuration

R RN

Applications (Application Response Time) - 48.4s - Last hour

Applications
lab.media.ipc.tku.edu.tw
future. tku.edu.tw
web02. water.tku.edu.tw
web01.water.tku.edu.tw
english.csie.tku.edu.tw
votk.tku.edu.tw

www.airitilibrary.com.ezproxy.lib.tku.edu.tw

blog.lib.tku.edu.tw
www.jfs.tku.edu.tw
gdc.tku.edu.tw
www.ic.tku.edu.tw
spacerental.tku.edu.tw
moodle.iit.tku.edu.tw

www tifx. tku.edu.tw
c.water.tku.edu.tw
map1.water.tku.edu.tw
feed2js.lib.tku.edu.tw

12010 .tkutimes.tku.edu.tw
excellent.tku.edu.tw
rite.im.tku.edu.tw
wikibaseball.dils.tku.edu.tw
www.elc.tku.edu.tw
www.mls.tku.edu.tw
tuitionreduction sis.tku.edu tw
www.engineering.tku.edu.tw
www.th.tku.edu.tw
gacm.water.tku.edu.tw

w4 _emis.tku.edu.tw
www.gpe.tku.edu.tw
www.tacx.tku.edu.tw

Application Group
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications
Web Applications

Application Response Time

Network Response Time



Reports Browser Application Flows Fingerprints
Options
Data Table: End-System Details - Hourly

Display Format: [ Chart Over Time - as [£ Line -

Target: Applications
Time Period: Yesterday hd
Statistic
Type: Application Response Time
Aggregation: C) Sum u@l Average

Search Criteria

Location: All
Profile: All

Application Group: Al

Device Family: All

User Name:

Application: www.tku.edu.tw
Client:

Search Status

2294232 rows evaluated successfully in 17525
milliseconds

v

Configuration

Applications (Application Response Time) - Average: 260ms - Yesterday - hourly

1.55
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Logout | Support |

Help Tips | Settings | About
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http://www.tku.edu.tw/

Policy Identity and A Applications L : Administration

Reports Browser Application Flows Fingerprints Configuration
Options Applications (Application Response Time) - 111ms - Yesterday
Data Table: End-System Details - Hourly Applications Application Group Application Response Time Network Response Time
oy Eorrat = TKU_MAIL100_Webmail Mail I ) [ —
Isplay Format: | Grid
M cn = TKU_MAIL218 Mail T— ) (E——
Target: Applications = TKU_MAIL217 Mail e " [ —
Time Period: Yesterday > = TKU_MAIL100_IMAPS Mail e [ —
= TKU_MAIL210_POP3S Mail e e [ —
Statistic = TKU_MAIL100_POP3 Mail e ee——" [ E——
Type: Application Response Time LS TKU—MAIL212 Mail ‘El E]
= TKU_MAIL100_IMAP Mail e [ )
Aggregation: (@ Sum 1 Average = =
: - = TKU_MAIL100_SMTP Mail s [ —

Search Criteria

Location: All ~
Profile: All v
Application Group: All
Device Family: All

User Name:

Application:
Client:

Limit: 10

Search Status

2294232 rows evaluated successfully in 21780
milliseconds



Devices Policy Identity and Access

Applications Wireless

Alarms and Events

Reports

Administration

Reports Browser Application Flows Fingerprints
Options
Data Table: End-System Details - Hourly

Display Format: J Grid

Target: Applications

Time Period: Yesterday

Statistic
Type: Bytes
Aggregation: (@) Sum () Average

Search Criteria

Location: All N
Profile: All
Application Group: All

Device Family: All
User Name:

Application:

Client:

Limit: 10

Search Status

2294232 rows evaluated successfully in 21508
milliseconds

Configuration

aAna

Applications (Bytes) - 560.69 MB - Yesterday

RN

Applications «
TKU_MAIL218
TKU_MAIL217
TKU_MAIL212
TKU_MAIL210_POP3S
TKU_MAIL100_Webmail
TKU_MAIL100_SMTP
TKU_MAIL100_POP3
TKU_MAIL100_IMAPS
TKU_MAIL100_IMAP

Application Group
Mail
Mail
Mail
Mail
Mail
Mail
Mail
Mail
Mail

Bytes
165.54 MB
2.1 MB
112.50 kB
481.81 kB
350.96 MB
39.31 MB
669.25 kB
375.38 kB
1.13 MB

Sent Bytes
123.45 MB
2 MB
56.25 kB
438.51 kB
113.82 MB
19.65 MB
553.79 kB
203.65 kB
190.36 kB

Received Bytes
42.08 MB
107.69 kB
56.25 kB

43.30 kB
237.15 MB
19.66 MB
115.46 kB
171.73 kB
935.28 kB



Devices Policy Identity and Access Applications Wireless Alarms and Events Reports Administration

Reports Browser Application Flows Fingerprints Configuration
Options Applications (Flows) - 7188 flows - Yesterday
Data Table: End-System Details - Hourly - Applications Application Group Flows Outbound Flows Inbound Flows
= TKU_MAIL100_Webmail Mail 5266 2928 2338
Display Format: || Grid -
= TKU_MAIL100_SMTP Mail 1187 581 606
Target: Applications t = TKU_MAIL100_POP3 Mail 332 167 165
Time Period: Yesterday v = TKU_MAIL100_IMAPS Mail 158 77 81
= TKU_MAIL100_IMAP Mail 80 40 40
Statistic = TKU_MAIL218 Mail 77 38 39
Type: Flows . = TKU_MAIL217 Mail 56 33 23
. . . = TKU_MAIL210_POP3S Mail 28 14 14
Aggregation: (@) Sum 1 Average
n . = TKU_MAIL212 Mail 4 2 2

Search Ciriteria

Location: All v
Profile: All v
Application Group: All ~
Device Family: All ~

User Name:

Application:
Client:

Limit: 10

<

Search Status

2294232 rows evaluated successfully in 18130
milliseconds



Devices Policy Identity and Access Applicati Wireless Alarms and Events Reports

Reports Browser Application Flows Fingerprints Configuration
Options Applications (Clients) - Average: 826 - Yesterday - hourly
Data Table: End-System Details - Hourly - Applications Application Group -
Oi | - . = TKU_DNSA1 Protocols 2385
ispla ormat: | Grid
play E Gri = TKU DNS2 Protocols 51
Target: Applications - = TKU_DNS3 Protocols 42
Time Period: Yesterday o
Statistic
Type: Clients o
Aggregation: () Sum (@) Average

Search Criteria

Location: All ~r
Profile: All ~r
Application Group: All ~r
Device Family: All ~r

User Name:

Application:
Client:

Limmit: 10

O

Search Status

2294232 rows evaluated successfully in 16986
milliseconds



Devices Policy Identity and Access Applications Wireless Alarms and Events Reports Administration

Reports Browser Application Flows Fingerprints Configuration
Options Applications (Flows) - 973439 flows - Yesterday
Data Table: End-System Details - Hourly Applications Application Group Flows Outbound Flows Inbound Flows
= TKU_DNS1 Protocols 573136 286773 286363
Display Format: | | Grid
= TKU_DNS3 Protocols 203234 122368 80866
Target: Applications - = TKU_DNS2 Protocols 197069 118737 78332
Time Period: Yesterday v
Statistic
Type: Flows ~
Aggregation: (®) Sum () Average

Search Criteria

Location: All ~
Profile: All ~
Application Group: All ~
Device Family: All ~

User Name:

Application:
Client:

Limit: 10

O

Search Status

2294232 rows evaluated successfully in 17244
milliseconds



Alarms anc e [ Administration

Reports Browser Application Flows Fingerprints Configuration
Options Applications (Application Response Time) - 180ms - Yesterday
Data Table: End-System Details - Hourly - Applications Application Group Application Response Time Network Response Time
e = TKU_DNSZ Protocols s e [———
ispla ormat: | Grid
o E G = TKU_DNS1 Protocols ———— (S
Target: Applications = TKU_DNS3 Protocols [ ) [
Time Period: Yesterday
Statistic
Type: Application Response Time -
Aggregation: (@) Sum () Average

Search Criteria " TKU_DNSI ﬁFlOWﬁtﬁxr—g A f% * A ﬁtﬁ’* % ’ fl?_ 33 ;; "’l {
Location: All - ﬁx'ﬁ; ’ ”7 TKU DNSZ FIOW&ﬁk l'{‘ 'é * A ﬁi: 6‘- ’ T_ib }F&
Profile: All v FEE & ﬁiﬁ}. °

e > = 5 % TKU_DNSI1 € Server Load Balance.’rﬁVIP’ e «
oo vame: : W ERE it DNS24eDNS3 » Flpt 2 ki@ * K DNSI v g
Application: ! A o o L E

Client:

Limit: 10 =

Search Status

2294232 rows evaluated successfully in 17021
milliseconds



Browser

Reports

Application Flows

Network Activity by Location

Fingerprints

Locations (All) - Average: 7.21 GB - Today - hourly

Today

ocations
Tamsui Wi-Fi
Information Branch

FTTB_Dormitory Network

Department of Civil Engin...

Information Department
Lan Yang Wi-Fi

Electrical Engineering
Institute of Technology

Lan Yang campus
Department of Informatio. ..
Electrical and Mechanica...
FIG funding system
Building sound scared
Department of Architecture
Western Building

Office of Student Affairs, ...
Department of Physics
Department of Chemistry
Department of Material
Department of Education...
Stadium

Water ring system

Remote group
Library_After_1-4F
Information Branch_Clou...

Water, swimming pool, sc...

Aerospace Department
Department of Mathemat...
Activity Center

Limit:
Bytes
60.95 GB
37.48 GB
15.20 GB
11.06 GB
9.43 GB
8.71 GB
8.29 GB
7.79 GB
547 GB
5.31GB
3.94 GB
3.33 GB
3.08 GB
2.82GB
2.76 GB
2.76 GB
2.61 GB
2.60 GB
2.37 GB
2.31 GB
2.29 GB
2.24 GB
2.15 GB
1.88 GB
1.67 GB
1.62 GB
1.58 GB
1.58 GB
1.54 GB
1.52 GB

Sent Bytes
6.01 GB
7.35 GB

907.20 MB
5.76 GB

1.05 GB

770.49 MB
702.16 MB
803.55 MB
313.77 MB
1.20 GB

366.40 MB
271.12 MB
182.85 MB
698.79 MB
249.06 MB
128.98 MB
232.77 MB
466.64 MB
367.45 MB
105.44 MB
1.11 GB

302.81 MB
117.29 MB
126.65 MB
173.57 MB
326.81 MB
538.60 MB
194.21 MB
246.41 MB

Configuration

2= L _
LI
Received Bytes
54.94 GB
30.13 GB
14.72 GB
10.15 GB
3.68 GB
7.66 GB
7.52 GB
7.09 GB
4.67 GB
4.99 GB
2.74 GB
2.96 GB
2.80 GB
2.64 GB
2.07 GB
2.51 GB
2.48 GB
2.36 GB
1.90 GB
1.94 GB
2.18 GB
1.13 GB
1.84 GB
1.77 GB
1.54 GB
1.45 GB
1.26 GB
1
1
1

.04 GB
.35 GB
.27 GB

2

¢t 5

Flows
2104071
2301183
105809
335056
292529
440389
290610
416325
112797
160011
101237
181169
57904
84287
113139
177472
97151
147670
201101
82839
57239
63284
82351
62323
85135
49413
172177
208610
154499
36531

—

IR B

34

Outbound Flows
1037832
1234867
59508
160590
162543
219414
152067
208643
54310
80786
50695
97003
28314
43640
60055
87907
50616
81225
109648
42174
28254
33032
41394
30898
41756
29501
85923
125668
109561
18145

Inbound Flows
1066239
1066316
46301
174466
129985
220975
138542
207681
58487
79224
50542
84165
29589
40627
53084
89564
46534
66445
91452
40665
28985
30251
40957
31424
43379
19911
86253
82941
44938
18385

Client Count
7460
3656
495
4855
249
985
992
497
1458
714
978
246
244
937
241
697
240
490
244
248
246
235
247
244
232
992
236
245
486
231

Application Response Time

Network Response Time



Reports Browser Application Flows Fingerprints
Options

Data Table: End-System Details - Hourly

Display Format: ‘Jﬂ Tree Map

Target: Application Groups

Time Period: Yesterday

Statistic
Type:

Aggregation: Average

Search Criteria

Location:

Profile:
Application Group:
Device Family:
User Name:
Application:
Client:

Limit:

Search Status

999376 rows evaluated successfully in 9827
milliseconds

Configuration

Application Groups (Bytes) - 1.3 TB - Yesterday

W Streaming
Average: 334.40 GB - Yesterday - hourly

Social Networking

Protocols

Cloud Storage

Search Engines




Reports Browser

Options
Data Table:
Display Format:
Target:

Time Period:

Statistic
Type:
Aggregation:

End-Systemn Details - Hourly -

=] Grid -

Application Flows

Device Family

Today

Clients

(@) Sum

() Average

Fingerprints Configuration

Device Family (Clients) - 28247 - Today

Devite Family

Apple

Debian

Linux
FirefoxQ3s
buntu

16



E Devices Policy Identity and 55 Applications Wireless Alarms and Events 2eports Administration

Reports ~ Browser  Application Flows  Fingerprints  Configuration

illy Dashboard

Applications Bandwidth Flows Clients Servers Network Application
# 14.5 K perhour 7.9T total % 380.5M total # 15.6 K per hour # 52.2 K perhour 3 s

Top Application Groups - Today 2 PM - 3 PM

Application Group Flows(Total) Bytes(Total) Clients(Avg)
¢ Amazon Web Services  Cloud Computing 86015 1.59 GB 3349
= Web Web Applications 480560 1.55 GB 34228
£ Dropbox Cloud Storage 95155 1.55 GB 678
B Aiothers
% line-apps We icati 23057 1.54 GB 1912
Cloud Storage »
@ qgsc18 Restricted Content 203 149 GB 1
[ Protocols
£ Google Update Software Updates 469 130 GB 75
I Social Networking
B % npm.nchc.org.tw Web Applications 232 1.29GB 1
Streaming
= pimg Web Applications 14509 112GB 353
[ Web Applications
[ Netflix Streaming 1360 1.06 GB 10
B http-alt port Protocols 17344 1.02 GB 484
»! Dailymotion Streaming 2514 999.22MB 48
% jplovety Web Applications 90 94393MB 3

17



Reports ~ Browser  Application Flows  Fingerprints ~ Configuration ~ Application: qsc18

Top Clients for Application - gsc18 - Today 2 PM

« Start  03/31/2016 » | Grid ~  Bandwidth

o 200PM v

Administration

Logout | Support | Help Tips | Settings | About

Reports ~ Browser  Application Flows  Fingerprints ~ Configuration  Application: qsc18 X End-System Applications Summary: 163.1v. . cv.cuv
Application/Client (Bytes) - Average: 1.80 GB - Today - hourly @ Application Groups (Bytes) - 18.26 GB - Today i
8 GB
6 6B
4GB
2 6B
[ T T T T T T 1
3/3112AM 3314AM 3318AM 3/3112PM 3/313 PM|
Applications (Bytes) - 18.24 GB - Today S Restricted Content
Applicatio h 2 ieation-Sroup Bytes SentBy eived Bytes
sc18 Restricted Content ~ 14.49 GB 157.84 MB 14.33 GB
% javhd Web Applications 19.04 MB 345.86 kB 18.70 MB
= jav008 Web Applications 73.50 MB 3.56 MB 69.93 MB
@ Yahoo Search Engines 27.56 MB 37.51kB 27.52 MB
@ Xvideos Restricted Content ~ 100.69 MB 2.80 MB 97.89 MB
B2 auic Protocols 8.66 MB 286.52 kB 8.38 MB
o Ba) Lo D) i Fall ol 4 ETaWalsl LERL A Y] ENG Nalel




Reporls  Browser  Application Flows

B2 1P Reputation Dashboard

IP Reputation Threat Activity - Clients

| 1z00PM v #Days (7 O] Clonts

Stark | Q32472018

Configuration

Citemy Top

"

Logout | Support | Help Tips | Settings | About

W Qevrrry Top At
Carngromeed Hots (anmecting Ints th Metwerk

B Cormextion to Bad Homs
Carnections to sl Hosts Bl on Pt

W Ok Top Attacken
Tor Exk Mode, Ry or Raoter

rF - A ra
4

Threat/Threat End-System Pair (Byles) - 120.59 kB - Today
=
Threat Theaat End-System Pair Bytos Sont Byles Received Bytes
Tor Exit Mode, Relay or Riouter 12,208 - 178.32.189.88 32ATkB 1817 kB 13kB
Ciarmy Top Attackers A38.86 - 219.243.215.212 NN KB 1361 kB 7.50 kB
Compromised Hosts Connecting Inko the Netwark A32130 - 117.6.161.1 19.74 kB 9.72 kB 10.01 kB
Citrmy Top Attackers 22879 - 219243115194 10.35 kB 6.61 kB AT4 kB
Ciarmy Top Attackers 15108 - 424821196 1026 kB 9.06 kB 1.23 kB
Cidrmry Top Aftackers 15198 = 424821175 9.62 kB B.45 kB 11T kB
Connections o Bad Hosts AT 165 - 162155 211.67 513 kB 658 bytes 443 kB
Connections o Bad Hosts 09595 - 162.159.211 67 4 66 kB TAT bytes .86 kB
Connections o Bad Hosls A3T.25 - 144,76, 71.210 3,84 kB 2.04 kB 1,80 kB
Tor Exit Mode, Relay or Routar 66140 - 104.232.3.32 370 kB 1] A T0 kB

20




Reports
Options
Data Table:
Display Format:
Target:
Time Period:
Start Time:

End Time:

Statistic
Type:

Aggregation:

Search Criteria
Threat:

Limit:

Search Status
444 rows evaluated successfully in 113 milliseconds

Browser

ntity and

Application Flows

Application Data - Hourly

|| Grid -

Threat/Threat End-System Pair
Custom

«  3/29/2016 10:00 PM

« 3/29/2016 11:00 PM

Flows

(®) Sum () Awverage

All

100

Fingerprints

Configuration

Threat/Threat End-System Pair (Flows) - 237 flows - 3/29 10 PM

Threat

CiArmy Top Attackers
Connections to Bad Hosts

Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,

Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router

Relay or Router

Connections to Bad Hosts

Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,
Tor Exit Node,

Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router
Relay or Router

Threat End-System Fair
163.13.164.25 — 183.247.177.6
163.13.233.13 -/42.62.40.103
163.13.116.36 /+ 46.165.223.217

163.13.147.79 — 46.165.223.217

163.13.164.14 - 46.165.223.217
163.13.245.22 - 46.165.223 217
163.13.149.33 - 217.174.148.86
163.13.30.80 — 46.165.223.217
163.13.115.180 -- 46.165.223.217

163.13.28.57 —- 46.165.223.217
163.13.255.216 - 46.165.223.217
163.13.76.77 —- 46.165.223.217
163.13.103.0 — 46.165.223.217
163.13.17|0.238 — 46.165.223.217
163.13.99\118 -- 46.165.223.217
163.13.125.131 -- 46.165.223.217
163.13.79.59 - 46.165.223.217
163.13.246\185 -- 46.165.223.217
163.13.159.1117 -- 46.165.223.217
163.13.12.247 -- 46.165.223.217
163.13.3.229\- 46.165.223.217
163.13.155.253 —- 46.165.223.217
163.13.245.68 - 46.165.223.217
163.13.126.25 --\46.165.223.217
163.13.179.142 -\ 46.165.223.2
163.13.140.235 — 4¢€

Flows
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Outbound Flows
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= Devices Policy Identity and Access Applications Wireless Alarms and Events Reports Administration

Reports TKU_TOP20_APP_by Bandwidth

Console Application:
Custom
Data Center Manager Applications (Bytes) - 5.4 TB - Yesterday
Device Applications Application Group Bytes Sent Bytes Received Bytes
el Ll et LBl sl & sentinel-Im port Protocols 108.46 GB 103.96 GB 4.50 GB
Identity and Access - Health % iOS Software Update Software Updates 216.95 GB 8.05 GB 208.90 GB
::fenrtf';iznd Access - System = ftp.tku.edu.tw Web Applications 74.63 GB 72.98 GB 1.64 GB
OpenScape YouTube Streaming 921.58 GB 22.86 GB 898.72 GB
Policy Yahoo Search Engines 54.40 GB 565.80 MB 53.84 GB
Purview “* Windows Update Software Updates 106.01 GB 3.33 GB 102.68 GB
Server = Web Web Applications 57.51 GB 4.46 GB 53.05 GB
TKU el Twitch Streaming 115.28 GB 2.35 GB 112.93 GB
[™ TKU_TOP100_IP_Threat #. Symantec VPN and Security 53.85 GB 1.75 GB 52.10 GB
[ TKU_TOP20_APP_by_Bandwidth B Rsync Protocols 321.04 GB 251.17 GB 69.87 GB
[ TKU_TOP20_APP_by_Clients-Average 8 Quic Protocols 774.52 GB 79.05 GB 695.47 GB
B TKU_TOP20_APP_by_Flows “a MEGA Storage Web File Sharing 79.71 GB 1.69 GB 78.02 GB
:_VI:I;FSSRepOnS @ Instagram Social Networking 75.16 GB 4.48 GB 70.68 GB
¢ 4 Google User Content Cloud Storage 238.06 GB 4.63 GB 233.42 GB
: 4 Google Drive Cloud Storage 90.61 GB 5.83 GB 84.78 GB
{) Google API Web Content Servi... 612.37 GB 563.85 GB 48.52 GB
*3 Google Search Engines 482.19 GB 269.84 GB 212.35 GB
Facebook Social Networking 532.09 GB 43.41 GB 488.67 GB
DNS Protocols 215.64 GB 182.26 GB 33.38 GB
*- BitTorrent Peer to Peer 240.72 GB 175.69 GB 65.03 GB
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= Devices Identity and Access Applications Wireless Alarms and Events Reports Administration

Reports TKU_TOP20_APP_by Flows
Console Application: Submit
- [ |

Data Center Manager

Applications (Flows) - 270291484 flows - Yesterday

Device Applications Application Group Flows Outbound Flows Inbound Flows
Identity and Access - Dashboard B DNS Protocols 133551274 64994514 68556760
Identity and Access - Health
y T2 BitTorrent Peer to Peer 51371708 26972620 24399088
Identity and Access - System
*3 Google Search Engines 20377136 10202242 10174894
Interface
o Facebook Social Networking 14135893 7037883 7098010
penScape
Policy = Web Web Applications 9888761 4550308 5338453
Purview = Encrypted Web Web Applications 6607279 2982811 3624468
Server © Skype Real Time and Clo... 5198760 2588549 2610211
TKU Google Ads Advertising 3756404 1886161 1870243
[ TKU_TOP100_IP_Threat B ICMP Protocols 3714340 2106224 1608116
[B TKU_TOP20_APP_by_Bandwidth B chargen port Protocols 3438320 778818 2659502
[ TKU_TOP20_APP_by_Clients-Average ESMTP Mail 3106712 1550193 1556519
TKU TOP20 APP_by Flows
Wi Ih; - - —oY— YouTube Streaming 2927002 1471573 1455429
ireless
B Telnet Protocols 2441325 403280 2038045
/- PDF Reports
¢ W TeamViewer Web Collaboration 1781727 896663 885064
: %¥ Dropbox Cloud Storage 1674447 836076 838371
¥ Google API Web Content Servi... 1418310 704098 714212
B3 LDAP Protocols 1262606 591767 670839
B Quic Protocols 1240328 583875 656453
*= EDONKEY Peer to Peer 1228508 792425 436083
Google Talk Real Time and Clo... 1170644 582682 587962



= Devices

Reports

Console

Custom

Data Center Manager

Device

Identity and Access - Dashboard

Identity and Access - Health

Identity and Access - System

Interface

OpenScape

Policy

Purview

Server

TKU
[5 TKU_TOP100_IP_Threat
[5 TKU_TOP20_APP_by_Bandwidth
D TKU_TOP20_APP_by_Clients-Average
[5 TKU_TOP20_APP_by_Flows

Wireless

. PDF Reports

Identity and Access

TKU_TOP20_ APP_by Clients-Average

Application:

Applications (Clients) - Average: 6187 - Yesterday - hourly

rERDSEE BECPECE

Applications
Telnet

Web

ICMP

SSH

Encrypted Web
DNS

http-alt port
SIP

MSRDP

NTP

Google
Facebook
dtserver-port port
TKU_DNS1
SMTP

qgotd port

Sun RPC
TFTP

chargen port

NAT Port Mapping ...

Applications

Wireless

Application Group
Protocols
Web Applications
Protocols
VPN and Security
Web Applications
Protocols

Protocols

Real Time and Clo...

Protocols
Protocols
Search Engines
Social Networking
Protocols
Protocols

Mail

Protocols
Protocols
Protocols
Protocols

Protocols

Alarms and Events

18920
16289
12248
11222
10486
9661
6396
6057
4816
4368
3844
3028
2478
2385
2199
1943
1896
1884
1852
1766

Reports

Administration
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Reports

Console

Custom

Data Center Manager

Device

Identity and Access - Dashboard

Identity and Access - Health

Identity and Access - System

Interface

OpenScape

Policy

Purview

Server

TKU
B TKU_TOP100_IP_Threat
[ TKU_TOP20_APP_by_Bandwidth
[ TKU_TOP20_APP_by_Clients-Average
[ TKU_TOP20_APP_by_Flows

Wireless

. PDF Reports

TKU_TOP100_IP_Thr

aAAa

Threat Al

Throat

Tor Exit Node, Relay or Router
CiArmy Top Altackers

CiArmy Top Attackers

Tor Exit Node, Relay or Router
Tor Exit Node, Relay or Router
Tor Exit Node, Relay or Router
Connections to Bad Hosts

Compromised Hosts Connecting Into the ...

Connections to Bad Hosts
Connections to Bad Hosts

Tor Exit Node, Relay or Router
CiArmy Top Attackers

Tor Exit Node, Relay or Router
CiArmy Top Attackers

Compromised Hosts Connecting Into the ...

CiArmy Top Attackers
Connections to Bad Hosts
CiArmy Top Attackers

Tor Exit Node, Relay or Router
CiArmy Top Attackers

CiArmy Top Attackers

Compromised Hosts Connecting Into the ...

Tor Exit Node, Relay or Router
CiArmy Top Attackers

DShield Top Attackers

CiArmy Top Attackers
Connections to Bad Hosts
CiArmy Top Attackers

Tor Exit Node, Relay or Router
Connections to Bad Hosts

Compromised Hosts Connecting Into the ...

CiArmy Top Attackers
Connections to Bad Hosts

Tor Exit Node, Relay or Router
Connections to Bad Hosts

Submit

Threat/Threat End-System Pair (Flows) - 709 flows - Yesterday

Throat End-System Pair
112,209 -« 178.32.189.88
.138.86 -~ 219.243.215.212
+137.163 -- 219.243.215.212
112,209 - 188.226.149.124
164,93 - 118.99.176.155
.133.29 - 176.194.189.124
18,94 -~ 162.159.210.67
132,130 - 117.6.161.1
1,253,149 - 162.159.211.67
+1.62 - 186.250.243.100
+.129.68 -~ 193.138.219.244
i.133.226 -- 219.243.215.194
+.208.60 - 193.138.219.244
L 164.25 - 219.243.215.194
L137.51 - 171.232.66.157
.133.226 -- 211.100.57.118
.50.37 -~ 162.159.211.67
1L133.140 -- 219.243.215.212
LI12.9 -« 128.72.221.243
.149.61 -~ 219.243.216 212
.95.137 -- 219.243.215.194
L137.62 — 209.95.50.25
L133.201 - 192.95.26.58
L226.79 -« 219.243.215.194
+.14.143 .- 58.140.209.240
95,112 - 219.243.215.194
.1.61 - 64.70.19.202
L135.200 -~ 219.243.215.194
+138.86 -« 195.46.185.37
i.50.37 -~ 162.159.210.67
95,112 - 209.95.50.25
95,137 — 219.243.215.212
1.36.8 -~ 64.70.19.202
.133.46 -- 109.201.133.100
+.130.161 -~ 184.168.221.15

Flows
225
100
60

WWOWwaaaasaaasasasasanonegooN®OO®® O ® <

Outbound Flows
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