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2012 Sampling of Security Incidents by Attack Type, Time and Impact

conpectum of relative broach imgact |5 based on publicl disclosed imformation reganding leaked mooeds and firancial losses
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Peak DDoS Attack Size (January 2010 to March 2013)
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Hacking Methodology whois, nslookup

Nmap, fping

{FEScanning dumpACL, showmount
legion, rpcinfo

Kz=Enumeration

Tcpdump, Lophtcrack
NAT

FEEiE A\ Gaining Access Johntheripper, getadmin

Rhosts, userdata

=t Escalating Privilege
N J J Config files, registry

Pilferting zap, rootkits
Cron,at, startup folder
iBfRIEIECovering Tracks netcat, keystroke logger

remote desktop

4 7= 5iJCreating Back Doors Synk4, ping of death
tfn/stacheldraht
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Information-Gathering Methodology

Foot printing

Unearth Initial Information

Locate the Network Range

Ascertain Active Machines

Discover Open Ports/Access Points

Detect Operating Systems

Uncover Services on Ports

Map the Network




Scanning Methodology

o

Check for Live Systems

Check for Open Ports

Service ldentification

Banner Grabbing / OS Fingerprinting

Vulnerability Scanning

Draw Network Diagrams of Vulnerable Hosts

Prepare Proxies

Attack »
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BackBox I
Pentoo !

BlackArch Linux l

0 106 212 318 424 530
B2 AN Em TR

Netcat -

0 147 294 441 588 735
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Immunity Canvas l

0 145 290 435 580 725
REFEANER/MERERT A

Cain & Abel
Hydra

John The Ripper

RainbowCrack -
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0 143 286 429 572 715
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Aircrack-ng
Kismet

WifiScanner

Other

0 138 276 414 552 690

RZ BT WA TR

FTS4BT
BlueSpam
BlueScanner

Other

0 82 164 246 328 410
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Burp Suite
w3af
Websecurify Suite
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Tribe Flood network (TEN) ICMP, TCP, UDP ICMP Flood, smurf, UDP Flood, SYN flood
TFEN2K ICMP, TCP, UDP ICMP Flood, smurf, UDP Flood, SYN flood. Mixed attack, ARGA3 attack

= Tirinity v3 TCP, UDP UDP flood, SYN flood, RST flood, randomflag flood, fragment flood, ACK

flood, Establish flood, Null flood

Hping ICMP/UDP/SYN flood

Scapy UDP, TCP UDP flood, ICMP flood, TCP flood

“ Phpdos TCP http flood

Twbooter udp UDP flood

“ gray pigeon any Flood to any protocol

“ dark comet tcp, udp SYN flood, UDP flood, HTTP flood

mp-ddoser udp, tep SYN flood, UDP flood, HTTP flood

fg power ddoser udp UDP flood

silent ddoser udp, tep SYN flood, UDP flood, HTTP flood

alevolent ddoser udp UDP flood

Ruskill TCP, icmp ICMP flood, HTTP flood

DirtJumper (September) TCP, ICMP ICMP flood, Get & PUT flood

Unnamed TCP VOIP flood

Unnamed TCP IP fragmentation flood
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=, Timeout or Session ik R&cy 8,8 FH 7 JF % 3 I B2

- HoIC SLOW GET, SLOW POST

THC SSL DoS TCP SSL renegotiation

Dedal tcp SLOW GET

Simple Slowloris TCP Slowloris —incomplete header
Unnamed TCP SlowRead

— Darkshell udp, tcp, icmp SYN, HTTP idle timeout congestions
RUDY TCP Slow Post, Long Form Field Submission
- Tor Hammer TCP Slow Post

— Slowhttptest TCP Slowloris, Slow Post, Slow Read
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PlayStation Network Update

-
u( + Posted by Sid Shuman on Aug 24. 2014 // Sensor Manager, Social Media

Like other major networks around the world. the PlayStation Network and Sony Ententainment Network have been
impacted by an attempt to overwhelm our network with artificially high traffic
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Blizzard’s BattleNet battered by DDoS attacks
24 Aug 2014 by  Peter Parrish
L") 22 o 914 @ 1 @ 0

 BATTLENET

Embattled BattleMet.

It's not a great evening to be trving to playv Blizzard titles, as BattleNet games like Diablo 3
and World of Warcrajt are the latest to succumb to DDoS (Denial of Service) barrages.
Several major games have been affected over the past few davs, including League of

Legends and Guild Wars 2.

The World of Warcrajt forums acknowledge and awareness of current connection issues,
and says Blizzard is working to resolve them “as soon as possible.” Likewise, there’s a lengthy

thread (one of several) over at the Diablo 3 forums discussing the status of the servers.
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HTTP redirect
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F5 Advantage

DDoS MITIGATION

Increasing difficulty of attack detection

ON

stack Physical (1)

Data Link (2) Network (3) Transport (4) Session (5)

Session attacks
DNS UDP Floods, DNS Query

Network attacks

SYN Flood, Connection Flood, UDP Flood, Push
and ACK Floods, Teardrop, ICMP Floods, Ping

Floods and Smurf Attacks SSL Floods, SSL Renegotiation

BIG-IP AFM

SynCheck, default-deny posture, high-capacity
connection table, full-proxy traffic visibility, rate-limiting,
strict TCP forwarding.

BIG-IP LTM and GTM
High-scale performance,
DNS Express, SSL
termination, iRules, SSL
renegotiation validation

Packet Velocity Accelerator (PVA) is a purpose-built,
customized hardware solution that increases scale by an

ol |

order of magnitude above software-only solutions.

P
@’ F5 mitigation technologies

Withstand the
largest attacks

detection of SSL
encrypted attacks

+ Protect against .
DDoS
at all layers

Presentation (6)

Floods, DNS NXDOMAIN Floods,

Application (7)

Application afttacks

OWASP Top 10 (SQL
Injection, XSS, CSRF,
etc.), Slowloris, Slow Post,
HashDos, GET Floods

BIG-IP ASM

Positive and negative
policy reinforcement,
iRules, full proxy for
HTTP, server
performance
anomaly detection

stack

-
@’ F5 Mitigation Technologies



OS| B4} KEHEARE LTM LTM+ | IP Intel DNS ASM
iRule
H FERE (R R B vewor i ragnen I
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(2-42) Tear Drop
SYN Flood (Dirt Jumper)

TCP (connection) Flood
e.g. SYN-ACK, ACK & PUSH-ACK, RST or FIN and Fragmented ACK

Christmas Tree

Fake Session

LAND

Redirect Traffic Attack

ICMP Flood, Ping Floods and SMURF Attacks
Ping of Death ICMP

DNS based UDP Flood
(4E)

UDP Fragment

DNS Flood (Distributed and DNS Blacklisting)
e.g. DNS UDP Flood, DNS Query Flood and DNS NXDOMAIN Flood

IP DNS
Blacklist Express +
(Datagrp) DNS iRule

SSL/TLS SSL Floods, Malformed SSL (e.g. empty SSL HELLO)
baseij SSL THC attack (Extending from SSL Renegotiation vulnerability) IPintel
(5-6/=) iRule
Application Slowloris (Nuclear DDoSer, Slowhttptest)
ovg) |KepDead
6-72) Keep-Dead
Slow POST (R-U-Dead-Yet, Tor Hammer, Nuclear DDoSer, Slowhttptest)
HashDoS
Apache Killer (Slowhttptest)
HTTP GET Flood, Recursive GET Flood (Web Scraping), Dirt Jumper (HTTP IP intel
Flood) iRule

#RefRef (exploit SQLi - OWASP Top 10 vulnerability as entry)
XML “Bomb” (DTD attack), XML External Entity DoS




Fire Point of F5 Security Emergency Response by iRules

£S5 DevCentral

DDoS

DNS

. Access Control

. SSL

. Cookie

. URL/URI

. Client Certificate
. CAPTCHA

Hey F5Andy! You're kind of a big

iRules
Code Share

Security 1

OO\IO\U‘I.I;(;O[\).—-

Access Control Based On Metwork Or Host - This iRule allows administrators

IP/networks and ports. This particular example 1s designed for use with an P 1 9 SeSSIOﬂ

Apache mod_auth tkt  single sign on - Parse and verify an Apache mod auth

APM Portal Host Rewrite - Rewntes portal host information. ] OSlOW POST

ASM sanitize blocking page requests - Sanitizes requests to ASM-hosted "bls 11 SQL |nJeC'|'|On
Block requests by reverse DNS record - Performs a reverse DNS lookup to val . .

Block Referers By Path or File Type - Based on the Block Referal Reguests iF ] Q.PhIShIﬂg

| Block Referral Requests - This iRule will scan referral requests for images and
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o {; Tier 1: L3-LAFADNSEAF
R

M
ISPa -.
Network Firewall Services Web Application
+ DNS Services Firewall Services
DDoS K& Q + Simple Load Balancing to Tier 2 + SSL Termination ﬂ E: D
o
Q
== 0] (N
N L ST FIPS-140 [ s 0] _d’_,r'
eIk ] it ] '
ISPb 1 : — Secure Vault BIG-IP Platform \ )
- |
SPiRfER ! S VIPRION Platform L )
DDoS B # PRoSH# ' \ J
| | -— SSL
| | + IP Intelligence re-encryption
| : (IPD) Module
[

O ----- 4 Network HSM
______ 4 —_—

SSL inspecﬁon at either

E/ﬁ Iﬁﬂﬁ% tier \=\"W BIG-IP Advanced Firewall Manager
(N1\/® BIG-IP Local Traffic Manager

(e11\/B BIG-IP Global Traffic Manager
'YW BIG-IP Application Security Manager
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‘ 4 Korea National Intelligence Service( NIS ) Cyber Attack 2013-06-26

“‘etnews:z: KorealT News

when HTTP_REQUEST {
set userhost [HTTP::host]
if { [HTTP::cookie exists fbkorealab] } {
if { [HTTP::cookie value f5korealab] equals "mall" } {
pool Mall_Pool

INTERMET | COMMUNICATION | COMPUTING | POLICY | ELECTRONICS | DEVICE &

Search Internet Home » Internet > Article } else { HTTP::redirect "http://$userhost" }
}else {
DMB-'LCD-'SEH-ISLIHQ El= EMAIL E PRINT & KOREAH TEXT set location ! [HTTPhOSt] [HTTPU”] !
| || e | set message1 "123"
[June 256 Cyber Terror] Blue House Urgently Responds HTTP::respond 200 content '
<htmI><head></head><body>
The Electronic | | 2013/06/26 By Kwon Sang-hee <script type=W"text/javascriptW">
ﬁh Times Online functi

iy fr‘l':f'g’e”'ﬂeme"'t At about 9:30 a.m. on the 25th, the Blue House website was hacked on sleep(ms) {

by a group presumed to be from North Korea, and its pages were
painted with phrases including "Great Leader Jeong-Eun Kim’ all over
the their upper sides.

Phrases posted on the Blue House webpages included “Hale to while (new Date().getTime() < dt.getTime();

General Jeong-Eun Kim, the Unification President!,” "The attack will }
continue until our demand is met. Wait for us. Greet us,” "We Are functi
Anonymous. We Are Legion. We Do Not Forgive. We Do Not Forget.

var dt = new Date();

dt.setTime(dt.getTime() + ms);

on redirect() {

HE| MYy ' o .
e {a Expect Us,” and "#Anonymous Korea, aiming at democracy and var today = new Date();
[ o | ~ gtnews unification,” together with a picture of President Park in a meeting. today.setDate(today.getDate() + 1);
The Blue House immediately closed down its website after confirming document.cookie = W'f5korealab=mall; path=/W;
@ pefund Hel that it had been hacked and started the restoration of website and expires=W" + today.toGMTString() + W"; domain=$userhostw"
S P window.location=W"http://$locationW";
Hns=29 the investigation to identify the suspects.

bn

A Blue House person stated that the website had been restored at i
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http://$userhost/
http://$userhost/
http://$location/
http://$location/

Thanks you for your attention
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