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• 亦稱洪水攻擊 流量轟炸 

– 唯一目的在於使網際網路上標的伺服器其網路資源及系統資源耗盡，使這
個連上網路的主機暫時中斷或停止服務，使它無法對正常用戶提供服務。 

• 目標類型 

– 大型商業網站(拍賣)，遊戲公司，任何收益來源為網站服務的企業、政府單
位或學校 

 

• 造成的傷害 

– 實際收入減少 

– 企業形象的受損，客戶信心降低 

– 遭駭客的勒索，惡性循環 
 

















基於應用程式層面攻擊/ 
Application DDoS 

網路層面攻擊/  
Network DDoS 
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• UDP Flood 

– 最早期的DDOS攻擊，UDP的特性，“fire-and-forget”，用量達到DOS目的 

 

• IP Fragment Flood(Tears Drop淚滴攻擊) 

– 每個資料要傳送前，該封包都會經過切割，每個小切割都會記錄位移的資訊，以便重組，
但此攻擊模式就是捏造位移資訊，造成重組時發生問題，造成錯誤 

 

• ping of death（死亡之Ping） 

– 是產生超過IP協定能容忍的封包數，若系統沒有檢查機制，就會當機。 

 

 



• 協定分析攻擊（SYN flood，SYN洪水） 
– 最早期的TCP DDOS攻擊，不完整的Hand shacking，吃光connection table、系統記憶體和

處理器資源耗盡 

 

• LAND attack 
– 這種攻擊方式與SYN floods類似，不過在LAND attack攻擊包中的原位址和目標位址都是攻

擊物件的IP。這種攻擊會導致被攻擊的機器無窮迴圈，最終耗盡資源而當機。 

 

• 殭屍網路攻擊 
– 是產生超過IP協定能容忍的封包數，若系統沒有檢查機制，就會當機。 

– 現今最具發展的類型，與APT攻擊相互形成網路最大威脅的Circle 

 



 

 
• SSL Flood 

– 利用SSL機制，在建立安全連線交談(Handshake)期間的快速資源消耗特性，所設計的攻擊工
具，建立一個安全SSL連線時，伺服器需要耗用15倍於用戶端的處理能力。 

 

著名攻擊tool 

 THC SSL DoS 利用換Key的Server端高loading此種不對稱特性，灌爆伺服
 器以致無法在Internet提供服務。 

  

 

 

 



• Slowloris SlowPost  

– 這類攻擊的特性是並沒有違反HTTP的連線規則，只是把這些連線大幅度的低速化，因此容
易被資安監控設備忽略。  

 

• SlowHeader 

– 放大HTTP request Header內文，甚至多個Header，低速傳送 

 

• PS:低速化，他舉例，本來10秒可以完成的連線，被拉長到1,000分鐘；本來一
秒鐘送一個字，變成100秒送一個字。其目的就是要佔住Session。 

 

 

 



• DNS反射(reflection)攻擊 

– 也就是利用公開的DNS解析器(resolvers)，攻擊者假裝從目標對數萬台的DNS解析器發出請
求，而這些DNS解析器會向目標回應，因此帶來大量的網路流量。 

• DNS Flood 

– 基本洪水攻擊：這種攻擊會送出許多DNS請求到DNS伺服器上，企圖耗盡這些伺服器的網域
名稱解析器，以及快取資料庫資源。 

• 遞迴式洪水攻擊（Reflective DNS Flood） 

– 攻擊者會對DNS伺服器，送出並不存在DNS快取資料的網域名稱解析請求，增加DNS伺服器與
網路頻寬的負擔。 

• 垃圾洪水攻擊（Garbage Flood） 

– 這種攻擊會利用53埠，對DNS伺服器發出大量封包，進而塞暴伺服器對外的網路連線，並且
讓DNS名稱解析器疲於奔命，也就無法服務正常查詢請求。 

 



攻擊趨勢演化 

年度 主要攻擊趨勢 

2009 以前 巨流量攻擊 (Volumetric Attack) 

2010-2011 L7 應用程式層 (Application Layer Attack) 

2011-2012 
混合式多向攻擊 (Multi-Vector Attack/Blended 

Attack) 

2013 針對防禦機制的穿透式攻擊 



• Drive 

– 受到控制的殭屍電腦會自動偵測防禦機制封包回應，同時針對防禦機制回應正確封包，從
而得到認證並穿透防禦機制。加上擬真度較高的網路服務請求封包，防禦機制變得不再可
信，防禦DDoS攻擊的難度大大提高 

 

– 仍然處於起步階段，而更新、更精緻的攻擊變體仍會持續出現……. 

 



Hacking Methodology 

扫描Scanning 

痕迹收集Footprinting 

枚举Enumeration 

钻取接入Gaining Access 

提权Escalating  Privilege 

Pilferting 

清除痕迹Covering Tracks 

生产后门Creating Back Doors 

拒绝服务Denial of Service 

whois, nslookup 
 

Nmap, fping 
 

dumpACL, showmount 

legion, rpcinfo 
 

Tcpdump, Lophtcrack 

NAT 
 

Johntheripper, getadmin 

Rhosts, userdata 
 

Config files, registry 
 

zap, rootkits 
 

Cron,at, startup folder 

netcat, keystroke logger 

remote desktop 
 

Synk4, ping of death 

tfn/stacheldraht 



Information-Gathering Methodology 

Foot printing Unearth Initial Information 

Locate the Network Range 

Ascertain Active Machines 

Discover Open Ports/Access Points 

Detect Operating Systems 

Uncover Services on Ports 

Map the Network 



Scanning  Methodology 

Check for Live Systems 

Check for Open Ports 

Service Identification 

Banner Grabbing / OS Fingerprinting 

Vulnerability Scanning 

Draw Network Diagrams of Vulnerable Hosts 

Prepare Proxies 

Attack 



渗透测试时使用的操作系统 最常使用的渗透测试框架 

最常使用的密码/网络破解工具 

最受欢迎的网络扫描工具 



最受欢迎的嗅探工具 最受欢迎的蓝牙测试工具 

最受欢迎的无线测试工具 最受欢迎的Web应用/网站专业扫描工具 



No. DDOS Tool Protocol DDOS Attack Type – FLOOD 

1. Tribe Flood network (TFN) ICMP, TCP, UDP ICMP Flood, smurf, UDP Flood, SYN flood 

2. TFN2K ICMP, TCP, UDP ICMP Flood, smurf, UDP Flood, SYN flood. Mixed attack, ARGA3 attack 

3. Tirinity v3 TCP, UDP UDP flood, SYN flood, RST flood, randomflag flood, fragment flood, ACK 

flood, Establish flood, Null flood 
4. 

Hping ICMP/UDP/SYN flood 
5. Scapy UDP, TCP UDP flood, ICMP flood, TCP flood 
6. Phpdos TCP http flood 

7. Twbooter udp UDP flood 

8. gray pigeon any Flood to any protocol 

9. dark comet tcp, udp SYN flood, UDP flood, HTTP flood 

10. mp-ddoser udp, tcp SYN flood, UDP flood, HTTP flood 

11. fg power ddoser udp UDP flood 

12. silent ddoser udp, tcp SYN flood, UDP flood, HTTP flood 

13. alevolent ddoser udp UDP flood 

14. Ruskill TCP, icmp ICMP flood, HTTP flood 

15. DirtJumper (September) TCP, ICMP ICMP flood, Get & PUT flood 

16. Unnamed TCP VOIP flood 

17. Unnamed TCP IP fragmentation flood 



No. DDOS Tool Protocol DDOS Attack Type – Timeout, State change  

1. HOIC TCP  SLOW GET, SLOW POST 

2. 

THC SSL DoS TCP SSL renegotiation 

3. 

Dedal tcp SLOW GET 

4. 

Simple Slowloris TCP Slowloris – incomplete header 

5. 

Unnamed TCP SlowRead 

6. 

Darkshell udp, tcp, icmp SYN, HTTP idle timeout congestions 

7. 

RUDY TCP Slow Post, Long Form Field Submission 

8. 

Tor Hammer TCP Slow Post 

9. 

Slowhttptest TCP Slowloris, Slow Post, Slow Read 











• 雲端智慧IP信譽資料庫 BAD IP 
• 門檻值設定 
• 行為分析 
• Web Container timeout設定 
• Set cookie 
• HTTP redirect 
• CAPCHA 
• 站台程式改寫 
• 軟體工具 - URLscan 



DDoS MITIGATION 

Application attacks Network attacks Session attacks 

OWASP Top 10 (SQL 

Injection, XSS, CSRF, 

etc.), Slowloris, Slow Post, 

HashDos, GET Floods 

SYN Flood, Connection Flood, UDP Flood, Push 

and ACK Floods, Teardrop, ICMP Floods, Ping 

Floods and Smurf Attacks 

BIG-IP ASM 
Positive and negative 
policy reinforcement, 
iRules, full proxy for 

HTTP, server 
performance 
anomaly detection 

DNS UDP Floods, DNS Query 

Floods, DNS NXDOMAIN Floods, 
SSL Floods, SSL Renegotiation 

BIG-IP LTM and GTM 

High-scale performance, 

DNS Express, SSL 

termination, iRules, SSL 

renegotiation validation 

BIG-IP AFM 
SynCheck, default-deny posture, high-capacity 
connection table, full-proxy traffic visibility, rate-limiting, 
strict TCP forwarding. 

 
Packet Velocity Accelerator (PVA) is a purpose-built, 
customized hardware solution that increases scale by an 
order of magnitude above software-only solutions.  
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Application (7) Presentation (6) Session (5) Transport (4) Network (3) Data Link (2) Physical (1) 

Increasing difficulty of attack detection 

• Protect against 
DDoS 

at all layers 
 

• Withstand the  
largest attacks 

 
• Gain visibility and 

detection of SSL 
encrypted attacks 
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OSI 
stack 

OSI 
stack 

F5 Advantage 



OSI 层级 攻击内容 LTM LTM+ 

iRule 

IP Intel DNS ASM 

Network 

Based 

(2-4层) 

IP Fragment 

Tear Drop 

SYN Flood (Dirt Jumper) 

TCP (connection) Flood  
e.g. SYN-ACK, ACK & PUSH-ACK, RST or FIN and Fragmented ACK 

Christmas Tree 

Fake Session 

LAND 

Redirect Traffic Attack 

ICMP Flood, Ping Floods and SMURF Attacks 

Ping of Death ICMP 

DNS  based  

(4层) 

UDP Flood 

UDP Fragment 

DNS Flood (Distributed and DNS Blacklisting) 
e.g. DNS UDP Flood, DNS Query Flood and DNS NXDOMAIN Flood 

IP 

Blacklist 

(Datagrp) 

DNS 

Express + 

DNS iRule 

SSL/TLS 

based  

(5–6层) 

SSL Floods, Malformed SSL (e.g. empty SSL HELLO) 

SSL THC attack (Extending from SSL Renegotiation vulnerability) IPintel 

iRule 

Application 

based 

(6–7层) 

Slowloris (Nuclear DDoSer, Slowhttptest) 

Keep-Dead 

Slow POST (R-U-Dead-Yet, Tor Hammer, Nuclear DDoSer, Slowhttptest) 

HashDoS 

Apache Killer (Slowhttptest) 

HTTP GET Flood, Recursive GET Flood (Web Scraping), Dirt Jumper (HTTP 

Flood) 

IP intel 

iRule 

#RefRef (exploit SQLi - OWASP Top 10 vulnerability as entry) 

XML “Bomb” (DTD attack), XML External Entity DoS 

對應關係矩陣 



Fire Point of F5 Security  Emergency Response by iRules 

1. DDoS 

2. DNS 

3. Access Control 

4. SSL 

5. Cookie 

6. URL/URI 

7. Client Certificate 

8. CAPTCHA 

9. Session 

10.Slow Post 

11.SQL Injection 

12.Phishing 



大型金融機構數據中心佈署 

Tier 1: L3-L4和DNS防护 

Network Firewall Services  
+ DNS Services  

+ Simple Load Balancing to Tier 2 

+ IP Intelligence 
(IPI) Module 

BIG-IP Platform 

Web Application  
Firewall Services 

+ SSL Termination 

客户 

DDoS 攻击者 

ISPa 

合作伙伴 

DDoS 攻击者 

ISPb 

ISP提供海量 
DDoS防护 

云清洗服务 

VIPRION Platform 

BIG-IP Advanced Firewall Manager  

BIG-IP Local Traffic Manager  

BIG-IP Global Traffic Manager  

BIG-IP Application Security Manager  

SSL inspection at either 
tier 

Network HSM 

Secure Vault 

FIPS-140 

Tier 2: L7防护 

SSL 
re-encryption 



Accident 2 

when HTTP_REQUEST { 

            set userhost [HTTP::host] 

            if { [HTTP::cookie exists f5korealab] } { 

                        if { [HTTP::cookie value f5korealab] equals "mall" } { 

                                    pool Mall_Pool 
                        } else { HTTP::redirect "http://$userhost" } 

            } else { 

                        set location "[HTTP::host][HTTP::uri]" 
                        set message1 "123" 
                        HTTP::respond 200 content " 
                        <html><head></head><body> 

                        <script type=\"text/javascript\"> 

                                                                                                functi
on sleep(ms) { 

                                                                                                        
    var dt = new Date(); 
                                                                                                        
    dt.setTime(dt.getTime() + ms); 

                                                                                                        
    while (new Date().getTime() < dt.getTime()); 
                                                                                                } 

                                                                                                functi
on redirect() { 

                                                                                                        
                var today = new Date(); 

                                                                                                        
                today.setDate(today.getDate() + 1); 

                        document.cookie = \"f5korealab=mall; path=/\; 
expires=\" + today.toGMTString() + \"; domain=$userhost\" 
                        window.location=\"http://$location\";  

Korea National Intelligence Service( NIS ) Cyber Attack  2013-06-26 

http://$userhost/
http://$userhost/
http://$location/
http://$location/


Thanks you for your attention! 


