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10T, Internet of Things ( #1843 ) / IoE, Internet of
Everything ( EYl4 ) #1824
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Internet of Things Units Installed Base by Category
(Millions of Units)
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Internet of Things Endpoint Spending by Category
(Billions of Dollars)
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Lono lets you control your
sprinkler system anywhere,
anytime with your smart phone.
And the things that should be
automated, finally are.

http://lono.io,
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Smart A/

Aros learns from your budget,
location, schedule, and usage

to automatically maintain

the perfect temperature and
maximize savings for your home.
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Creating a connected classroom with
loT

Posted November 18, 2014 by Microsoft loT
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Arduino + Temperature + MQTT + Bluemix & = Realtime

sensor |OT Foundation graphing
of data




F= Extreme

networks

"‘ We are currently on
“ indiegogo campaign!

. s Support us!

= indiegogo
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BigBelly alerts when it needs to
be emptied so smarter collection
decisions can be made.

http:/fwww.bigbelly.com/solutions/stations/smartbelly;




Smart Aqualtis is the first Indesit
Company washing machine
designed to be integrated in
‘Smart’ ecosystems, covering a
wide range of use cases.

Machine

F= Extreme

networks
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A reflective mirror with

programmable applications and
digital display for the home, office
and public environments (hotels,
hospitals, retail shops).
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Smart Doorlock

The Genie Smart Lock - A door
lock that allows you to lock and
unlock your home using your
smart phone, bluetooth keyring or
computer.

e

http://www.geniesmartlock.com/index.ph
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Linux Flaw Affects Linux PCs,
Servers, and Devices Running
Android KitKat 4.4

January 21, 2016

DA< 7 Ww 8+ in

A previously undiscovered flaw in the Linux kernel has been
found, affecting “tens of millions” of Linux PCs and servers.
According to researchers, the bug allows attackers to escalate
local user privileges to the highest root level, and also affects
devices running Android KitKat 4.4 and higher. The flaw, which
dates back to 2012, affects Linux kernel versions 3.8 and later,
and is found in the keyring facility where apps are allowed to
store encryption keys, authentication tokens, and other sensitive
security data. Once exploited, attackers could execute code on
the Linux kernel and extract cached security data. As of
disclosure date, security teams are investigating potentially

affected devices.

exploits/linux-flaw-affects-pcs-servers-and-android-kitkat
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&2 —{EA Perception Point FAZEEIBXPTIEEER Linux /008 (CVE-2016-0728) - Linux #Z /0 @FF A& Linux
TEERMIHEEITHE - M Linux AN BEZERTES HWHAHFZZEE - AR Linux AMERAREREFS -
WIE Android F# - SFRAMZINZEM loT BREEBZEFEHA Linux 24 - BLE Linux %0V REBNE EEEIES
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Linux %0 BRIEE1ELLRE - M Linux FE2RTRATEHESLA 7 HENEB®HEZED - L alIBER
=B EMITHE RS -

ERZEEW Android F# - FIRA 10T RE - ERRAEEEMB G ARMEHN T -

POSTED ON 2016 £F 01 H 27 H BY TREND LABS 8 R+ 2 IR flg Sz B2 B 85 db )



http://perception-point.io/2016/01/14/analysis-and-exploitation-of-a-linux-kernel-vulnerability-cve-2016-0728/
http://blog.trendmicro.com.tw/?p=16332
http://blog.trendmicro.com.tw/?author=1

Google Android fFZ= A A 8V ) = Extreme

Google » Android : Vulnerability Statistics

Vulnerabilities (187) CVSS Scores Report Browse all versions Possible matches for this product Related Metasploit Modules
Related OVAL Definitions Vulnerabilities (7) Patches (12) Inventory Definitions (0) Compliance Definitions (0)

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

Http
# of Code Memory Sql Directory Bypass Gain Gain File # of
h i DoS Overfl XS5 R CSRF
ear Vulnerabilities Execution verflow Corruption Injection Traversal s‘:ﬁ‘:::: something Information Privileges Inclusion exploits
2009 5 1
2010 1 1 1
9 1 b 1 2 2
2012 8 5 4 2 1 1
2013 7 1 2 2 2 1 1 2
2014 11 1 4 1 1 1 2 i
2015 130 56 Z3 &5 47 22 22 16 1
2016 16 4 1 1 1 2 4 s
Total 187 72 86 71 51 i 30 32 28 1 1
% Of All 38.5 46.0 38.0 27.3 0.5 0.0 0.0 0.0 16.0 17.1 15.0 0.5 0.0
Vulnerabilities By Year Vulnerabilities By Type
130 2009 5 86 M Denial of Service 72
2010 1 72 Bypass Something 30
20119 Al M Execute Code 86
W z20128 51 W Memory Corruption 51
20137 Gain Information 32
2014 11 M Gain Privilege 28
30 32 28
2015 130 Overflow 71
M 20186 16 Sql Injection 1
5 1 9 8 7 11 16 101 CSRF 1
- |
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Apple » Iphone Os : Vulnerability Statistics

Vulnerabilities (817

Related OVAL Definitions

Vulnerabi

Vulnerability Feeds & Widgets

Vulnerability Trends Over Time

Year Sl

Vulnerabilities
2007 1
2008 El
2009 27
2010 32
2011 37
2012 112
2013 o0
2014 120
2015 375
2016 14
Total 817

% Of All

Vulnerabilities By Year

112

90
1 a 27 32 37 l
] |

DoS

v RREEEL W

Y b
k|
o N

n
#
®

avs

120

CWS5S Scores Report

s (127)

Code
Execution

Overflow

[

BEEE wwow

wEBRBEE 0w

Y
i
.
L
W
o

u
o
W
S
hn
n

M 2007 1
2008 9
2009 27

W 2010 32

M 2011 37

M 2012 112
2013 90
2014 120
2015 375

M 2016 14

Browse all versions

atches (72)

Inve

Memory
Corruption

Sqgl
Injection

EEEB oo -

-
hJ

L
od
£y

N
u
W

Vulnerabilities By Type

448
411

339 354

itory Def

Possible matches for this product

3
Z
4

=

17
2.1

itions (0} Com

Related Metasploit Modules

Http

Directory Bypass Gain Gain
Traversal LEREIED) something Information Privileges
Splitting
2
3 z
2 2 2
2 11 i
i3 2 i
iz 2 i
1 20 25 4
= 44 61 i3
E 5
& 104 130 27
0.7 0.0 12.7 15.9 3.3
M Execute Code 411
Overflow 339
M Denial of Service 448
W Memory Corruption 354
Gain Information 130
W %5517
Bypass Something 104
M Gain Privilege 27
& 1 W Directory Traversal 6

CSRF 1

CSRE File
Inclusion
i
1
0.1 0.0
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NETW“RKMD [CEEE® Signin | Register

Home Microsoft Subnet

About
PRIVACY AND SECURITY FANATIC Ms. Smith (not her real name) is a freelance writer and
By Ms. Smith = Follow programmer with a special and somewhat personal

interestin IT privacy and security issues.

Hacks to turn your wireless IP surveillance
cameras against you

Thousands of wireless IP cameras are vulnerable to remote _

attacks. At Hack in th_e Box se;urlty c?nference, researchers Widely used wireless [P cameras open to
showed how to exploit the devices in "To Watch or Be hijacking over the Internet, ..

N H i H i
Watched: Turning Your Surveillance Camera Against You Hackers steal photos, turn Wi-Fi cameras info
and released a tool to automate attacks. remote surveillance device

Kaspersky Lab launches world's first anti-

Network World ~ Apr 14, 2013 1:18 PM PT
P malware product for UEFI
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 OTREEFMNVEMITEFLENRBETIIAZE
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0 BISRITREOSHMEENES -

» PIEREETEBAEREERSARSSIDRE[ERE EANHNZ M ERFEK - )
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loT Security = OT Security + IT Security [= Extreme

networks

IOT Security

< >

- Dependent devices SIEM and Analytics
— Authentication
— Authorization
— Comms Encryption
— Monitoring
— Data Leakage (Snooping)
— Spoofing (acting as)
- Semi Intelligent devices
— Access control
— Data Encryption
— FW Security
— Patch Management
— Intrusion Detection
- Intelligent devices & controllers

— Device Provisioning
— OS security

Data Security

)

Application Security

(

e

Network and Communications

Device Authentication,
Access Provisioning and Monitoring

RupmuufSlpnn

FEEEE YT
AEERNERERER
JEEEEERY pEEEE

OT+IT threat models, control points and response processes
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- PHIEGEREINNEREY  KEZMEMEENIERTE - FTILIZEENEKLURER
AT AIEEEN AR UAEEEBZREAIIRE NMETT - Pilltunnel XNATHY
NEERTHHZEMR -

- BEAPIITRYEE - IREESGNFIRBEREZE FIIRIEANA BRNAEEE
2. FRERERUGEHNZEETEENEK - BftunnelIRNATRIZRE MR
Hll 7 B ES FAR A ER A0 e

« Thin APZEE NAIERET - LHEHZE802.11ac K >k3KAY 802.11ad - WLAN controllerfZ A%
SR,

- ERGEARELUERE ZZRZE - 2%  EE55 - H=. . ZFEHEBRENGESAT
BREEBEZEITERNE ANERZFEABEMEN ERTEIE ( F5 - Filk -
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Number of deployed stadiums

= 9 NFL Stadiums and 1 Collegiate Stadium with
ExtremeWireless Solutions

New England Patriots  Philadelphia Eagles Tennessee Titans  Jacksonville Jaguars

= 14 NFL Stadiums with Extreme Application Analytics
Solution

= 6700 ExtremeWireless AP’s installed at stadiums B @ @%
= 1.003.382 users at football stadiums powered by Cincinnati Bengals ~ Seattle Seahawks Baltimore Ravens
ExtremeWireless ¢ LA Y
) ) —— SALAXY" .
= 15,876 is the average number of unique, @ /-:/ T diamond
simultaneous wireless users per NFL game Green Bay Packers  Buffalo Bills Galaxy Macau Diamond Light
= 544 Mbps is the average wireless bandwidth s
M JUNT ——
[l UNION MEXTEENET

Mount Union College Baylor Bears NextGen.Net
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ASB-R-ih-4¥ . EB46EEERREERE/I0TRERR

User Identity — Joe Smith \

Access Type(s) Application Provision

Wireless
Associated AP: wifi-243 ~
SSID: Prod-Guest

BSSID: 0-1a-e8-14-de-98

Web (HTTP): 5Mb download
Email (SMTP): 2Mb download
All other Services: DISABLED

Virtual Device #  Authentication

Identity(s
ity(s) EIEE  vAC-Auth: 28:

A PWA:
802.1X:00:0D:3A:00:a2:f1

Windows v7.5.3

Device Type(s) Physical Device
Identity(s)

Apple MacBook Air

Samsung Galaxy Note Apple Lion 0SXv10.7

‘;
S Android v4.0.4
. _

Location Health
. Symantec Anti-Virus: Enabled
g;;'f:;g 2 (/\ Signature Update — v10.4.3

OS Patches — Up to date
Peer2Peer Service: DISABI
43 Services Running

Conference Room-7b

Authorization

Role: Sponsored Guest
Sponsor: Jane Doe

i Internet Access
f’ “ . Shared Engineering Servers | 4

Time of Day

Wednesday, April 11,2012
9:41:00AM EST
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ExtremeControl - R RELE FREEELMUE

Maps — fEAE I B EF 4R

= Understand a wireless
client’'s movement
through the network
- Search for clients
by:

= Username

= Hostname

= MAC
= P
= Allows better network
troubleshooting

Jim in the
EBC at
10:04 AM

Jim with
engineerin
g at 10:06

AM
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» HESH  BRARBRAELSNVIRIE
s WEZIEIEIR
— [EHESSORE-IRE + 802.1x
— FREGEIERE
— FacebookzE i
— £ ER3E — MAC + Location N -
— BYOD - 1RZ+Device Type + Locati [

Ht : P
— loTE & - OS+MAC % ADBOOGHGOE '
" |# Bocoono s »/

- ZEIRE - BRsEfPortal I e aaa
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A

=
. E?E Etﬁ']é E?{ I OT%‘:I—: % E/J = | Devices ‘ ‘ ‘ Logoutjdoe

Welcome to the Enterprise Registration Center

Please enter the MAC Address of the device you would like to add to the network. Note that by placing this device
onto the network, you accept responsibility for this device.

% %E—[EE If you are unsure of where to find the MAC address of your device, please contact the helpdesk.
A

= % =

AX ==

Filter Results: Apply
 —

(] MAC Address Description

== —|  00:11:22:33:44:55 Approved
u % ﬂ E }E E E] Displaying 1 - 1 of 1
E/] E—}-L 1% Add Edit Delete Approve
JloTax

Powered by
:H:li’ == &5 A\ I= Extrerme-
| | AL ﬁ E } I natworks
xxxx Example Street, Example City, Example State xxxxxx | XXX.XXX.XXXX | ©2013 Example Enterprise About Us | Contact Us




ExtremeControl IAC - BYOD/IoTEEEEE

EEFMBEERBBENERE KOTERE
A B K- ih- Y- BBIEBUIOREFEHE KIoTEEER
HERERE MoTERERABIUMNAENRE  IARFRIE - FHUER
E—SSIDECE - AV HEEERAERE

User A User B

- AN K2 User B connects with a company owned
User A has been  Twes, Yo te /A w mobile device _
y . i BoY sspRdtsayice . ) o Single SSID tL:]seer B carn access_corpo_rate data with
Qoth [y afeal ceobi 6 & REZEY PBIT6tEy
device
E ----------- Future Proof For Tomorrow
Corporate

Resource _. Y :@
== i"’ ---------- amnny t
- | IAC Wireless

Firewall
Controller




ExtremeControl - B 27T HEZ ERole X EREIAEKHY

F= Extreme

networks

IOTRENEERS - — 2B E o] IEPIERBR/IERPolicy & BN E FH7 EERAY

e
Rt
Wireless

identity and Access Applicatons

} Open/Manage Domain(s) _, Global Domain Settings

omain: Default Policy Domain - Under edit by root (Modified L

Role Services

Roles
“© Administrator

Mappin

® Assessing Name
®© Deny Access

@ Enterprise Access
®© Enterprise User

Description

TCIl Overwrite

Disabled

S, Default Actions
@ loT-AC
®© loT-Buld
loT-Camera
Ql-Kiogk
® Notification <
Quarantine : =
g Unregistered Services
» Service Repository
» Local Services
» Service Groups
» Services
&% Active Directory Services
&% Application Provisioning - Ba_..

Access Control Contain to VLAN

Class of Service: &3 Critical Data [Static]

@& Add/Remove

&2 Deny Spoofing and Other Administrative Protocols
&% Deny Unsupported Protocol Access
& 10T Service

&% Threat Management

Devices

[ NetSight Administrator/root] Last Updated: 2/22/2016 1:39:30 PM Uptime: 7 Days 01:22:21

Alarms and Events

Contain to VLAN

Logout | Support | Settings | About

Edit

&8 3[(Edge]

Also Used By Roles
Notification

Notification

Notification

Alarms: ':. [ B o




ExtremeControl — & #%Policy Role

= |0T Role :
— REEBESEGREESE ( L FNEER)
— ZFoT RoleIE M ERIAHIEIE ( loTHYBRIA PR XA )
- ZloTEEBEEES ( dEHEEZNITEEEMAI0T)
— Efﬁ)ﬂloT%@ﬂ@ﬁﬁ*ﬁE% (RIFEHEANIEE - BREACEEloTH AN ERIRE i Bt FHrIE

= |oT Manager :

— AEMWIoT ManagerRsEEIEE CEEMNI0TERE
= |oT + Location :

- BERIoTRAEEHRZE  EXRFEHEBLIEEERE D BNEIESE
= BYOD = Role :

— ;f;}@ﬁg%oleﬁxlﬁﬁﬁﬁﬁﬁﬁwéﬁﬁ - AR RINRSR A BER M A ZERLSMIEENPC ~ FRE

= BYOD + Location = Changable Role Policy :
- BAODIHRAEATNEFARBB LA - £AZLSMIt 5 e B 5 s Es AT
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( D
- u
| “ w .‘
— Intellectual
‘ .* — > n % ® property
? IP Manager: John % )\~ \ - " § data
:‘! ' an®
o ARV A
], . P 113 . ”” V. PAENR |
<o N § o Kﬂf‘ [ 23 N SV S X ¥ S S Sink N
N ul- T E N BaE R [ m Customer
7 ? B R “ S data
o JUp i H E N EY f O ERERE
3 Sales: Alice i;}j%; '% N R B e m =l #’%I }k‘ﬁ)‘; an *
TRt e B m
<l o B TR T H R LR s RIS
\L IoT
) =% u rZSource
|\ & systems
| ’. *
B
IoT |
Protected Protected
User / IoT Community Network Infrastructure Application / Data Center
N J
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Start Troubleshooting in the Right Place I= Extreme

networks

Dashboard

= e Application Response Time:

Applications Value

B SRAROERERAER .
= CERERECUMREN =

Google Ads
% jetblue

4 Google Drive

The Washington Post ||
ahoo

& Google Accounts
= jobvite

gzeog:em | e Application Application Group Application Info Type  Metwork Response Application Response
' s (I —— | Web Content Services  wuid=a41d4b28 ServerlP=2... 13ms 14.4ms
o ;‘:;iZZJZ’E“ EEEEEEE Twitter Social Networking IssuerldAtCommonName=V...
= ?’TE iCloud Cloud Storage uuid=0cabd(15 ServerlP=1... 35.2ms 34.2ms
B DCErpC . .
: me Weather Channel News and Information URI="twxdataimobile/moba... <* 9%4ms + 20.8ms +
: oo Apple iMessage Real Time and Cloud C...  URI=/connectivity.td Conte... 13.5ms 14.6ms
o Amazon Web Services  Cloud Computing URI=/45047a3476a311e39... 22ms 36.6ms
Apple Web Content Services uvid=bf37abce ServerlP=23... 13.5ms 14.1ms
Facebook Social Networking SwitchType=CoreFlow Serv... 124ms 124ms

Submit
[Read-only/demo] Last Updated: 1/15/2014 10:30:24 AM Uptime: 0 Days 03:07:13 alrms: (@) @) ¥ ©



Top Applications by Flows and Bandwidth I= Extreme

networks

Dashboard vs  F
appliance: | MOC Sensor v ||| % Applications Browser Dashboard =
start:| 01/15/2014 [3 |11:00 AM v

Applications -> Total: 67.42 GB Applications -> Total: 1618055 flows
—
—
- -
. - — [ N |
] I - I ] =1 =
-
n -
. 4 = |
. ] KL ] ——
— —
4 nlv N | l
[N} -
. = . p—
| —
Profiles -> Total: 109.21 GB Locations -> Total: 119.36 GB

©

[Read-only/demo] Last Updated: 1/15/2014 11:05:41 AM Uptime: 0 Days 03:42:13 arrns: (@) @) 5 (@
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T8 1oT Group#lICloud
ComputingfEHAY{EHAK;

Dashboard Browser Application Flows Fingerprints

== Salem Purview -

Basic Advanced
Options << Applications (Bytes) - Average: 366.30 MB - Last 24 hours - hourly
Data Table: End-System Details - Hourly ~ Applications Application Group Bytes Sent Bytes Received Bytes
Display Format: [ ] Grid ~ Amazon Web Services  Cloud Computing 1.74 GB 72.60 MB 1.67 GB
Force Clouwd Computing 1.29 GB SE0.B5 MB 705.15 MB
Target Microsoft Office365 Cloud Computing 218.58 MB 21.05 MB 157.52 MB
Applications == Smartshest Cloud Computing 131.08 MB 16.12 MB 114.96 MB
Olta Cloud Computing 118.67 MB 28.33 MB 50.34 MB
Statistic ATT Clowd Solutions Cloud Computing 109.21 MB 58.53 MB 10.68 MB
Bytes - 52 Windows Azure Clouwd Computing 56.43 MB 1.14 MB 55.30 MB
wunderlist Cloud Computing 3.98 MB 177.2B kB 3.30 MB
Aggregation:
Mew Relic Cloud Computing 120.37 kB 50.24 kB 70.13 kB
Start Time Boomi Cloud Computing 12.34 kB 3.58 kB 8.75 kB
Last 24 Hours e
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IOT Security

<

- Dependent devices
— Authentication
— Authorization
— Comms Encryption
— Monitoring
— Data Leakage (Snooping)
— Spoofing (acting as)
- Semi Intelligent devices
— Access control
— Data Encryption
— FW Security
— Patch Management
— Intrusion Detection
- Intelligent devices & controllers
— Device Provisioning
— OS security
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SIEM and Analytics

SIEM >
MACsec/802.1x/
WPA
ExtremeAnal)D
ExtremeSwitching/
ExtremeWireless
Device Authentication, IAC/Dynamic
Access Provisioning and Monitori Policy

Data Security

Application Security
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Network and Communications
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OT+IT threat models, control points and response processes
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Better Connections. Better Experi

For BEveryone.
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