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The Digital Experience Visibility Challenge

Exchange
HRMS Branch Office

E — [£] Data
d — EJ Center
— Branch Office

SNMP Flow :-
@ POAP Branch Office
e W

e B Branch Office

IT managed digital experience by controlling networks and applications
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Enterprises Rapidly Losing Visibility and Control

14k+ 17 million 31%

of hybrid IT outages
due to external
providers

routing errors DDoS attacks annually
per year by 2020

Digital experience relies on many service providers and networks outside of IT’s control
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The Importance of Digital Experience Management

THE WAY IT WAS THE WAY IT IS TODAY

@ Siebel Q
Exchange
oS /. Branch Office

Con
Center Q Branch Office

SNMP Flow
e PCAP e X \. Branch Office

Branch Office

e Critical applications and services ran in the datacenter = Applications and services are moving to the cloud
e Control over the app stack, network and infrastructure = SaaS applications and cloud infrastructure play critical
roles

Leased lines and static WAN technologies
= Networks are becoming much more dynamic

Most employees worked in an office
= Employees are increasingly working remote

CLOUD is the new Py INTERNET is the Py SaaS ‘
Data Center new Network App Stack

GO-TO-MARKET
STRATEGY & OPERATIONS




See Experience from Every Vantage Point




How Customers Gain Value from ThousandEyes

® f E); Employee Y7 WAN
et Digital Experience O Digital Experience Experience
\7~/ Dig p &%
See, understand and Ready your network and Deploy modern hybrid and
improve connected successfully embrace SD-WANs with confidence
experiences everywhere multi-cloud and SaaS
Example customers: Example customers: Example customers:
I
Eabre 1) Office365 Ring d”mmcmp GEICO ECOLAB %m«,__ I 1 Nationwide' ArBInBesv"

A A A

ThousandE

(@ © 1992-2020 Cisco Systems, Inc. All rights reserved. 6



Modern IT Ops Visibility Architecture

Monitoring Category IT Management Domain
Presentation Layer All
IT Service Management All
APM Internally Developed Apps & Services

ThousandEyes<

Digital Experience
ISP, DNS, CDN, DDoS. CASB providers
Cloud-Specific Mgmt (e.g. CloudWatch) SaaS providers
SD-WAN Internet transport

Internet Routing
IT Infrastructure Mgmt (SNMP)

Network Perf Mgmt & Diagnostics (Flow/PCAP) Cloud Infrastructure
Network Capacity Mgmt (Flow) Internal Data Center & WAN infrastructure
Log Mgmt All
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ThousandEyes Internet and Cloud Intelligence

@ @
S / : Employee
©: L. o) {®)©0 Modern WAN @,.&..ﬁ Digital Experience

A A A
Reports & Alerts APIs & Integrations

Thousand

A
Dashboards

Scale Out - Collective - Algorithmic

A

A A

Cloud - Enterprise End-user
Vantage Points Vantage Points Vantage Points
180+ Cities Around the World Enterprise Data Centers, Branch Offices & VPCs End-User Laptops and Desktops

ISP | Broadband | Cloud Provider Cisco | Docker | JNPR| Linux| MSFT | VMW Apple | Microsoft



High Level Agent Comparison

ENTERPRISE AGENT

CLOUD AGENT

ENDPOINT AGENT

Inside-Out monitoring

Deployment Options
OVA / Physical Appliance

vmware ¥ VirtualBox =k Hyper-V
Linux Package
ubuntu®  @@rednat. g% centos

Docker
Cisco 9k, ASR 1k, ISR 4k
Raspberry Pi

Clusters
Increase Capacity

Disaster Recovery

Outside-In monitoring

390+ Locations

Tier 2 and 3 service providers

www.thousandeyes.com/map

.
4
e /7 Ve

IPv4 | -

IPv6

Last-mile monitoring

Extends visibility in a way
that is agnostic to the
location of the user

Deployment Options

Operating Systems
Windows 7/8/8.1/10
Mac 0S X 10.9/10.10/10.11
Browsers
Google Chrome 41+
Internet Explorer 11+
Edge 79+
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Unmatched Active Monitoring Vantage Points

« Cloud Agents:

— 187 cities
— 58 countries
— Tier 1, 2, 3 and iy %
broadband ISPs : cazee -
b .o «® ‘&O‘Q ...
— AWS, Azure, GCP, e '.-s:, b N P
Alibaba cloud regions A\ - o L N
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ThousandEyes Internet and Cloud Intelligence

Solutions 55

O]
D/ \o Customer Digital {} Modern WAN

\\A / Experience

Real-time
Visualizations

Timeline, Path Viz,
Route Viz

Capabilities

Algorithmic

Trending and Anomaly
Aggregation Detection

Reports Alerts, Notifications
Dashboards

Cross-Correlation and Collective Intelligence

Employee Digital
Experience

Eco-System
Integration

Native REST API,
Integrations

Layer

Application
Layer Tests
Data Sources HTTP server, Page Load,

Transaction,
FTP server, DNS,
RTP, SIP
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Global Inference Engine

Network End User Device
Layer Tests Experience Layer

L3 Paths with Endpoint Agent Tests LLDP and SNMP
hop-by-hop metrics

BGP
Routing
Global BGP RIB Feeds




Most Correlated Visibility In One View

Time Correlated

App Experience

» Transaction scripting, page load

HTTP/DNS/RTP Server

» HTTP Availability, response time,
throughput

Scope and Domain
* Geo, HTTP phase, errors

Network Metrics
» Packet loss, latency, jitter

Path Visualization

* Hop-by-hop; multi-point; bidirectional
» Metrics and data per hop

* Integrated Outage Detection

BGP Monitoring
» Reachability, path changes, updates
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L.

\

VA
o //V




Understand App Experience with Web Synthetics

« Agent-based measurements - -

of web applications | P
A WYY Y\ WALSWAVAAAL AN
* Measure entire multi-page e sren— 5 e
workflows simulating a et
complete user journey S
» Multi-layer correlation sl bl T* ~~~~~~ .
. o T O o 1 T
— Transaction scripting

— HTTP, Path Viz, BGP, Outages S ——

 Baseline and track user
experience with page load

Obect Size (8)  Watertal e —
[ 203 prescersy e . © -
Yogn s 2. 91 e
S resiin_du e—— 0. 12 T —

roskin_Jog sty 2. N7 = E— 124
[ oty .. 168 S

& reskin_jex . . 284 s

& Fiveong e . 2. 2
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Programmable Scripting Engine

JavaScript transaction scripting
— Based on JS bindings for Selenium webdriver 4.x

Create user journey through an in-built recorder for Chrome

Logical grouping for multi-step transactions
— Alert and report on critical business transactions

 Credential handling

— Command mask & centralized credential storage
» Support for screenshots at any point in the user journey

* Flexible and granular round-robin scheduling
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The Gold Standard for Path Visualization

16 categories of data and metrics

Unified, interactive and tune-able visualization
Hop-by-hop, multi-point, interactive

Visual error indicators based on multiple metrics

Outage Detected (1 node) +

Vancouver, Canada ‘ l ..........
Seatte, WA @ ——— N\ A e e e e
o @ i .
Winnipeg, Canada .— — .{: > / — — ,\@
- >@) 207.186.149.3
canada (@) < | 2
/ /
nnnnnnn OR ' f; '//
|'
|
|
|
/
J
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Industry’s Leading BGP Monitoring

Metric Prefix
Path Changes - 207.186.144.0/21
24h 7d 14d Average Path Changes
Showing data from Thu, Jan 26 16:00 - 16:15 CST (802 Days Ago “ Latest+

* Dozens of global BGP feeds for accuracy s
 Metric history e
— reachability, path changes, updates ‘ : - =,
* World-class visualizations ) SR —
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Collective Intelligence: Outage Detection

Mot Agent Outage affecting 7 interfaces in 1 network
Page Load Time ~ Al agents
Limelight Networks, Inc. (AS 22822)
24h 7d 14d

=
Outage Detected (1 node) v
Showing data from Thu, Jan 26 15:30 - 15:45 CST 2 Days A . .
Network: Limelight Networks, Inc. (AS22822) (7]
& Views Metric Agent
Losy ) (Asevem Locations 4 Interfaces 7
24h Td 14d age Loss.
Location Interfaces
Path Visualization i Seattle, Washington, US 3
Las Vegas, Nevada, US 2
1 Dallas, Texas, US L
::ww.d::;“., com443 Showing data from Thu, Jan 26 15:30 - 15:40 CST N L R Latest=
" Washington, District of Columbia, US 1
Path Visualization —2
Showing: 38 of 38 Agents - Hide IP Address labels ~ Highlight nodes that match all / any
Grouping Agents by Agent - Imerfaces by IP Address - Destinations by IP Address -
Highlighting: Forwarding Loss > 10 % (6 nodes ) = Link Delay > 100 ms ( 2 lnks ) ~
Selectng X K Info (2) ~

Outage Detocted (1 noce) »

Network Limelight Networks, Inc. (AS22822) (7] conmeun. on @)
Locations 4 Interfaces e @ - - ~
Location Interfaces

Seattie, Washington, US

Las Vegas, Nevada, US

Dallas, Texas, US

Washington, District of Columbia, US

__“,
g
:
L

(@ © 1992-2020 Cisco Systems, Inc. All rights reserved. 17




See the Internet Like It’s Your Own Network

Visualize the link between network
topologies and service delivery

sese s Rapidly !solate problem
domain and owner

‘ oY

Paris, France \ : >l1 T

Chicago, IL .
Your Network ISP Cloud Provider

!
|

| o
|3
LLIE
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Collaborate More Effectively with Shared Data

Dashboards / Reports ShareLinks

| o
|3
LLIE

O O

Your Network ISP Cloud Provider
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Manage the Internet Through Your Providers

Alerts Dashboards / Reports ShareLinks

R
K
LLLIE

111

Your Network ISP Cloud Provider
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Automation and Integration
5= slack
Open, native REST APIs pagerduty

Full automation of configuration, operation

) servicenovow
and data consumption

7 .
Integrations with popular configuration Wy CHEF
automation tools, ITSM and data platforms
A\puppet

@ SALTSTACK

developer.thousandeyes.com

o

ANSIBLE
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https://github.com/thousandeyes

Use Cases

Customer DX Websites & Apps DNS Services CDN providers DDoS Security BGP Routlng
4 é\o O g@g '
— (e ]-(]
- 0 5t G 0 @

Modern WAN Cloud Security Network Devices Endpoints / LAN

I

Employee DX laaS Providers SaaS Providers UCaaS/Collaboration VolP

2 e
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Customer Digital Experience 5 Q'
Visibility into

* App and service experience
CUSTOMER DX * Hybrid cloud connectivity

« Third party API performance
ThousandEyes& « BGP and DNS integrity

Expert Research Reports User Groups

 Digital, Tech and Cloud Ops

DIGITAL EXPERIENCE CDN PERFORMANCE
PERFORMANCE BENCHMARK REPORT » Service Reliability Engineering

BENCHMARK REPORT .

Network Engineering
» Security Ops
* DevOps

23



Modern WAN

Visibility into
« SD-WAN, Hybrid WAN, DIA
MODERN WAN « Underlay and overlay connectivity
» Cloud security performance
ThousandEyes&
Partnering with Leading Solutions User Groups
* Network Engineering
\" wptela velocioud” « Network Operations
Viptela is alvaln Now part of VMware

now part of Cisco. CISCO  Network Security




_ ®
Employee Digital Experience [ g)\

&Y
N——
/@\ Visibility into
@éﬁ « Branch and remote employee

EMPLOYEE DX experience

* SaaS and multi-cloud

ThousandEyes& « Internal data center apps

Expert Research Reports User Groups

 Infrastructure & Cloud Operations

PUBLIC CLOUD PUBLIC CLOUD _
PERFORMANCE PERFORMANCE » Service Delivery
BENCHMARK REPORT BENCHMARK REPORT

2018 Edition 2019 Edition

* |T Operations
* Enterprise Architecture

25



Multi-Cloud Visibility

SaaS - App - Service

orr |PSec VPN over Internet

PayPal

salesforce

Enterprise Network

Enterprise Cloud
Agent Agent
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Customer Digital Experience

O

Public Cloud

Internet

BGP
DDoS Security

DNS

EE s

Enterprise Cloud
Agent Agent
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Monitoring for Cloud/SaaS Adoption

Public Cloud

Internet

Branch Office AN N

SaaS Apps

PayPal

n salesforce

Monitor Branch to
Cloud & SaaS apps

=M

Enterprise Cloud
Agent Agent

Private MPLS

Enterprise Data Center
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Hybrid/SD-WAN Monitoring

0‘ \
RN
* \
¢ N
. MU N
— =— = Monitor SD-WAN .M
tunnel endpoint . oS
* . \
. o N
Monitor Branch to &

—-— - .

Cloud & SaaS apps

Monitor Branch
to Internal Apps

AR
o

Enterprise Cloud
Agent Agent
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Public Cloud

Internet
"N \‘~\ </> SaaS Apps
NN > PayPal

n salesforce

Private MPLS

Enterprise Data Center



Monitoring Cloud-Based Secure Web Gateways

Branch Offices Internet Cloud Based Secure Internet
Web Gateway (SWG)

Web

</>

PayPal
! I salesforce /
N
— Cloud-Based SWG Provider Data Center PaaS
Enterprise GRE Tunnel E2E Path
Agent
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Monitoring External Service Dependencies

Example: Media company monitors streaming services to customers, plus SaaS/cloud services delivered

to employees

» Streaming service to CDN
providers

— Public DNS

« SaaS and public cloud
consumption

— Web conferencing services

IT service management
systems

— Office productivity

— Apps and services from
public cloud
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Measurement 1: Campus Enterprise Agent to SaaS/CDN Endpoints

Measurement 2: Campus Enterprise Agent to Data Center Enterprise Agent Enterprise Agent  Cloud Agent Endpoint Agent
(o] :
Measurement 3: Data Center Enterprise Agent to SaaS/CDN Endpoints [ |
Ac ad

Measurement 4: Data center enterprise agent to Cloud Agents RISERReE 22 Ll

Measurement 5: Cloud Agents to SaaS/CDN Endpoints E

Data Center Internet Service Provider




We Help Companies Like These Manage Digital

EXxperiences

box DocuSign.  EllieMae lyr =is GEICO  S&P Giobal =AutoTrader < Columbia €y  rarEwar
okta at slack 4 M&T Bank . mastercard. ] H&R BLOCK lululemon @athletica {iT} richrelevance
zendesk
q EVERNOTE servicenow (¥ Symantec. 0Ebancorp  § Scotiabank’  [[3] Ameritrade Room&Board ~ »€> Snapfish ewayfair
HEALTHCARE MEDIA AND ENTERTAINMENT EDUCATION
) . 5 N A QT oy
Pin Averart eClinicalWorks @omsrencie  COUCATIN  CONDENAST asce\nq (@}m&z (1 _Fe -

ERdivnre HLREZ  @iMearticoi

“ “. THE UNIVERSITY
s FarviEw () SIERRA & g ot %r e

IEr::xeerratfatimenl (Tl]t {llo.shmgton pOSt )ﬂ ZYnga 0 THE OHIO STATE UNIVERSITY {A, Udemy

COMMUNICATIONS CLOUD INFRASTRUCTURE TECH HEAVYWEIGHTS

& CenturyLink- i Dialpad ~ EATEL ~ g
; P Gﬁ;m’mﬂ l“'mu 9 DigitalOcean 'CII'Sélt; @
ao 50 Mitel — EQUINIX

\M"memmatm

Rakuten  RingCentral s, MNetApp neustar () vemsion inte} Bl Microsoft
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ThousandEyes is afraln
now part of Cisco. CISCO




