Technical Consultant

>
V)
=
>
Q
N




Wi-Fi 6 (11 ax)

11a | 11b | 11g
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Capacity = 38%
Security

Coverage 23%

Upgrade 17%

Reliability 11%
Cloud 9%
Cost 7%
More devices/users 7%
Vendor 7%
Management 4%
Usability 4%
5G 2%
Al 2%

0% 10% 20% 30% 40%

Concerns

Percent of Respondents
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= Wi-Fi 4 m Wi-Fi 5 = Wi-Fi 6
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7%

s PERCENT OF RESPONDENTS 2021
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DPSK — Dynamic Pre-Shared Key

Password: 1lgaz@WSX

Password: |QAZ2wsx

Password: 3edcSRFV

User Role-1:
VLAN 10, Firewall-Profile-1
AP User Role-2:
VLAN 20, Firewall-Profile-2

C';) User Role-3:

VLAN 30, Firewall-Profile-3

CERTIFIED

SSID: RUCKUS-DPSK

SmartZone

[~

A E e — 48 1 DPSK

HEERR BB AT E > A] DUFERFHH % DPSK
D H] L% A 2 {[fUser-Role

SSI

LA

-~

R R E e E R ENAEREMAC

COMMSCOPE
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MAC Randomization issues anc




Apple iOS 14 Before and After

* Random MAC for probing * Random MAC for probing
* Random MAC enabled by default * Random MAC for each network joined
* Random MAC for each network joined * Random MAC enabled by default

MAC address used for each network
doesn’t change;

* MAC addressed changed every 24 hours

* Network is forgotten

Don’t discount the timing change

Apple iOS 15 Will Wreak Havok!

10 © 2020 CommScope, Inc. CC)N”\/‘SC(,PEw
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Supports MAC Network Based Time Based.
Operating System o Defualt Status

What & When

Randomization per SSID (24 hours)

Apple i0S 13 NO N/A N/A

Apple iPadOS 13 NO N/A N/A

N/A

Apple iOS 14 ENABLED ENABLED
Apple = Predictability
Apple iPadOS14 ENABLED ENABLED
Android = Uncertainty MacOs
N/A N/A N/A

10.15/10.16

Expect mobile OS to go fully

MacOS 11 Big Sur
random soon

N/A N/A

Android 9 DISABLED OPTIONAL

Expect desktop OS to lag but
get there

Carrier / Vendor  Carrier / Vendor
Specific Specific

Android 10 YES

Android 11 ENABLED ENABLED OPTIONAL

Forgetting any network =
Random MAC Windows 10 YES

DISABLED OPTIONAL OPTIONAL

ChromeOS N/A N/A N/A

** Beta 3 this was enabled, disabled in Beta 4, expect to see it enabled in
iOS 15

A Expect to see the same Vendor/Carrier specifics

11 © 2019 CommScope, Inc.




€S Deauthorize | @ Block |m Disconnect | More ¥ search tabl Q| & | %

Hostname Device Type 0S Vendor Model Name Radio Type User Name  Channel MAC Address &

Authentication Options

- - XBOXONE Unknown Unknown Unknown a/n/ac N/A 149
“ Authentication Type: (@) Standard usage (For most regular (JH
wireless networks) Heathers-iPad Smartphone i0s i0s a/n/ac N/A 149
| Hotspot 2.0 Access COH| Kathys-iphone Smartphone i0s i0s a/n/ac N/A 124
c . TIZEN Unknown Unknown Unknown g/n N/A 1
Services / Captive Portal / LAB_Test/ |
iPad Smartphone i0S i0S g/n N/A 1
HP75AEF6 Unknown Unknown Unknown a/n N/A 36
" Configuration MACs Allowed IP Addresses Al Galaxy-510 Smartphone Android Android b/g/n N/A 8
I — DESKTOP-JVK6SJE Unknown Unknown Unknown b/g/n N/A 1
MoBetterWiFi Laptop macO5 Mac 0S X a/n/ac N/A 149
Action MAC address
10. 136 2a:fB:ce:58:65:1d . 2020/08/25 2020/08/25 online active or
© No Info Provided 08/ 08/ 0
12:06:42 16:06:42
@ 10, 137  d6:17:e9:75.0bic7 No Info Provided 2020/08/25  2020/08/25  offline  active ] +]0)
12:06:27 16:06:27 o

Security Impact MAC Authentication IXCXXXXEXXXX

CEIPINTE o] XXXXXXXXXX

Block List
802.1X
DPSK

XXXXXXEXXXX

XXXXEXXEXXIXX

12 © 2019 CommScope, Inc. COMMSCOPE



13

1 Device = Multiple IPs

& T2 oo1eo6] R (Wibrain) homeassistant Home Assistant n/a n/a
Odroid Server
& T2 00909 (Western Digital) mycloud My Cloud NAS n/a n/a
@ Reserved DHEP 2020/08/25  2020/08/25
12:06:27 16:06:27

IP Based ACL / Firewall

States Protocol Source Port Destination Port
] & 0/0B IPvd * 192.168.1.50 * 192.168.10.0/24 * &
Servi
Configuration MACs Allowed IP Addresses Allowed Hostnames Vouchers File Manager
IP Addresses Description Actions
Office ICX-7150 S0

— = All connections to the address are allowed, + = All connections from the address are allowed, = = All connections to or from are allowed

> Random IP breaks:
> Reserved DHCP
» Captive Portal Bypass

DHCP Impact:

Unknown MAC means

random IP

» Layer 3 Firewall or ACLs
» DHCP Pool Exhaustion

© 2019 CommScope, Inc.

none

online static &

online static &

offline active O
L]

Gateway Queue Schedule Description

Allow MacBook Air Access to LAB
subnet

Allowed IP Addresses

XXXXEXXIXXXX
X XXXXEXXIXXXX
KXXXEXXXXXX

XXXXXXXXXX

COMMSCOPE
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Clients Details These clients consume 100 % ( 3.341 GB ) of all user traffic (3.341 GB).  Top 10 Clients ~

Troubleshooting

Hostname IP Address Username Sessions Rx User Tx User User Traffic &
o v
Gl  csv EEIEEN 0 EIEE
B  sosve @ 2 cweevs [l 00 ssMB
S scvs (02020 zrwme 000 5687MB

Galaxy-Tab-A-2017 5c5181c1aac9 1
Unknown 12b83365a078 2
android-c15d8aba23... b4f7alae2c97 2

10403820980 12

Galaxy-A20 d28ab9acb3ab 2

JimPalmersiPod acbc320add46 1

» |dentify Clients?
» RUCKUS Analytics

» Client Operation
» Band Steering?
» Band Balancing?

XXXXXXEXXIXX

XXXXEXXEXXIXX

XXXXEXXEXXIXX

X X X X

XXXXEXXEXXIXX

14 | © 2019 CommScope, Inc.

Galaxy-A20

16adcob7a7do 3
41 to1 b

IP Address:
MAC Address:
0s:

Manufacturer:

Last Known Status:

Current/Last AP:

2.258 kB 13.59 kB

44
12:B8:33:65:A0:78
Windows (Mobile) 8/8.1/10
Unknown
Disconnected
Downstairs AP

( 929.3 kB | 14.49 MB | 15.4 MB

1585kB
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e DPSK/fE

* Ruckus/ZEhRETHSL I ZaHi oy /ot - I H 255 —{EFZE OTARC EHYRRS -

» B RIPSKHHEL - DPSKE L8 T Wi-FiZr M m] g 3 -

- DPSKH[LIEARBAC (VLAN - ZEERFRE] » L3-L75E0E ) e E—iE » DIFRtesE
HIE ORI B -

© B NRE02.IX B RS R e 2 EANEAE - HHENEFHEWPA2 (HAT) @ K
FEPT DU RE 2SR A -

- DPSKiY{# 2 —EE RV &S - BFEMDU » 24 {EE - g > alE Y
RSEI AN E  BREIRE - VIRt -

© SRR B P B DPSKEE LATRA - MeDPSKZIEMBRADIUS - LI
gﬁi/ﬁﬁﬁ?{%ﬂ ¢ [ »GECURIT DK

16 | © 2020 CommScope, Inc



External DPSKFF45{HH N - o

E‘“If

MDU Room 1
. PSK — &3ac#tdf12 — VLAN 888 MDU Room 3
o |
PSK—room3232-xya — VLAN 3
[l =
~
— T (@ a
PSK — room3232-xya — VLAN 3 (:— G < >
/RN |
WLAN ) ’
VDU Room 2 Qi loyee WPA2-PSK Network Cloudpath
VolP Handsets EDPSK Server
PSK-VolP1234
(o= ogo PSK_Q3@3R123X . N -
VLAN 300 MDU Room 4 By H I T WPA2-
— PSK WLANHYEHEZEE
U Tm{ LIE—FY <8 0 B
PSK—-Q3@3R123X H]% %‘b%EVLAN ,
— ] VLAN 300 'u‘ sl o
PSK —abEcE33421 BEKH %EE\U
© 2020 CommScope, Inc. |
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Cloudpath Key Features

Policy Controls

eDPSK, auto-VLANSs, ACLs, Policies
based On User/Groups, Devices &
Browser/QOS, Policy Engine

Onboarding Portal

Self-service portal automatically
provisions devices for the Wired
and Wireless networks

802.1X Based

PKI policy-enabled certificates tie
User, Device & Policy together
PEAP/MSChapV2

Broad Device Support

iOS, Android, ChromeOS,
Mac OS X, Windows & Linux

Reliability
Eliminate password-related

disconnects, support costs, and
security problems

Enrollment Record

Tracks who, what, & when
is onboarded and authenticated

18 © 2020 CommScope, Inc COMMSCOPE



MDU Portal — Use Case

MDU Device Examples:

Phones
Tablets
Lighting
Gaming Machines
Desktops
Speakers
Printers
Laptops

. Thermostat
10. Hydroponics
11. Smart plugs
12. Cameras

OO NOUEWNE

How do we connect these
devices, give them a secure
network and ensure
communication between these
devices?

How do we solve headless

devices?
COMMSCOPE



Customer Experience: Access Tenant Portal Via QR
Code/URL/App

{ https://na1.c|oudpath.net/training/demo/venue?token=abcdefghijklmnop}

NetworkFuse.io Tenants ™} O @ &
-
tw

networkFuse.io
Connect to NetworkFuse-WiFi

Selina Lo

Unit Wi-Fi

Wi-Fi Passphrase: SoISEEsT @ | i l

Filter | Type to Search

Rolku Liwing Room

Mest Family Room

Samsung Fridge Kitchen

Hydroponics Balcony
Guest Wi-Fi

Guest Wi-Fi Passphrase:  sssses=s @ | i, ]

Filter | Type to Search

Guest1 Uncle




QRCode for your Passphrase

Customer self service
Modern Ul, scalable for any
device

View DPSK in a QR code for
easily onboarding devices

NetworkFuse.io Tenants %

Number

Description

MName

Wi-Fi Passphrase

Guest Passphrase

Profile
301

Unit 301 - Single Tenant

Selina Lo

e

=

e

=

oo

9 [9] [9] [9]

Email

Phone Number

Contact Info

selina lo@ruckuswireless.com

United States 555-555-5555

g

9] (9]

Portal Url

Portal Access

hitps:fitacacs. ruckusdemos netitenant

l View Portal Access QrCode l

e Customers can self Manage their own portal

* Change DPSK passphrases, email, phone

numbers

 Download a QR code for portal access
* Change their secret token

NetworkFuse.io Tenants (7}

Announcements

January 14 2021 strssensess Flayator #3 maintenance has been completed.
Upcoming: March § 2021 === 300 am - 3:30 am Network upgrades

NetworkFuse.io Tenants (%}

Portal Help

For assistance, click here.

NetworkFuse.io Tenants %}

Property Information

NetworkFuse.io tenants
3701 West Osceola Pkwy, Orlando

Contact: The Management
Phone: 555-555-5555

Email: themanagement@magmt.com

* See announcements

e portal assistance

* property information

* Auto logs out after idle time



Scan From Screen or Print it off &

Join "#GetOffMyLawn" Network

Use iPhone/Android device
to take a picture of the QR
code.

Once scanned, this
prompts the user to join
the network.

The QR Code already
contains the WLAN profile,
including SSID, Security,
and DPSK!

Device Joins the Network,
no need to configure the
WLAN on the end device!

5LO-MO VIDEO PHOTO PORTRAIT PAN

@ -



Everything is good

Your console is connected to the Internet.

Which one s yours? Metwork "dorm1™: Password »
Choose your wireless network. Press ® to refresh the list.
Add wireless network » Continue '
27523268
dorm1 8 a
Show password ‘

Current Network Status

COMMSCPE dorm? (@
RUCKUS® Cloudpath Enroliment System »
MNAT Type: Open

All services are available

Connections  Disconnects m
dorm1

m IP Address MAC Address T— S5 Duration

X . Connected 192,168.10.111 CE:7E:4E:A1:54:FB KS-Building-01_601 dorm1 15 seconds ago

X | @ Connected 192.168.10.110 86:95:C9:EC:39:C4 KS-Building-01_501 dorm1 48 seconds ago

Results 1-20f2 5v L Y&



lll'? - )

KS-Building-01

Contact: Kevin Su

& ruckus.seclub.tw

@ ruckus.seclub.tw '

QRCode for your Passphrase

Phone: +886975725!

Email: kevinsu’ - s @gmail.com

A Unit at KS-Building-01 has
been assigned to you. Wi-Fi
Passphrase: xatbuymz. Guest
Wi-Fi Passphrase: jxhcztbc.
Portal may be accessed at:

Kevin Su
Wi-Fi Passphrase: © | I | £} ’
Sent on behalf of
Ruckus Wireless Filter:
Type to Search
a2c9d8a8af73




Partner Systems

Tl

|

L}

GUI is accessible via API calls:

* Create/Edit/Delete a
Property

* Create/Edit/Delete/Suspend
a DPSK

* Create/Edit/Delete/Suspend
a Unit

e Bulk upload Units

* Create/Edit/Delete a DPSK
pool

* Create/Edit/Delete Policies



Cloudpath Customer R

Key Metrics:

800,000+ End Users
2500 Sites
38,000 Access Points

10,000 ICX Switches
Completion December 2024 (5 Year Roll Out)

eference

Ministry of Education of New Zealand + Follow ===
27,417 followers
4d - @

We are pleased to announce Exeed NZ have been awarded the contract for
replacing school network hardware as part of the Te Mana Tuhono work
programme.

Exeed is a New Zealand IT distributor focused on supplying a range of top
technology brands, including CommScope's Ruckus.

Schools will receive new hardware from Ruckus that enables the wireless
network to handle multiple simultaneous connections more efficiently using the
Wi-Fi 6 technology. Our continued focus is ensuring schools have access to
high-speed internet that’s reliable, resilient, and safe. Network for Learning
(N4L) will be upgrading schools with the new hardware.

= N4L

P>




AR

] o AR
. \jii[:fz ii[:@f}f—g « Cloudpath 5,000u
—F=Ts WK/ 0 / },\ L « R720 x20, T610 x9
« SClI
° Eﬂﬁ fﬁf&%ﬁﬂ%{ﬁ% o [EEfELE
* Cisco AP x 170 Ruckus Solutions: « H510 AP x260
 Aruba AP x 28 o FE_HAET
= [ BEE * R730 (8x8 WiFi6) x 3, R720
o FEOKEATkEY 19, T6(1())( ‘3 ) "
o (AN e RS R, 2 2R 22 BIE A [
}F@EH@AP,K%'%%E%ZH%% Ruckus Cloudpath
- HEET =85 A FEEHTEE
- BAIGHARRE R

P N
”/' ‘\\\\
_ e <«
. P :
e Aruba

* Cisco / / - v
Cisco AP Cisco AP
 Why Ruckus
+ Ruckus ELI (A SRARARE R 2558

Ruckus AP Ruckus AP Aruba AP
22
* Ruckus Cloudpath B 52

: Eﬂlgﬁﬁ.
dpath A s EAE
HIEERF A A (by User)

Aruba AP

© 2019 CommScope, Inc.
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Android 11 Security Update affe




Android 11 break enterprise Wi-Fi connection

11:59 PM T30Y 4042% 12:00 @ % R

< Add network

< Add network

Enter the SSID
Enter the SSID

WPA/WPA2/WPA3-Enterprise

WPA/WPA2/WPA3-Enterprise -
EAP method
PEAP

PEAP -
Phase 2 authenticatior
MSCHAPV2

MSCHAPV2 -

A certificate

Do not validate

Do not validate -

Show password
Cancel

Cancel

https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/

COMMSCOPE


https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/
https://www.xda-developers.com/android-11-break-enterprise-wifi-connection/

Q] A

o NEF¥rAndroid

- HrEH B E M P A AR IR CARS S S I e B Ak S et 4

- e S AIE—(EER - ZFEM A AndroidiYWIFIZE AP H P HEICE
« {fiHPasspoint (hotspot 2.0)

. (i FEAP-TLS

COMMSCOPE



Download CA and Upload to Google Disk

< C (0 A F=2 | 192168.10.11/certsrv/certcarc.asp
T AR Chil
i EREX Ruckus My Applications IPv6 = Safari EA HEERRK Wi-FI HD Downlo L K!ﬁ@ﬁ QA EEEERPES
Microsoft Active Directory Certificate Services — se400-SE400-AD-CA l_ BN=SEE > CA ~
ia =
Download a CA Certificate, Certificate Chain, or CRL
To trust certificates issued from this certification authority, install this CA certificate. 3 @ BRRIERRE T
To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method. 2 mEnA
CA certificate: e
Current [se400-SE400-AD-CA] - © m /
Ye CSmnEs < » >
| 1 . w225
Encoding method:
®DER R g
() Base 64 = EF=HEERs) M4 certnew (2).cer B RuckusSalesRootCAl.p12
Install CA certificate ERifERER : 14 6B (BF=
Download CA certificate REACEE : 17 GB)
Download CA certificate chain
Download latest base CRL EEEER

Download latest delta CRL

31 © 2019 CommScope, Inc. COMMSCOPE



Install CA

HMEER

] e

=

BEfER 29

P

ul

ERR - 151

T2
Play %2 BhH

&=

Google

RORENREES

& mat S o e pan
o B 1 HH o= )

Google

BE ér (53 % ;

EY

L P
« i B R
|| IE FIlIE

12:41 &

€

Z224%
Google Play 22B7 8
Fanigid R ae

ERMER

20211858
BHENKE

Google Play R&tE#T
20211818

HEEE

PIN B8

PN

BN a4
Smart Lock

REEIERERREL

AREFRPHERELD

SIME#E

Qa @

Smart Lock

At S a5 T R R IS =
“EHERARRBEXR

SIM EHiE

EESNERE

ERRXEE

SIM < BB FEE2

ERERE
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Re-configure 802.1x Authentication

12:42 OF

- 2 A

A AREE
VPN O FE R R U EE R E S

Wi-Fi 25D

552 Rl B M EE W IMS LSS T GG AL, SO

cartrvew {(2).cer

© 2019 CommScope, Inc.

COMM-ROAM
EAP 7572

PEAP

Rt E0 o4
HEQ 2 ER2R

MSCHAPV2

se400

iR _EBERARES
FEITESE
@i

se400.com|

12:25 &

e

HRRsEHREE

R E
PEFA

B BhiEiR

v

COMMSCOPE




Cloudpath EAP-TLS Procedure for Android 11

1:01 @©@ @

¢ ERsHEER

1:01 @ ® O@®RNOo%n4+d B2 S F e

® i @ ruckus.seclub.tw/enroll/SEC @) &

> @ ruckus.seclub.tw/enroll/SE(

)\
CP-Onboardin ¢ .
s T RUCKUS

ﬁRUCKus“‘

Corporate BYOD
[E COI"pOI"ate BYOD Modify this option and add
EERS oA &
A bE additional options as needed.
Welcome to the SECLUB Network
1) Access to the SECLUB network is restricted to

<T] O A 0

a3 oR authorized users and requires acceptance of the Guest User

e Terms & Conditions below Guest User Modify this option and add

additional options as needed.
Once authorized for access, your device will be

configured with a unique certificate for network
access. Pre-Register MAC

Pre-Register MAC
A SER R
| lagree lo the Terms & Condilions

Auto Branching

ERS Auto Branching
B - PSFL - BEhEL - B SUAEE. Start




Cloudpath EAP-TLS Procedure for Android 11

1:01 @ @ O@R O

(} @ ruckus.seclub.tw/enroll/SEt (@)

RUCKUS™

an ARRIS company

Your username and password are required to access the network.

Username; |

Password: |

RUCKUS™

an ARRIS compamny

To access the secure network, follow the instructions
below based on your computer's operating system.

Android Devices

Install The Network

Click 1o install the network via the Cloudpath app.

If the app is installed but the button above does
nothing, use this alternate option to open the app.

Android versions 6.0 and newer are supported. If vou
have a device with an older Android wversion, you will
need to configure it manually.

Show all operating_systems.

woe |0 #3cfa muckus seclub tw (47745010007

Copyright @ 2019 Ruckus Metworks, an ARRIS company All rights reservec

COMMSCOPE



Cloudpath EAP-TLS Procedure for Android 11

O@® RN O® 4+ @ 1:02 @ @

< FERRETAEER

101 ®@ @ O@Roe4+

1:01 = =
SC—

B CLOUDPATH

Congratulations! You are now connected to
the network.

8 CLOUDPATH

@ -

A 4

CloudpathTest
BiELR

Your device has been assigned an IP address
of 192.168.10.113.

You should now go in to your wireless settings
and remove the open SSID that you originally
connected to. You may then close this app
and continue to use the network.

WPA/WPAZ/WPA3-Enterprise

RS
BEMEE
Help Us Improve!
May we report that this device was (] ves B A
successful? 1.;% WAL MAG (

View Data to be Sent

S

Rate this App LB Tt A S RSt E

Attempting to connect to the network. . .
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3
D
=
3
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Ruckus™ Analytics @

RIS 2 EM A TESERFEHEH
F— B & = BB Rr A BYEEA H Pim 406k

RO HE R SR e FREER S AE
%ﬁt@iﬁﬂ’ﬂ BRI %ﬁ%ﬂz%l CEE R A

EH L RERH S AR e SR A s 7oK

. AR
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Incident Detection - Dashboard

COMMSCOPE

RUCKUS" Analwics Js Q | Clients =
Clients
. . AP
U pashboard Free text search for clients, APs, switches, )
o 3 05 controllers, domains, zones, AP groups. Switches
o . Extremely useful and powerful. Network Hierarchy |
aly is

|t‘ Report 3 METWORK HISTORY Network

. Click on incident severity to
N7 Data Explorer 1 j filter/unfilter view based on

- priority.
<&> Admin Jan 27 00:00 Jan 27 12:00

Mouseover to see
£ INCIDENT TYPES number of clients.
20
o ©
2 5 12
0920 O
Connection Performance Infrastructure o o
List of incidents.

/N CRITICAL INCIDENTS

P1 Infrastructure (Service Availab...
P1 Infrastructure (Service Availab._
P1 Infrastructure (Service Availab..
P1 Infrastructure (Service Availab...
P1 Infrastructure (Service Availab..

Jan 27 2020 14:30
Jan 27 2020 14:30
Jan 27 2020 14:30
Jan 27 2020 14:30
Jan 27 2020 14:30

Scroll and click to go to
specific incident
directly

See Ho Ting | Ruckus Wireless, Inc

@ O

All categories ~ Jan 26 2020 15:49 to Jan 27 2020 15:49 ~

4 Connection Last 1 Hour
0y oo | 7 (N
Incidents P2 Inrid==1, r4
-— . . Last 7 Days
Click heretogoto a
list view of incidents.
Overview of where the

incidents are across the
entire network.

0 Click to drill-down
Mouseover for label

density-vsze-cluster




Incident Detection — Incidents List

COMMSCOPE

RUCKUS' Aﬂﬂl}"llﬂﬁ uUs Q | Clients = See Ho Ting | Ruckus Wireless, Inc 0 0
All categories - Network - Jan 26 2020 17:26 1o Jan 27 2020 17:26 ~
QE Dashboard
Net K Today < December 2019 January 2020
etwor
Netwnrk Last 24 Hours Su Mo Tu We Th F Sa Su Mo Tu We Th Fr Sa
Type: Network | APs: 3053 | Clients: 107 Last 7D, 4 25 25 27 M 2 30 7 30 1 R
N mm P e l ¢ l e * ” n 2 3 4 5 6 7 5 6 7 8 9 0 11
Last Month
8 9

0 11 12 13 14 12 13 14 15 16 17 18
15 16 17 18 19 20 21 19 20 21 22 23 24 25
22 23 24 25 26 27 28 26 28 29 3 +
29 30 3 1 2 3 4 2 3 4 5 & 7 8

6 0CIick on bars to filter/unfilter g v e s

E Dec 01 2019 17:32 - Jan 27 2020 17:32 Cancel m
lo g -/
0 20
6 - N
’ owninto
Free text s
Jan 26 18:00 inc lent 2:00 Jan 27 15:00
Severity Date Duration beseripon N Scope Type Details
Mouseover for more o ‘
Clients with low RSS are unusually high in AP Group: West detailed information SZ Cluster
. ) Side, impacting 25% of connected clients. . Domain q—.:
Jan 272020 14:30 30m Per 2 West Side &
Root cause: Zone —
{1 link i ally low, which h: I
zo:n:;u.g:i:ttmnolzwﬁ:'n cu:\mi:‘ha::vr:ru:: AP Gmup
design issues: A =
Jan 27 2020 13:25 am e - .. Connection Association 100% 1 ECBCA2] Access Point E
coverage holes, or sub-optimal AP placement.
- 56l ing behavior, also kn a K o -
P I e vez34 (52 Cluster) » 08-S
Jan 27 2020 12418 6m T T .. Connection  Time To Connect 60% CIl (Domain) > 08-US-CA-Z8- Zone E
leading to aggressive power save measures that decrease Ramesh-Home [Ztll‘ll:l
transmit power.
Jan 27 2020 09:00  30m Performance Coverage 33.33% 4 7 WestSide AP Group ©

P R ——— e i . o mah B BmemEm . _EE _Am i B AEE P P P T e o - sll —a wun b . e A



What is Service Validation?

Service Validation = Service Validation Test Report

Todd

APs Under Test: 3 APs | Test Result: 66.67% pass | WLAN: 56hz | Radio Band: 5 GHz | Authentication Method: WPAZ2-Enterprise

Overview Details

TEST CONFIGURATION

WLAN 5Ghz
Radio Band 5 GHz
WPAZ-Enterprise
Username admin
Password EELL i
Default
8888

(nat set)

Enabled

EXECUTION

Test Result

66.67%

Total Score:

100 %

90 %

80 %

70%

60 %

50 %

40%

0%

0%

10%

0%

3 APs Under Test

B02.11 Authentication

Average Ping Time

18ms

@ 2Pass @ 1 Fail

Association

@ 0Ermor

EAP

e Conveniently orchestrate network tests from cloud
* No extra hardware sensor or test equipment needed
e Test WLAN, LAN and WAN connectivity

» Test EAP, RADIUS, DHCP, DNS, Ping, Traceroute, Speed Test (upload/download)

Average Upload

6.21 Mbps @I®

RADIUS

e Service Validation is available for both Cloud and SZ customers

DHCP

DNS

TESTTIME Oct 28 2020 12:05:00 -

Average Download

88.4 Mbps

Ping Speed Test

COMMSCOPE



SV Test Details

¢ I n D eta i IS pa ge teSt i&lﬁﬁiﬁbjrﬂ;fl{uh 85T pass | WLAN: SARAVANAN-1X Radio Band: 24 GHz | Authentication Method: WPAZ-Enterprise ‘ Feb 01 2021 214522 "
result for each AP in

every stage is shown

Overview Details

* Atthetop rightin

MLISA-RG10-Switch2 D&38FCNEBI: Association EAP RADIUS DHCP DNS Ping Traceroute
admins can see B < © pr—
when the test was x

Connection Event Details

Fun. RuckusAP BA:TUCH12:8C:50 |

0
00
a
a

the test time widget,

BoOOOAO0!

DETAILS 802.11 Authentication Request o ﬁ = 9 5 FS
g g : g
S Cl iC k O n fa i I u re to —F :Y-'_;_'ZI: 60:D0:2C:1F;18:B0 802.11 Authentication Response § (e % ;ii g |
AP Name RuckusAP 802.11 Association Request v —) - h
. - : =)
Se e d eta I IS Of W h e re o SARAVANAN-Tx 802.11 Association Response _ g
Radio 2.4 GHz 8 |
. < o
t h e test fa | I e d Failure Type DHCP Failure FAP Request z
Reason STA Deauth (Leaving) EAP Response —) - !
RADIUS Access Request (RADIUS_REQ_PROXY) —
e If
a te St Wa S ru n RADIUS Access Challenge " w7

multiple times, prior
test results are
available from here.

44 | © 2019 CommScope, Inc. CC)N”\/‘SC(,PEw



VLAN mismatch Insight

Incidents > Incident Details

Incident Details

DETAILS

IMPACTED SWITCHES

Local Device

east-icxstack-density

west-density-7650-stack

west-density-7650-stack

ICX7150-C12-Switch

)
3 =
B

Impacted switches

Local Device MAC

60:9C:9F:FE:56:42

60:9C:9F:52:C9:86

60:9C:9F:52:C9:86

78.A6:E1:2E:CF.FE

I VLAN mismatch found in Switch Group: Density

Local Port

1/1/8

1/1/29

2/1/18

111

Mismatch VLAN

1

1

1

1

Peer Port

eth1!88bc

ethl

eth1!88bc

eth1!88bc

Peer Device

E03-R750_EastOfFoxh

1 e

Impacted VLANs

Peer Device MAC

ound 1C:3A60:3B:DD:70

WO6-R650-Chihuahua 20:58:69:3B:CB:70

WO03-R550-Terrier

B4:79:C8:3E:87:20

W04-05_Nextto_Amrit_T75.. 28:B3:71:05:14:30

[

/N VLAN1

east-icxstack-density

VLAN 1001

45 © 2019 CommScope, Inc.

(

v/ No matched VLANs

].
)

E03-R750_EastOfFoxhound )

.| P1 Incident, Identifies switch group, IT
can take action

INCIDENT INFO

Infrastructure
VLAN Mismatch
Switch Group

Density

Tam
Feb 02 2021 16:45
Feb 02 2021 17:00

Insight is evaluated every 2hrs (15
mins is used for internal testing)

VLAN1

v

No matched VLANs found

COMMSCOPE
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High Switch Memory Utilization Insight

Incidents = Incident Details

Incident Details

High memory utilization detected in Switch: D52_RACK_ICX7550487P_Standalone (28:83:71:29:8C:B6) I—>

P1 Incident, High memory
utilization identified, IT
can take action

MEMORY UTILIZATION B emory Used [} Threshold
Detected Time Projected Time
100%
80%
=
2 60%
[1+]
]
= 40%
5
20%
0%
Jan 23 00:00 Jan 25 D0:00 Jan 27 00:00 Jan 29 00:00 Jan3100:00 Feb0100:00 Feb 03 00:00 Feb 05 0C
Time
INCIDENT INFO
Performance
Memory
Switch

D52_RACK_ICX7550487P_standalone
(28:B3:71:29:8C:EBB)

1h

Feb 01 2021 21:00
Feb 01 2021 22:00

Anomalous memory
utilization detected. Time
to 50% threshold mem
projected

Scope, Duration, Event,
Start and End Time.

Start Time: Event Detected

End Time: Memory will
Exceed 90% threshold

COMMSCOPE




PoE Insight — PoE power denied in Switch Group

P1 Incident, PoE power
Incident Details PoE power denied in Switch Group: Prashanth — | denied in Switch Group, IT
can take action
DETAILS

1 @ 1 © Impacted Switch name

and count
Impacted switch Impacted PoE port

Impacted Port count

IMPACTED SWITCHES
Switch Mame Switch MAC Port Number
Each row represents
D52_RACK_ICX7250_Standalone 78.ABE120.E218 1/1/2 Impacted port number.
D52_RACK_ICX7250_Standalone 78.ABE1:20.E2:18 1/1/2

Port Number format:
D52_RACK_ICX7250_Standalone TaAGE20:E208 1/1/2 StaCk Unlt Number /
Module / Port Number

47 © 2019 CommScope, Inc. COMMSCOPE
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Client Troubleshooting

COMMSCSPE’
RUCKUS"

Analytics -

roaming eventis on a time
axis.

onnection Eve. ts

Roaming

Connection Quality

Metwork Incidents

Captures all cor nection and ARY

Jan 24 02:00

Total Connected Time

| 7h 49m

iiiimiiliili

Jan 24 03:00

| C

00:CD:FE:A4:8E:6F (iPhone, Unknown)

Type: Client | IP Address: 10.32.190.185 (3) | OS Type: 105 (2) | Usemame: rkaliaperumal (2) | SSID: area52

82.68%

Good Connection

16.85%

Average Connection

Mouse scroll to zoom in and out.

Click and hold to shift the charts left

and right.

List of all connection and

roaming events. Notice that
all events are color-coded.

0.16%

Poor Connection

@

Click on any event,and.the list onithe @

right will highlightandisynch

niijpavicu vy.

Jan 24 04:00 Jan 24 0500 Jan 24 06:00

L

Jan 24 07:00

. RUCKUS NETWORKS, INC

.~ ‘gories ~

@ Jan 24 2020 02:02:28
Jan 24 2020 02:02:40
Jan 24 2020 02:02:50
Jan 24 2020 02:06:29

Jan 24 2020 02:09:38

Jan 24 2020 02:10:42

o

Jan 24 2020 02:10:58

Jan 24 2020021176

o

Jan 24 2020 02:11:33

Jan 24 2020 02:13:41
Jan 24 2020 02:13:58
Jan 24 2020 02:13:59
Jan 24 2020 02:15:28
Jan 24 2020 02:15:38
Jan 24 2020 02:15:45
Jan 24 2020 02:15:58
Jan 24 2020 02:20:33

Jan 24 2020 02:20:42

Q00900909000

Client disconnecté
(74:3E:2B:29:A3:H

O 0O

Jan 23 2020 10:17 1o Jan 24 2020 10:17 ~

EAP Failure: Times
Client associated

Client associated |

i Client roamed
Client roarmed @ €

Client roamed @ C Client disconnected

DHCP Failure: Tim Connection failure

]

Client associated | Incident

Client disconnecte

Mouseover for details. Click
. to drill-down into the AP

Client disconnected (@ Cube 262 East#14 ..
Client associated (802.17) @ Cube 262 Ea...
Client disconnected (@ Cube 262 East#14 .,
Client associated (802.11) @ Cube 262 Ea,..
Client disconnected @ Cube 262 East#i4 .,
Client associated (802.11) @ Cube 262 Ea,..
Client disconnected (@ Cube 262 East#14 .,
Client associated (802.11) @ Cube 262 Ea,..
Client disconnected @ Cube 262 East#14



Client Troubleshooting — Visual Connection Diagnostics

D 00:CD:FE:A4:8E:6F (iPhone, Unknown)

Type: Client | IP Address: 10.32.190.185(3) | OS5 Type: 05 (2) | Usemame: rkaliaperumal (2) | SS5ID: area52

HEALTH SUMMARY ‘ 7h 49m

Total Connected Time

Connection Events

%) cam®
17

Success [ L

Failure 12 o0

Slov

Dl Connection Event Details

DETAILS

Roe FB:E7:1E:22.AD:BO
Cube 287 East#13
area52
5 GHz

Cor EAP Failure
STA Disassoc

Met

82.68%

Good Connection

16.85%

Average Connection

0.16%

Poor Connection

Success events, failure events,
slow connection ev ’

T Click on any failure events

to view the VCD C

[ L
L o -

80211 Authentication Request

B02.11 Authentication Response

a0 IR0

LT

B802.11 Reassociation Response

B802.11 Reassociation Request

EAP Request

(DBOY-EZALLFE) Wod 55830

B802.11 Disassociation (Disassociation_STA)

All categories =

Jan 24 2020 02:15:38
Jan 24 2020 02:15:45
Jan 24 2020 02:15:58
Jan 24 2020 02:20:33
Jan 24 2020 02:20:42
Jan 24 2020 02:28:117
Jan 24 2020 02:28:27
Jan 24 2020 02:28:59
Jan 24 2020 02:29:11
Jan 24 2020 02:29:25
Jan 24 2020 02:29:35
Jan 24 2020 02:32:31
Jan 24 2020 03:46:52
Jan 24 2020 03:47:04
Jan 24 2020 04:2417
Jan 24 2020 04:27:09
Jan 24 2020 07:04:00
Jan 24 2020 07:05:05
Jan 24 2020 07:05:21
Jan 24 2020 07:05:22
Jan 24 2020 07:05:22
Jan 24 2020 07:06:06
Jan 24 2020 07:06:36

Jan 24 2020 07:06:39

Jan 23 2020 10:17 1o Jan 24 2020 10:17 ~

Client disconnected @ Cube 262 East#l4 ...
Client assoclated (802.11) @ Cube 262 Ea,..
Client disconnected (@ Cube 262 East#14 .
Client associated (802.11) @ Cube 262 Ea...
Client disconnected @ Cube 262 East#14 ..
Client associated (802.11) @ Cube 262 Ea...
Client disconnected @ Cube 262 East#14 .,
Client associated (802.11) @ Cube 262 Ea...
Client disconnected @ Cube 262 East#l4 ...
Client associated (802.11) @ Cube 262 Ea,..
Client disconnected @ Cube 262 East#14 .
Client assoclated (802.11) @ Cube 262 Ea...
EAP Failure: STA Disassoc @ Cube 287 E...
Client roamed @ Cube 287 East#13 (FA:E...

DHCP Failure: Timeout Expired @ Cube 16...
Client associated (802.11) @ Cube 287 Ea...
DHCP Failure: Timeout Expired @ Cube 16...
Client associated (802.11) @ Cube 166 Ea...
EAP Failure: STA Disassoc @ Cube 262 Ea,.,
Client roamed (@ Cube 262 East#14 (74:3,,

Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 166 Ea...
Client disconnected @ Cube 166 East #9 (...
Client associated (802.11) @ Cube 166 Ea...



Client Troubleshooting — Roaming & Connection Quality

00:CD:FE:A4:8E:6F (iPhone, Unknown)

Type: Client | IP Address: 10.32.190.185 (3) | 0S5 Type: 105 (2) | Username: rkallaperumal (2) | SSID: area52

7h 49m

Total Connected Time

82.68%

Good Connection

16.85%

Average Connection

0.16%

Poor Connection

HEALTH SUMMARY

03:46:52: EAP Failure: 5TA Disassoc (@ FBET:1E:22:AD:BO

Connection Events 55 (e ) 0 o (&
Captures the slow

03:47:04: .
roaming events

Roaming 1@ L Connection quality is indicated as green, yellow,

and red, based on the worst of the 4 metrics.
Success 10 [ ] =
Slow 2 )

Bm / 28 dB

ighput Estimate / Avg MCS (Downlink): -6

Connection Quality Q

3 d
R5S I
SNR I

Throughput Estimate

Avg MCS {Downlink) I I

All categories ~

History

00 0000000000000 e v

Jan 24 2020 02:02:28
Jan 24 2020 02:02:40
Jan 24 2020 02:02:50
Jan 24 2020 02:06:29
Jan 24 2020 02:09:38
Jan 24 2020 02:10:42
Jan 24 2020 02:10:58
Jan 24 2020 021116
Jan 24 2020 02:11:33

Jan 24 2020 02:13:112
Jan 24 2020 02:13:22
Jan 24 2020 02:13:30
Jan 24 2020 02:13:41

Jan 24 2020 02:13:58
Jan 24 2020 02:13:59
Jan 24 2020 02:15:28
Jan 24 2020 02:15:38
Jan 24 2020 02:15:45
Jan 24 2020 02:15:58
Jan 24 2020 02:20:33

Jan 24 2020 02:20:42
Jan 24 2020 02:28117
Jan 24 2020 02:28:27

Jan 24 2020 02:28:59

Jan 23 2020 10:17 to Jan 24 2020 10:17 -

EAP Failure: Timeout Expired @ Infront of ...
Client associated (802.11) @ Infront of Ba...
Client roamed @ Cube 287 East#13 (F8.E...
Client roamed @ Cube 187 East #8 (74:3,.,
DHCP Failure: Timeout Expired @ Cube 26,,,
Client associated (802.11) @ Cube 262 Ea,.,
Client disconnected (@ Cube 262 East#l4 .,
Client associated (802.11) @ Cube 262 Ea,.,
Client disconnected (@ Cube 262 East#l4 .,
Client associated (802.11) @ Cube 262 Ea,.,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
Client disconnected @ Cube 262 East#4 .,
Client associated (802.11) @ Cube 262 Ea..,
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Thank You
Q&A

Kevin Su

Technical Consultant



