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Digital Footprint of [ENAYAYSS=X\VA > 75 asseis)

Passive threat scanning collects information from the internet (hacker sites, security information sharing sites, internet wide-scanners, reputation services, search engines, etc ). Digital Footprint is determined by using open ports, services and application banners. This information is gathered
from several sources like Black Kite, Censys, VirusTotal, Robtext, NetCraft, etc
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’ K — Cyber Threat
. . Susceptibility

. . o Assessment
Establish Identify Eliminate Apply Construct (CTSA)
Assessment Candidate Implausible Scoring the Threat
Scope TTPs TTPs Model Matrix

CAPEC
False CWE
Positive Severity
Elimination CVSS /
CWSS

APPSEC-001
APPSEC-002

Digital

Footprint

DNSSEC-001

Definition: Cyber Threat Susceptibility Assessment (TSA) is a methodology for evaluating the susceptibility of a system to cyber-attack.
TSA quantitatively assesses a system's [in]ability to resist cyber-attack over a range of cataloged attack Tactics, Techniques, and
Procedures (TTPs) associated with the Advanced Persistent Threat (APT). [MITRE]
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Grade Asset Risk Risk Score  Report
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Category Name Weight (Total 100)

Digital Footprint 8,/108

DNS Health 6/168

Email Security 6/168

SSL/TLS Strength 6/100 Credential Mgmt. 9/100

Application Security g,/168 IP Reputation 7 /100

DDoS Resiliency 4/168 Hacktivist Shares 5/100

Network Security 6/108 Social Network 3/100

Fraudulent Domains 5/1688 Attack Surface 4/100

Fraudulent Apps 3/108 Brand Monitoring 3/100
Patch Management 18/108
Web Ranking 2/100
Information Disclosure 3/100
CDN Securty 3/100

Nebsite Security 6/168
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