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* Citrix vs VMware (on Azure)
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On Premise laaS Computing

Compute & Licenses Subscription Fee

Compliance — 5
Security - &
Risk over/under — [
Insurance — PRl
Training — [l

IT Staff - AN7I
Consumables

Software & License - ¥R
Maintenance (HW+SW)  — 4f2&
External contractors - 4MEL
Cost of capex - EARTH
Cost of automation - HE¥ME
Disaster Recovery - EEIGIH

Data center (space, electricity, cooling)
— R
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Retire, right-size, eliminate
I NERINAGEES)

Purchase or convert to a SaaS

solution PHEL - FHEL
B TIRERS E
SaaS/PaasS solution B
fi€ laaS #EHA %]
k58 & Azure PaaS PaaS
(f&hclaaS s fF#1b)
Azure laaS H={EL
VM to VM |52 A
Zot FEERT A
Pilotf&iE
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2. EEME

Azure =

- RHESIET
- AEpS ARl

- Data Flow

- Azure U

- PR

Azure NEE
For POC

3. Migration
(PoC)

%4 2 PoC

- HEERER
(Azure)

- REREEHIA
- HEETE

- TheeflEk

AEA B

Security Best
Practice

- WAF

- DDOS

- Audit

- Secure Infra

JoE o 2 i L 2
BHEEE
(14 days)

5. Performance

evaluation

Performance
Testing Method
(Option)

DevOp Version
control & CI/CD
(Option)

SHEE(L
VEPANCENS)

6. Cost
Optimizes

Cost Benefit
(laaS ~ PaaS

space
optimization)

AEAL

(7 days)
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- BT ELEFHY Server / Storage Fif& K AEERCA
 Firewall #9NA& (% %4%5), Firewall VPN Jighét

- EIRFEEA Windows Server / SQL Server (DB) License
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FE3EAAD DS
<+ 32 RDS / WVD [ SSOJE

}E{E

Azure Regior

(."] Resource Group @ Ext Load Balancer

AAD DS (Managed Domain) 287 HeAt—1
FHER PR 4ERE N 22 HADHRTS » FZR
~71% RDS / WVDJER] » 2 H—(EEdthimADIE
EIE AR ER - [HEAlIE 2L
PHIN Bl EHAAD » B NATEH
{TEHDCHY S 1] HMEADZE g AR % -

,, Azure AD Auto backed sync to
@%gé Connect Sync @ managed domain

,
Azure AD

Tenant
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Benefit after migration

Training — [EE
IT Staff
(Serverless skill ready) - - ANJJ

Cost of capex - &EATH Cost of automation - HEp B H
Disaster Recovery — ¥ =G Data center (space, electricity,cooling)

Cost Optimize

Compliance — A Consumables — fHEEBEE I &
Security = - Software & License — e
Risk over/under  — J&lfm Maintenance (HW+SW) — e
Insurance - R External contractors - JME,




F—F: 24 L EHEEPlotR B EE R IR 1B A R
EFTHE %4 Migration » $T#&Serverless Campus $£—%

WEERTE HA0E - HEFFEARAERSCDN/WAFFER] ~ WebfEH
P FEEEX f&#8laaS/PaaS PilotEgs B Eiriinfra %00 EE A (Azure mini

landing zone)

P CEMIK | SEERERESEEEE - SRESREe
i Partner  THBVBRCRE SRR EEHCMAIRA - HFHT A R BN EERG

Azure Migrate

REVH [ B == 2 Ui A 75 A5 A %5
ARt mARst ARt
43,000,000 <
ke doee s $4,000,000
$1,200,000 \ Y }
Microsoft Azure




Roleseg. Landing Zone (Subscription)

NetOps, SecOps, DevOps |~

Landing Zones R ——

- Management and Monitoring |
Policy

Subscription Policy e.g. _
sllowed resource providers L . |' 20 x |
e - i
- ; E | Application | A Application Template
* M 1 M l?c':° l l !
The principle purpose of the “Landing z | A
. N T T |
Zone" is therefore to ensure that when my :
. . . | | |
an application landing on Azure, the g | :
. iu o : e NG W L S
required “plumbing” is already in place, Z | 2 Com Comnctaty
— 3. Intraand Inter Landing Zone
R o Shared Services Networking
providing greater agility and
‘ Network Watcher ’ l Security Center

compliance with enterprise security and

governance requirements.



A & i 33K

Management

= 2, ks
Subscription ldentity &
Organization & Access Network BCDR
Governance Management
© B e @ ©
Platform
. Archetypes & . DevOps &
>ecurity Landing Zones Monitoring & Automation




Azure Mini-Landing Zone Workstreams

Azure Mini-Landing Zone contains multiple workstreams to deliver
an enterprise grade, secure by design, Azure environment

Workstream
. . Azure .
Archetypes & Identity Access & Azure Security . . , Azure Monitor &
: , Administration &
Landing Zones Management Insights Management
Governance
Enable Customers on the Integrate between on- Secure Azure resources by Guide IT teams to Establish monitoring and
journey to Azure, to plan, premises Active Directory activating Azure Security understand how to apply management
design and implement Domain Services and Center with security policy governance principles in functionality using Azure
Azure to fit their Azure Active Directory. & compliance, resource your Azure environment Monitor, Alerts, and Log
requirements and needs. Design and implement security hygiene and threat with Enrollment and Analytics.
premium Azure Active protection capabilities. Subscription model, Resources backup and
Define and build the initial Directory capabilities: |dentity and Access ensure high availability
design to enable the Conditional access and control (RBAC), Naming with Azure Backup and
foundation in Azure. Multi-Factor Convention, Azure Site Recovery Services.
Authentication. Resource Management Accelerate cloud
(Tags) and Azure Policy. deployment align with

Outcome DevOps practices.



Azure Mini-Landing Zone Workstreams & Timeline

Workstream Capabilities Duration
Archetypes & » Architecture Service: Azure Infrastructure 9 days
Landing Zones & Activate Hybrid Cloud / days

) Architectural Service - Azure Active Directory - Designing a 3 dave
:\jilentlty Access & @ Secure Cloud Identity y

anagement "

9 Azure AD Conditional Access and MFA 5 days
Azure Security Insights i Azure Security Center Fundamentals 4 days
AU e TR TG & I:J Activate Azure with Administration and Governance 4 days
Governance

_ Activate Azure Monitor 3 days

Al Lhenlliet & m Activate Azure with Recovery Services 4 days
Management _ _

Activate Azure with Automated Deployments 2 days
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Azure DevOp 2 H Bl FEl s  TE T A—rAE'ZT“'HW’Q
Bl -

T CE I Azure DevOps Server SH AL dEEA(ALM) > [ BT SR B 4 TR B A S EB RS e
(ALM)= (& B Jttﬂﬁfﬁfﬁnﬁmﬁﬁ#éu? SR BT 2 G
Pt e eeit PN Lok - EOBEARIGIERTER AzUre DevOps Server Service
RS %ﬁhﬁﬂﬁﬁiﬁﬁ%

AZE Azure DevOps Server Update 1.1 DA _ERRAS (2 Web , SQL Cluster- DB, 1 Backup ) (4 Day)
B. BE BRI MIEEEE (1 Day)
C. W EhER A HIGItE2 &%l Azure DevOps Update 1.1 (1 Day)

D. B EHIGItEE 5 Azure DevOps Server #Ef2ELE[EEE - (1 Day)

£§ \[Z A
Eﬁﬁ% 2.55°K 1 iE48 Azure DevOps Server #E{TRR22Ed [ B B ASP.NetAg b AZAEfE
Value: AR s (R BR B A A

. A E518) Azure DevOps Server S TEHRIIREZHEHLECE © (1 Day)
EME T PRAAEER B.Release management ZZ4EEH 5% 7€ T} (1 day)
ERFERI K C.LAAzure DevOps Server #/TEHSE GBI EELL T I : (3 Days, LA F{EE LA — (8 ASP.Netgiih £ )
TIPS AR
e sEt
Ei1 Azure DevOps Server 2019 Azure Pipelins (Team Build ~ CI /CD ) #&
BT EZ T

D #2HH [EZXPilot ASP.Net 4EULIE ] &3 TE PGB E ~ B58 SOP ~ ST i% Bilasgie (4 day)

19



/

Azure DevOp_~ H & & Bl 541 TEH A—r/KEE?'HW’Q

B RE 4 S HA 3. 75K AT Nethir A2/ (Default is Git) i 13 2k Pilot ASP.Net 485 FH 4t 31T E MRS @2 1T 5 3119 ?Efﬁ@’)
(ALM)Z EEERE ks R BB R B PR 11°K On-
B 51T/ T A A FEHEHtAzure DevOpsERE B Git Zi 53|45 (4 Days, 12 Hands-On Lab) site
= = &R — 1Day (Git 4hr ~ 5 hr, DevOp £ 4 & 1~2 hr) Service

- % — 1Day (SlidefiiDemo IRIEAE()
B.Z[35 42t Azure DevOpsEH il Git 2y 534k (3 Hand’s on Lab fli 4 ) (3 day)
-- B3R — 1Day (Git 6hr ~ 8 hr, DevOp £ 4 & 1~2 hr)

EXRIERH % -5 — 2 Day (Slide - LAB EiiDemo Iz 4E{)
LTS C.éﬂiﬂi%?%f Cl/ CD ( Azure Pipelins) 2y 53l|%#: (2 Days, £l Hands-On Lab)
-- 3R — 1Day
Value: A - 1 Da}/__(_s_llffeéﬁiDemo RERE
EY R EEE SRR A (1 Day, 25)
ERFERI K Session 1: Azure DevOps Server Build (9:00AM~12:00PM)
RHERGARENE
Agent 11483
Agent i Azure DevOps J&EfEZ#
Agent Queue
Agent Pool

Frag e & B1EG E (ASP.NET Web Application =72 ASP.NET Core &)
Session 2 : Azure DevOps Server Release (1:30PM~5:00PM)

FHESEALE 4

Release Management Flow

Release Approvals

Phase & Task

Deployment Group

Deployment Pool

FrEEEHEOE (IS B RE)

20



Software Release Management Best Practices (Sample)

Release Path
|
( )
Stages Dev — QA — Staging > Production
Environments Pre- -
Dev Test B Hon Production
Servers Servers Servers Servers

Deployment Sequence

( Create SQL database Create SQL database Restore SQL Database Run SQL script

X
QA

Run SQL script Run .msi file

Configure service

Update .ini file

Configure service

Actions — Run .msi file

Run .msi file Update .ini file

Run .msi file

S

Release Manager QA Release Manager

Approvers



p—

FEAR SR E

Production phase

b

HIFEES - Version control & Release to

z

Release Path
("
Stages Dev - QA )::> Staging ‘ Production
Environments Pre- ’ : ’
Dev Test B e ion Production
Servers Servers Servers Servers
Deployment Sequence
[ Create SQL database Create SQL database Restore SQL Database Run SQL script
Configure service Configure service Run SQL script
Actions — Run .msi file Update .ini file Configure service

Run .msi file

| _Create SQL database J

S

[ Run.msifle
R

QA

Approvers

Release Manager

.ini file

Update

Run .msi file

R

QA

R

R

Release Manager
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o {54 FARAE B I A] TEATRIT AT 58 (Predictable and Reliable)

EBEEAT T B N TEREAGE T3 TE R RFE Y - bR TREAAR S ATRERYIEE > ELAE nT A B S sHRGAESE ~ Script BOAS ~ #EIRA

o R A i TR\ B AR o LHERAE H i _EEREE TE AR - BB A IR URYSE T B > ATORBR G T B 0 AT el i b AL
At 2 TEIBHY o HEZSRIE A Azure DevOp Server » 1] UETTHENE F&REZ H BN LIE Pt @ WETHA LR pryiasg s -
TR T (5 AR I S e B B T AT PROHIRT AT 5

P E AR BE

N

6 — T S BASP NETEILATBR T - FTASTR S Eweb.config X CHLBEFRFERSE ) o EUARSE  BREA TE AR Fr T30 -
LA TR S TR S LAl RER R A ST S - 87 - BRI RS AR O TR R E B - ST BTt
B o - DAL T RAIREE TR A - IILFEPE A Azure DevOp Server ( Azure Pipelins) BB ] » 45 FTHE(
SRR - 3 H AT DEBIE S - B S LR (AU R A R -

£ N = T G B
o BEL TN E EEAEE
S TE TG N EHE SRR B N E R TE » BIBdEE A B R DIgREES » JHIE o ArEna] DA TA4R 2= E 8 B lEE T3 -

Azure DevOp Server ( Azure Pipelins) S5 E B > 5 Ry B2 BB e LT~ RIRF A TESR MG a8 - ARG S8 B A hiR | 5Lt
HHINE - QA Dk B R AIAERER S A& - I H ARl o] DR IE A S b ThRE S B 2 S8 R e
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1H0Rs

>

Edit code Commit/push to Continuous Continuous
source repository Integration Deployment

BRI AN Azu

R

e JlE FHEL = (1aaS / PaaS)

fil Il b R E N5

|

—
X ien/ 1Jd = X

il

- Release pipeline in Team Services

S Release
Management

Git/TFVC > Build (+tests)

Azure
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D i RS EERTAL  EENEERE  2EHA SRS -
7 BLLRZE A BHPCEE - AITES » EREES
PR R W B SREER 24x7 SR R
;}:{f pareay | PRECHCRIIBRS 7R A ST ST A B
PR fdKPartner B BB FZAVRIE - ISR
{TE(&tReady ; e BEFAETEURBE NI
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Products and Services
Azure

Azure Active Directory
Azure SOL Database
Azure Virtual Machines
FastTrack for Azure
FastTrack for Office 365
Power Bl

SQL Server

Industry
Higher Education

Organization Size
Medium (50 - 999 emplovees)

Country
United States

X
3

\$JVC

A PRIVATE JUNIOR COLLEGE

7ML 9 B 1T )


https://customers.microsoft.com/en-us/story/san-joaquin-valley-college
https://customers.microsoft.com/en-us/search?sq=%22Azure%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20Active%20Directory%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20SQL%20Database%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20Virtual%20Machines%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22FastTrack%20for%20Azure%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22FastTrack%20for%20Office%20365%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Power%20BI%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22SQL%20Server%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_industry%26%3EHigher%20Education&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_organization_size%26%3EMedium%20%2850%20-%20999%20employees%29&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_organization_size%26%3EMedium%20%2850%20-%20999%20employees%29&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_organization_size%26%3EMedium%20%2850%20-%20999%20employees%29&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_organization_size%26%3EMedium%20%2850%20-%20999%20employees%29&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_country%26%3ENorth%20America%2FUnited%20States%26%26story_country_region%26%3ENorth%20America&p=0&so=null

Products and Services
Azure Active Directory.
Azure App Service

Azure Backup
Azure Cloud Services

Azure DevOps

Azure Site Recovery

Office 365

Industry

Higher Education

Organization Size

Corporate (10,000+ employees)

Country
United States

AN G Azure 55

et BE SR Ry

SAN DIEGO STATE
UNIVERSITY

R

LLl


https://customers.microsoft.com/en-us/search?sq=%22Azure%20Active%20Directory%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20App%20Service%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20Backup%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20Cloud%20Services%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20DevOps%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Azure%20Site%20Recovery%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=%22Office%20365%22&ff=&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_industry%26%3EHigher%20Education&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_organization_size%26%3ECorporate%20%2810%2C000%2B%20employees%29&p=0&so=null
https://customers.microsoft.com/en-us/search?sq=&ff=story_country%26%3ENorth%20America%2FUnited%20States%26%26story_country_region%26%3ENorth%20America&p=0&so=null

NoO migration is ever linear or simple....

Security and compliance

=

Specific

M Ig ration migration Azure Migration
p|an workloads | Foundations | training
committed

administration
plan Cloud
Technical Strategy
resources

Team In
Project

Business strategy

*

Place (CDE)

_ o management Subscription
ngh level EEXHE Migration resources design
business | Stakeholder] funding
strategy sign off committed Financial Governance

TCO/ ‘ _______ analysis Landi
. . . anding <> ------- Networking
Customer/ MINNES YR Migration zone
partner strategy Identit
contract - v
Pilot
applications
Partner and VM Cost

identification management

support

Azure Migration
operations targeted
Pa rtner scope

Workload
owner
buy-in or
alignment

Migration
factory Scan | Assessment
offering

‘ Discovery and assessment

Technical
skilling

Migration
execution

¢

Migration
execution

Infrastructure Data Incident
security protection | response

Logging and

monitoring

Identity and
access
management

Security RACI

Shared Cloud
responsibility .
model operations

understood

Migration
support
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iR R B R EIREE (For DCEE)

Wi Azure laaSiEiz
0’;;8)/ =l = = =
) s
Bg AD Sites
—t
ZE PR
ADEH S (E1R
Terminal Client) /

/3389

Jump [& %
—r—
L2 PRt
(Bt
% Terminal Client)
—t—
L Pt
(it %g
Terminal Client) - -
L Bl
S2SVPN i

DCE IR 22 F Bk R 4% R 10 A 4838 " Terminal Client)
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It's Time !!

Start Planning with Microsoft Azure for Serverless solution



