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Front-End

Patients (their guardians)

Hospital clerks:

Authenticate

@ ? patient’s identity
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Back-End

Healthcare givers (doctors, nurses, etc)
of participating hospitals

e nne
LM

System administrators
(hospitals and platform)
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Patient Registration (KYC)

ORISR

WAEE PR BEE FEs
hakRes
"

AR T WIRNE L

)

SRR

I o <

1. Download Authorization App
2. Fill in app form, submit registration request

O - 3. Hospital clerk (like RAO in PKI)
authenticate patient’ s identity
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4. Activate patient Ethereum account (public/private keys)
and patient-specific smart contract for keeping

patient authorization record.
(private key kept in mobile phone safe area) %
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2c. Authorization as

Transaction

1. Complete authorization
step

2. Sign the authorization content
as an offline Ethereum transaction

3. Submit the transaction to patient’ s
smart contract
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Key observations and insights
Replacing existing financial
infrastructure by DLT will Aligning key stakeholders for
require significant time and collective action will require
investment Infrastructure Competing difficult balancing of interests in
replacement interests the face of diverging interests
and zero-sum games
Achieving all three key observations will
Implementing new financial infrastructure will delay large-scale, multi-party DLT
require changes to existing regulations, % implementations in highly regulated
standards of practice, and the creation of new Legal, regulatory and markets. However, if successful, these
legal and liability frameworks. Specifically, the governance frameworks could enabile scalable infrastructure
implementation of smart contracts will fabrics, industry-wide solutions and
require additional stakeholder alignment and standardized processes

governance considerations

Source: WEF 2016




