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All nodes run a
consensus protocol to
determine the “trust

Digitally signed
state” of the ledger SItatly 518

Party B’s Party B [transactions and
records ]
Party A’s Party C’s Party A
records records EEE=
Party D’s _
reczrds All parties have

same replica of the
ledger

<Conceptual ledger>
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Encryption Signature
David yp g
Sandra David
La(rjge
Random
Hello I will
Number David <— bay $500
K‘l’ e David’s DaV|d s
€ blic k
Genergtion 6EB69570 PUDTICKEY DFECD3454 private key
FOLEN 08E03CE4 BBEA788A

/ \l : David Sandra
i i Hell -<—(O Y 55 W Ip
Public Private - David Decrypt pay $500

David’s David’s
private key public key
8
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> 3% 38 (Hash Function) \/
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v EX: SHA1, SHA256, Keccak 256 H[
]

> J&* §~ 1 Applications

vV S sz as (MAC)eh A 4 l

VEEEF > RBMEE TR
"TisEcA 2 F

Input Hash sum

| Hash \%
: ~->¢\S\\-“'
function Message Digest D
x D=H(M)
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(1) Sandra % David 4 David's private
Bitcoin address or QR code key
&% T T

(2) David @.J% AL

J

R B KR (S £
(3) Sandra ¢ @|+=423 'z , David’s public
(pending ;A8 ) » & R FXIL o key

(4)““3 L giEle 0 T LT David’s wallet

e~ T 2% (finalized) > F&
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Bitcoln ’, \ _
network / L

f NodeC o (\\
/7D '\ \

avid’s private key

0D Node A ,"——>J Node B
David’s wallet \ P
David’s public key <Broadcast message>
J
Daid /4% $hdrd e | o £
David —> Sandra 5BTC ,f}, f Digitally signed transaction ~ David’s public key

Transaction request message  David’s private key

| | wrmme 2 3% (4 B @5 nodes 34 7)
% l. %% public key £ signature £ % ¥ 4p {2

Dolid/f#/5Add FBTC | 2. ks David =& = § &3 Bitcoin.

Digitally signed transaction = 20 F, o R Z R E TR
! %rﬁﬁJ’EJ&?‘Bamri%?ﬂ'

Broadcast to the Bitcoinnetwork  (transaction pOOlS>J > T «:kJL FT = o
3. BAF L R 5 L BRI H R



https://bitnodes.earn.com/

225 | #1302 #1303 #1304
| /CKcljBBkhsd0a] /| / jwifg3nsdked

% Alan —> Rachel 1 BTC [ Lisa —>Sandra 2 BTC ] | Alice—> Janice 2 BTC ] [ Erin —> Helen 1BTC
% || e — poronemc [ Mary—> John 3 BTC ] Polly —> Ivy 2BTC | [ oy —> MyraSBTC |
- r leo —> Yuri 1 BTC ‘ [ Tom — Tony 3 BTC ] Bella —> Amy 1 BTC 1 Betty — Janet 2 BTC
@ & [ Milo —> Jim28TC | . :
, Tiffany — Cara 5 BTC | [ Brian ——> Jenny 2 BTC ] [ Alison ——> Flora 5 BTC ‘ | Brian —> Jane 2 BTC

[,L"i"i ij" A
= FH T Hsa 5a

2 % 3R H
e ™
BLOCK #1304 ,. \
Block ID = D\ )
227? 7 T
Previous Block Pool 1 ’ N, }/
Kckj86khsd03 Pool 2 g
Transactions 4
Erin =» Helen 1 BTC f
Joy = Myra 5 BTC s )
-
\_ Brain :)"-J.ane 2 BTC o
"“W _" > l_ "j
PR —Spgup —> x4 pap —> FEES
I B~ iEE R B ENIE iR W B

% H.48 58 (full node)
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(Proof of Work, PoW) 3

VBT SR ER # - e Merkle root fﬁémgﬁigf
(BlOCk h@&d@f) Hash value M of T3 % nunber)

> ; -%r - B I_Bﬁr:tg R I

Rt VT -

e Sk i{iﬁ SV NI ) Difficulty  shing

N Determines — A

rs * E iR F B 7 4 1#?:‘

. o 3 e = 2 PiRE Hash value AT
> 7"’?‘ T‘i‘j 3 “th- | ji ‘ﬁn e By, Target Value

N
(35 2 % ) Compare

' #%2 Hash value < P &1

i
PoW ﬁ”FFH %E



http://yogh.io/#mine:last
http://yogh.io/#mine:last

iz 9% = ¥4 fg tk A %ﬁ it NARLabs

, » » > AKX ( )
> %7 "RE A THEFHAF , B | BITCOIN TRANSACTION
RS FEFPEg TR REQUEST MESSAGE
BI:COInl “David sends 5 BTC to Sandra”
Message Network
propagates ' / 5 David — Sandra 5 BTC )

on the network
<block £ nonce > o

[\

< ° LEDGER @ LEDGER @
‘ = . Account owner Value Account owner Value
, o r Mary 4 Mary 4
:hl iﬁu :‘P ,éﬁ‘y!:’ John 56 John 56
. ‘ Sandra 83 Sandra 88
‘ Lisa 16 Lisa 16
‘ \ David 187 David 182
Brian 23 Brian 23
Node
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~.%, HYPERLEDGER

Dbftcoln

W FABRIC

Permissionless | Permissionless | Permissioned | Permissionless
POl PoW (Ethash), Solo, Raft, Coordinator
PoS SBFT (current)
(finality) No No Yes No
TR R No No Yes No
T B E 51% attack H1% attack 1/3 & 2 34% attack
Trusted
No needed No needed validator No needed
nodes
7 TPS 20TPS (8-15 Thousands 7-12 TPS
TPS) TPS (Coordinator)
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d FE LY (Smart Contract)

Conditional purchase

CONTRACT ;j;

Holder : Sandra
Seller : David

The holder is entitled to purchase
150 shares of CRD Inc from

the seller at a defined price of $30
per share.

The contract expires at March 28,
2019,

EEAE 3
& | $%

B A2 X5
>

IVEE PN
"SR
&R T B
) IAT

Pragma solidity 20.4.20;
contract Purchase (
uint strikePrice = $50
string holder = Sandra
string seller = David
uint asset = 150 // shares of CRD

Inc.
string expiryDate = March 28", 2019

Function exercise() returns (bool){
If Message Sender = holder,

and

If Current Date < expiryDate, then
holder send($3,000) to seller, and
seller send(asset) to holder
return true;
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Jemocracy Dies in Darknes

National

Fake diploma? Florida candidate apologizes,
stays in race

Most Read World

By Associated Press

August 13

TALLAHASSEE, Fla. — A Republican candidate for the Florida 1 I horrifying detail, women
accuse U.S. customs officers

Legislature is apologizing for saying she had a college degree that she of invasive body searches

didn’t complete, but says she will still stay in the race. _
2 Pope Francis: ‘No effort must

be spared' to tackle Catholic
State House candidate Melissa Howard last week posted a photo of herself Church’s abuses

with a Miami University diploma after being accused of lying about her
3 Awoman fell from her cruise b

degree, but on Monday she said she made a mistake. ship — then spent 10 hours
treading water

It’s also a mistake that might be a crime — it’s a first-degree misdemeanor

. . ) 4 Manafort jury begins third
in Florida to forge a diploma. Aav f daliharatinna

R
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Fake Diplomas Reflect Indo ‘s Broken Education System

Fake Dlplomas Reflect Indonesm s Broken Education
System

@ Jessie Prasetya @ Apr 25, 2017 & Education, Scams In The City Comments 0ff On Fake Diplomas Reflect Indonesia’s Broken Education Sm

020000000 .

With chop shops camouflaged as “foreign-licensed” universities or “economic institutes”, the demand for
fake diplomas continues to thrive in Indonesia.

Around the world, many businesses, organizations and institutions don't officially recognize university
diplomas from Indonesia. Part of the reason for this is the country’s prevalence of counterfeit degrees
and a lax rule of law that allows people with enough money to simply buy degrees from corrupt
university officials. This dynamic often makes it difficult for honest local graduates to get employed
outside the country, but it also leads to Indonesia’s students aiming to attend university abroad if they
hope to truly invest in their futures.

The fake diploma scam is nothing new in Indonesia. It's been around for vears, but the trend came
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News & Views Careers Events Reports & Data I N S I D E Admissions

Trending: Submissions Banned Course Material Spending Plummets H | G H ER E D Subscribe

MIT Introduces Digital Diplomas

Some of the technology institute’s graduates can now choose to receive secure virtual credentials
protected by block-chain technology.

By Lindsay McKenzie  // October 19,2017 2 COMMENTS

The Massachusetts Institute of Technology is offering some students the option to
be awarded tamper-free digital degree certificates when they graduate, in Easlly view and shérs your
partnership with Learning Machine. Selected students can now choose to download offcalrecors

a digital version of their degree certificate to their smartphones when they graduate,
in addition to receiving a paper diploma. i

Using a free, open-source app called Blockcerts Wallet, students can quickly access

a digital diploma that can be shared on social media and verified by employers to @
ensure its authenticity. The digital credential is protected using block-chain
technology. The block chain is a public ledger that offers a secure way of making
and recording transactions, and is best known as the underlying technology of
digital currency Bitcoin.

L P P

A news release Tuesday described how MIT has been thinking about using block-
chain technology to secure digital credentials for the past two years. In 2015 Philipp Schmidt, the director of
learning innovation at the MIT media lab, began issuing nonacademic digital credentials to his team, but he
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THE WALL STREET JOURNAL Subscribe Now | Signln

Home World US. Politics Economy Business Tech Markets Opinion Life&Arts Real Estate WSJ. Magazine Q

BUSINESS | LEADERSHIP | WORKPLACE TECH

Blockchain May Offer a Résumé You Can Trust

Colleges and tech companies are using the digital ledger to develop easily verifiable diplomas and
employment records

By Henry Williams
March 11, 2018 10:02 p.m. ET

Employers have struggled for years with the question: How do I know From The Experts -

1 1 1 1 ?

these job candidates are telling the truth about their background? The Six Biggest Mistakes
Multinationals Make in

New assurance may come from a surprising place: blockchain China

technology. The Problem With

. ‘ _ _ . Popular Employees

A handful of educational institutions and technology companies are

How Leaders Can Stop 4

Employees from J

Tialila aundaler TTi ASan ~ =




NARLabs

G R RE SR

AFERBEXSEMAEETER LOBRRBEKFFSE - RkaaePmBUG
BERE, Z#EE  DILEXEZEEREREZRF - RESPHP /N2
M e




NARLabs

| s )
© TRFTHERILARIE(T L ATI0E D TR A A A
)
L i
c RGN FTRET Y H(HMEEE)
® Tl
c PRAPIET E21L




NARLabs

BRERE

( Smart
contract

()

g gz iy




NARLabs

A B EE it

__|_1E

Ethereum + QR code + IPFS
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« HZERTFHEQR code
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#HEID:

BATRRA .
#fTHHE:
T8 -
HEL

B8 Akt
e AfIHE
=N

58999204

1.0.0

2018/06/11 16:57:37

mycert

certtest
0xfb46bc13130be5bc1ad5d15dd3d704ad77774c78
0xc305b68e32fb5c9033f30b1d1edc68221bea7801
0xc305b68e32fb5c9033f30b1d1edc68221bea7801
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DIPLOMA corfess smsirons s

This diploma is awarded to ZHANG, KAI-YAN, born on the 26th day of
November, 2005, who has satisfactorily completed the course of study
as prescribed by the law. It is given in Taiwan, Republic of China, this
14th day of June, 2018.

Good!! Taichung City Wufeng District Kuang Cheng Elementary School

Principal  Juan, Chih-Wei ‘
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APl Gateway

Smart Contract/ Dapps

Oracle

Service
Blockchain as a Encryption as a

Service Service




NAR
&) 3 F .48 PR 52-BaaS g4t

&) xaiamninen | Bl Baas*
ZEHEIA1E 000 X
HaE A GF
S oo :
s R 000 000
e B85 000 °
= O X

*EEBaaS Y 5 WS : IBM, Microsoft, Oracle, SAP, Amazon, Google



NAR
IBM Blockchain Service Plan

Enterprise Plan 4 x nodes/
$1000 / month month

Plus $1000 / month for each peer 1k + 4k

deployed. - 5k USD

Get all the features of starter plan, plus (Z/\j)ﬂ 150000773)

everything you need for a full production
environment; including HSM availability,
fault tolerant ordering service, added layers

of security and premium support options.

IBM Blockchain Platform
https://console.bluemix.net/docs/services/blockchain/enterprise_plan.html?pos=24-
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