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C & https://azuremarketplace.microsoft.com/en-us/marketplace/apps?search=xendesktop%20essentials&page=1 w @ [ Q G :
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Search Marketplace £

m Microsoft Azure Marketplace Apps v

Browse apps Trials Operating System Publisher Pricing Model Product Type
All v All v All v All v All v
Get Started
Compute
Reset filters
Networking
Storage Results in All apps for xendesktop essentials (10)  view consulting services (15)
Web
Mobile @ @ GF!
Containers
Databases Citrix \!irtual Desktops Citrix \!irtual Apps GFI Mail Essentials Talent 2 Essentials
Essentials Essentials By GFI MailEssentials By Talent2 Pty Ltd.
Analytics By Citrix By Citrix Use Azure AD to enable user Use Azure AD to enable user

Al + Machine Learning
Internet of Things
Mixed Reality
Integration

Security

Identity

Developer tools
Management Tools
Blockchain

Azure Active Directory apps

Simplify Windows 10 on Azure
deployment and management
at-scale.

** @

Get it now

C

The easiest and fastest way to
securely deliver Windows apps
from Microsoft Azure to any

* %7 (19)

R

Get it now

ey

access to GFl Mail Essentials.
Requires an existing GFI Mail

Get it now

access to Talent 2 Essentials.
Requires an existing Talent 2

Get it now

&

SoftNAS Cloud ShooklOT Essentials for
Essentials HOT
BRv SAfFNAS Rv ShoaklOT

Silicon Valley Bank U.S.
Bank TrustNow
Essentials

User Logon Experience
for XenApp and K
XenDesktop



Delivering Windows 10 on Azure with Citrix Cloud

CITRIX

B Microsoft

oo
oo
oo

citrp¢ Cloud

Citrix Cloud is hosted on Azure

New XenDesktop service manages, monitors
and provisions Windows 10 Enterprise CBB
virtual desktops on Azure

Microsoft Azure

Customer brings Azure subscription
Customer pays for laaS consumption for Windows
10 Enterprise CBB virtual desktops

Azure Hybrid Use Benefit for Windows 10 Preview
through Azure Image gallery.

Windows 10

Customers will need Windows 10 Enterprise
E3/E5 Per user or Windows VDA Per User license
Future VM Use Rights - Will include Windows 10
CBB virtualization rights for Azure and approved
3rd party partners

CiTRIX



XenApp/Desktop on Azure — Architecture 1

x Cloud

License
Server

Client Receiver Delivery StoreFront
Controllers

Connector

NetScaler Windows 10 e
CEIWEW Server 2016

Active

AZ l-J re Directory

°
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EfEDemo: HEEFEF] T ZAzure data center

B CitrixCCS - 52.165.154.197:3389 - Remote Desktop Connection

L |

Recycle B CAWindows\system32\cmd.exe

Microsoft Windows [Version 10.0.14393]
(c) 2016 Microsoft Corporation. All rights reserved.

-C :\Users\ISUAdmin.SMARTIMISSUOUTL>ping 168.

L

isuroot Pinging 168.95.1.1
Reply from 168.
Reply from 168.
Reply from 168.

Reply from 168.

with 32 bytes of data:

.1: bytes=32 time=211ms TTL=233
.1: bytes=32 time=216ms TTL=233
1
1

O

O

bytes=32 time=210ms TTL=233
bytes=32 time=210ms TTL=233

0o O
viuvruon o

Ping statistics for 168.95.1.1:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 2106ms, Maximum = 211ms, Average = 210ms

C:\Users\ISUAdmin.SMARTIMISSUOUTL>_
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Virtual Apps

— = A
AL
No more upgrades.

Built-in Citrix expertise.
One console.

9 © 2016 Citrix | Confidential
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citTrix' Cloud

Virtual

Desktop Management

B TR 2R

Deploy apps and
desktops in hours,
not weeks.

Collaboration

™,

R R

Choice to deploy
on any cloud or
infrastructure.

e
N
Your apps and

data where you
want them.

CiTRIX



Citrix Cloud servicesH\{E%k

Reduction in overall complexity, infrastructure, time

Upgrade cycles

Admin time

S el E e Example: XenApp and XenDesktop Service

App/OS Virtualization

Admin time
App/OS Virtualization -
HW procurement Admin time

HW procurement App/OS Virtualization
Capacity/sizing

Capacity/sizing

Traditional SW Citrix Cloud Citrix Cloud
Deployment Hybrid Deployment Cloud Deployment

°
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274> Citrix Cloud N &R
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Credentials

Customer
Data

Brokering
Data
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Citrix Cloud Connector encrypts user
credentials before they reach the cloud

Machine images and application data always
remain on customer premises

Citrix Cloud only stores metadata on users
and applications

CiTRIX
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 Zg4: Cloud Connector

Secure connectivity... to any environment

citrix Cloud

XenApp and XenDesktop Service
NetScaler Gateway Service

HTTPS (port 443)

Citrix Cloud Connectors
(CENEEL

Connector Provisioning Identity

Authentication Proxy

Active
Directory

Resource

&Location

12 2016 Citrix | Confidential

Cloud Connector

* Installs on any domain-joined
Windows Server 2014 or 2012 R2
machine

* All traffic is outbound to the cloud
over HTTPS (port 443)

* Works behind NATs and HTTP proxies

* Auto-updater keeps Connector
evergreen

* Redundant configuration option for
high availability

CiTRIX



CITRIX

citTrix' Cloud XenApp Service and
XenDesktop Service

13 © 2016 Citrix | Confidential
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Trade-off Between Cloud Simplicity or IT Control

Single Vendor Cloud

Your Data, Your IP

14 2016 Citrix | Confidential

Management and your
IP had to be in one cloud

Limits choice

Limits economics

Limits app performance
Limits control

CiTRIX



Citrix = 77\

More Flexibility, Simplicity, And IT Efficiency

Management in the cloud

Consistent user experience
Single, unified administration

citTrix Cloud

Infrastructure App, Mobile & Data  Networking loT Service integrations
Automation Services Services

Automatic updates

Your Apps & Data, Your IP IP wherever you want it

Better compliance
Better security

Better data sovereignty
Choice of economics

Hypervisor Public Private Hybrid Hyper-

Platforms Cloud Cloud Cloud converged

°
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{478 Citrix{fiZ 5=, (Apps & Desktops): On-Premises

Lots to deploy, configure, manage

T
m
Server
StoreFront / ¢ I
> .
Receiver
Delivery
Controllers
Customer/Partner
=
managed
NetScaler :
Gateway Active
Directory
Hypervisors
e

°
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{5 FH Citrix Cloud#fiZE (Apps & Desktops): Citrix Cloud Service

Cloud-based management, local resources — less to deploy plus faster, simpler deployment

StoreFront/

£
I

Receiver for Web

citrix' Cloud

License
v |

Delivery
Controllers

Cloud Connectors

NetScaler
Gateway

Hypervisors

Resource Location(s)

Active
Directory

17 © 2016 Citrix | Confidential k
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Citrix Cloud
(operated by Citrix)

Customer/Partner
- managed

J\ Azure 3

Google Cloud Platform

—

i
“rramazon
7 web

© webservices™



{5 FH Citrix Cloud4fi 2 (Apps & Desktops):CSP

Cloud-based management, local resources — less to deploy plus faster, simpler deployment

citrix' Cloud

m
Server

StoreFront/ ¢
Receiver for Web

Delivery
Controllers

18 © 2016 Citrix | Confidential

Cloud Connectors

NetScaler
Gateway

Hypervisors

Resource Location(s)

Active
Directory

—_—

Citrix Service Provider
—— (operated by Citrix)

CiTRIX



Windows Desktops

Pooled Personal Pro Graphics Remote PC Local VM

Linux Desktops

Server Desktop Virtualized Secure Browser Shared Personal
Virtualized Apps Apps Apps

CiTRIX



Smartphones Tablets Laptops Desktops

Windows 10

CiTRIX
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N

1ECitrix Cloud’E ¥ % Virtual Apps/Desktop{sE i Hi Bk

citrix' Cloud

Virtual Apps/Desktops Service

~

Connector Connector

k Branch Office Zone / k Primary Zone / k Azure/AWS Zone /
AN oS =5 v =0 =S =l YRS s
I I AR [ 2 e

°
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o M BRI R (5 iy T
Adaptive Display

Overview

{® CBS THIS MORNING

Trending Videos

lOcearch says it's found first- : T et
'e_\@_r_q_reét_\_/v_h_lt_e_ sharks____ 1 W&EEEES o --
._rlu_r§§m TR

l"* : [Stranger in line at Walmart
m Ibrmgs teacher to tears with

T =L TS T -

[ Transport Layer J [Application Layer}

Morning Rounds ' Note to Self | Green Room | Saturday More~ The Rundown «

ALIDIO (
(_ cLIPBOARD
( DRIVE
(_ PRINTING |
(( COM

ICA has multiple
virtual channels

VIDEO

* Green = Video / 3D graphics

H.264 = Most efficient for video and 3D graphics, but with
higher CPU usage

* Red =JPEG / Images

Thinwire = Most efficient for static images with low CPU usage

e Blue = Text

Overlay lossless = Most precise for text to avoid blur

CiTRIX
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HDX Broadcast
ICA and RDP protocol support for access
from any device, anywhere

HDX MediaStream
Video and audio playback

HDX RealTime
Voice and video for real-time
collaboration

HDX Mobile
Touch navigation for Windows apps;
local device features

HDX Plug-n-Play

Access to local resources and
peripherals, including USB devices and
printers

HDX RichGraphics
2D/3D graphics incl. Adaptive Display,
HDX 3D Pro and Microsoft RemoteFX

HDX WAN Optimization
Performance and bandwidth optimizations
for branch offices with Citrix CloudBridge

HDX Adaptive Orchestration
Best user experience based on server,

network connection and user device .
CITRIX
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0.021669944
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0.891891074 0.108743508  0.534254064

0.812052996 0.31310057
0.317132026 0.071105532
0.762827733

0.2255579
0.963351181
0.393696637
0.285921524
0.545414396 0.056687897

0.055954359 0.43560528

0.951373277
0.703628107|

0.416741242 0.001362248

0.5¢
0.25¢
0.61¢
0.61:
0.781
0.66¢
0.64(
0.011
0.41¢
0.63¢
0.22
0.41;
0.65¢
0.31¢
0.66:

013

v| B 2, = ||=RanDp

A

| B

C

[ R N e T Y K I Y

f=]

—
=

—
—

12

0.416665352
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0.597025229
0.961620244
0.070503303
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0.15783259
0.990143619
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0.906420549

" EW 0.157925038
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0.725658056

0.877752261
0.440568722
0.524023724
0.613490115
0.305177292
0.209797067
0.149404522
0.531212637
0.535359175
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0.196740275
0.319591314
0.765376356

0.68417603
0.451940109

0.661511571
0.143212357
0.455415749
0.255605862
0.323741868
0.247613124

0.32796204
0.745200086
0.308351265
0.5629078837
0.720795309
0.771688153
0.312169447

0.673626481
0.514532099
0.249281787
0.485004769

0.93421541
0.109644959
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0.50091903]

E
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SPEEIRIE(1Gbps Network)

* CPU usage(1Gbps Network) 1Gbps Network
H|gh Nejcwork
HDX < EDT < RDP < BLAST < PColP
* Network Bandwidth usage(1Gbps Network) ‘

High
HDX < EDT < BLAST < PColP < RDP ‘

CPUUsage

CPUUsage Low
High

Network
BandwidthUsage
High

CiTRIX



{EAH E R (10Mbps Network)

* CPU usage(10Mbps Network) 10Mbps Network
H|gh Nejcwork
EDT < HDX < RDP < BLAST < PColP
* Network Bandwidth usage(10Mbps Network) EDT
High HDX
EDT < HDX < BLAST < RDP < PColP L;'_Lﬂ
EDT worked effectively under the network CPUUsage RDP CPUUsage Low
conditions e
PColP

BLAST did not work effectively under the
network conditions

Network
BandwidthUsage
High

CiTRIX
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7 Director — System Dashboard

Director = EdlgeSight  uk-arthur-5026 Thomas Berger v+ CITRIX'

User Connection Failures 0 Failed Deskiop OS Machines |8 Failed Server OS Machines | 2!

%ﬂ%ﬁi‘&;ﬁ Total Failed Server 0S5 Machines
Jany = Maximum Load - RDS Machine reached maximum capacity
(incl. License Server & Felled t Shart ,

. Stuck on Boot
License Usage)

Data updated every minute ¢

Choco2012
Unregistered O UKAR6Win2012...

As of 10/17/2014 1:48 PM M 1Z55PM LOOPM LOSPM L10PM L:SPM 1:20PM LISPM L30PM L3SPM 140PM 145 PM

50
69 =
Sessions Connected

fe e G 1255 P 1:00 PM 1:05 PM L10PM 1:15 PM 120 L.25PM L30 P 1.35PM 140 P 1:45 PM
teftE A, (HiEE Vi Hstorcl T

FEN OB EES
(real-time) for support

staff vt 18sec 1T 1 1 :

Over las

. Average Logon Duration s Number of Logons

Duration

Logons

12:50 PM 12:55 PM 1:00 PM 1:05 PM 1:10 PM 1:15 PM 1:20 PM 1:25 PM 1:30 PM 1:35 PM 1:40 PM 1:45 PM
View Historical Trend

Infrastructure
. . . Configuration Monitoring
Host Status Delivery Controller Status Services Site Database License Server ing Datal Dat
chexs + No Alerts ch-ar-ddc-10.xendesktop.eng.citrite.net  # Online + No Alerts + Connected + Connected + Connected + Connected
CM-X5 + No Alerts cm-ar-dde-10.xendesktop.eng.citrite.net % Online ' No Alerts + Connected ¥ Connected + Connected v Connected
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Citrix Workspace Environment Management

Optimize User Experience Simplify Administration

Accelerate Logins Save Money

CiTRIX



CPU & /I\/Ops optimizations

CPU

|/Ops
usage

AppArpAnp2  AppB 2 App 3 Time
H ﬁ E———
[ Time to execute = user experience (shorter is better) } o
31 © 2016 Citrix | Confidentia CITR!X




Login time optimizations

4 Network drives/printers

3 Logon scripts

*  No more complex scripts

. No more « wait 5000 » o
2 GPO/GPP '

. No more « if member »

1 User
profile

Session init

Login : 10 to 15s Login : 45s or more...

32 © 2016 Citrix | Confidential




CITRIX

citTrixX Cloud Analytics Service

34 © 2016 Citrix | Confidential
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Gap in Cybersecurity Professionals by Region

\

EUROPE, THE MIDDLE

LATIN AMERICA EAST, AFRICA

~136K ~142K
NORTH AMERICA ASIA PACIFIC
~498K ~2.14M

GLOBAL
~2.93M




Citrix Analytics

Citrix Analytics

Reports Basic
Advanced

Director | Smart Check XM Analyzer MAS | SD-WAN Insight

Citrix XenApp Citrix XenMobile Citrix ShareFile Citrix NetScaler

Spans Solution Areas Spans Citrix Products Spans ‘Analytics’ Types



Security Analytics

What is it?

2l

SCERTEAL B2 ] TR BTIES)
What happened? How it happened? What will happen? What to do?
Excessive (sensitive) Stolen Loss of Quarantine
file downloads credentials (sensitive) data User

°
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Citrix Analytics 25— _HY

Analyze

© 2016 Citrix | Confidential

Respond

CiTRIX



ERZETT RE I

E Citrix Cloud X E Citrix Analytics Service X +

N N feea P L 2
o (5 SHITFT R R AR = | | B B
/ & > C & https://analytics-demo.cloud.com/user/eyJyaXNrX3Njb3JIX2NoYW5nZSIEBMTMsInJpc2tfc2NvemUiOjk2LCJ1c2VyX2lkljoiQW5kemV3IE.. v+ @ [ O e

\ ) , .J_. iz [-
This is a demo environment.
i % E/j JUN /LJ\, sf Security Performance Operations Settings Help Search Alerts

“ m Andrew Jackson Last updated April 24, 2019, 02:07 HKT (UTC+0800) (3 & Userinfo  Actions v~  Last1Hour v

GLOBAL CITRIX CONTENT COLLABORATION

) N ﬁ e\ S — . ) Stop Session Recording
[ ) 5% E I% ZB B ¥j¥ %{T 5/8/2018 Add to watchlist Disable user
W l:[ III Notify administrator(s) Expire All Links

CITRIX ENDPOINT MANAGEMENT

Al J: <<< 2 AR vi b [ Lock device
/DN 7N EIEI 09:45:00AM  (— 01 Device with blacklister  CITRIX GATEWAY CITRIX VIRTUAL APPS AND DESKTOPS ) \otify Admin

Log off user Log off user .
Notify user

—_ A . .
— E |§ £ Start session recording
= J L‘ )3
"‘ 09:45:00AM  ()— Unmanaged device de

09:45:00 AM e» Start session recording Action applied >

* PRELEH I fE i

09:26:00 AM  ()— @ it Excessive access to sensitive files (DLP aler.. >

09:00:00 AM  ()— ‘Lt EPAscan failures >

08:59:00 AM  (— Excessive file uploads >
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