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從雲端教室看 
校務行政電腦虛擬化 

​Eric Chang 張晉瑞 

​Presales 
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國家資通訊安全發展方案(106~109年) 
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Delivering Windows 10 on Azure with Citrix Cloud 

XenDesktop Essentials Service on Azure 

XenDesktop Essentials 

• Citrix Cloud is hosted on Azure 
• New XenDesktop service manages, monitors 

and provisions Windows 10 Enterprise CBB 
virtual desktops on Azure 

• Customers will need Windows 10 Enterprise 
E3/E5 Per user or Windows VDA Per User license 

• Future VM Use Rights - Will include Windows 10 
CBB virtualization rights for Azure and approved 
3rd party partners  

• Customer brings Azure subscription 
• Customer pays for IaaS consumption for Windows 

10 Enterprise CBB virtual desktops 
• Azure Hybrid Use Benefit for Windows 10 Preview 

through Azure Image gallery. 

How it Works 

Microsoft Azure 

Windows 10 
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SQL StoreFront Delivery 
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NetScaler 
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Server 
VDAs 

Windows  
Server 2016 

License 
Server 

Studio Director 

XenApp/Desktop on Azure – Architecture 1 

Windows 10 

Connector 

How it 
works 

Active 
Directory 

Client Receiver 

Internet 
AD 

connector BYOL 



5 ©  2016 Citrix | Confidential  

實際Demo: 連接美國中部Azure data center 
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更快的部署Citrix technologies 

增加部署靈活性 

整合Citrix environments 

不再需要升級 – 自動取得最新功能 

設定和管理的專業技術需求較低 

不需維護實體infrastructure 

較少的前期投資, 資本支出 -> 營業費用 

本質上即multi-site 

已包含基本的維護 

為何選擇Citrix Cloud services ? 



9 ©  2016 Citrix | Confidential  

Virtual  
Apps 

Virtual Apps 

VDI 
Desktops 

Virtual  

Desktop 

Endpoint 

Management 

Mobile Apps  
& Devices 

File Sync  
& Sharing 

Delivery 
Networking 

Content 

Collaboration ADC  

更快速 
Deploy apps and  

desktops in hours,  
not weeks. 

更簡易  
No more upgrades. 

Built-in Citrix expertise.  
One console. 

更彈性 
Choice to deploy  
on any cloud or 
infrastructure. 

更安全 
Your apps and 

data where you 
want them. 

 設計以最佳的方式傳遞Citrix services 
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Citrix Cloud services的優點 
Reduction in overall complexity, infrastructure, time 

Traditional SW 
Deployment 

Citrix Cloud 
Hybrid Deployment 

Citrix Cloud 
Cloud Deployment 

IT
 E

ff
o

rt
 

Upgrade cycles 

HW procurement 

Capacity/sizing 

Software set-up 

App/OS Virtualization 

SW maintenance 

Admin time 

Admin time 

App/OS Virtualization 
Software set-up 

HW procurement 
Capacity/sizing 

Admin time 
App/OS Virtualization 

Software set-up 

Example: XenApp and XenDesktop Service 
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安全: Citrix Cloud 不接觸客戶的資料 

Credentials 

Customer 
Data 

Brokering 
Data 

Citrix Cloud Connector encrypts user 
credentials before they reach the cloud 

Machine images and application data always 
remain on customer premises 

Citrix Cloud only stores metadata on users  
and applications 
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Cloud Connector 
• Installs on any domain-joined 

Windows Server 2014 or 2012 R2 
machine 

•All traffic is outbound to the cloud 
over HTTPS (port 443) 

•Works behind NATs and HTTP proxies 

•Auto-updater keeps Connector 
evergreen 

•Redundant configuration option for 
high availability Active 

Directory 

HTTPS (port 443) 

Hypervisors 

Server 

VDAs 

Server 

VDAs 

Server 
VDAs Server 

VDAs 

Server 

VDAs 

Desktop 
VDAs 

簡單, 安全: Cloud Connector 
Secure connectivity… to any environment 

XenApp and XenDesktop Service 

NetScaler Gateway Service 

Citrix Cloud Connectors 

Identity Authentication Provisioning Proxy 
Gateway 

Connector 

Resource 
Location 
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XenApp Service and 
XenDesktop Service 
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傳統雲端佈建方式 
Trade-off Between Cloud Simplicity or IT Control 

Management and your  
IP had to be in one cloud 
• Limits choice 
• Limits economics 
• Limits app performance 
• Limits control Your Data, Your IP 

Single Vendor Cloud 
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Citrix建議方式 
More Flexibility, Simplicity, And IT Efficiency 

Management in the cloud 

• Consistent user experience 
• Single, unified administration 
• Service integrations 
• Automatic updates 

Infrastructure 
Automation 

App, Mobile & Data 
Services 

Networking 
Services 

IoT 

Your Apps & Data, Your IP 
 

 

 

 

 

Public 

Cloud 

Hybrid 

Cloud 

Hypervisor 

Platforms 

Private 

Cloud 

Hyper-  

converged 

IP wherever you want it 

• Better compliance 
• Better security 
• Better data sovereignty 
• Choice of economics 
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SQL 

Hypervisors 

Active 
Directory 

NetScaler 
Gateway Server 

VDAs 

Server 
VDAs 

Server 
VDAs Server 

VDAs 

Server 
VDAs 

Desktop 
VDAs 

License 
Server 

Studio Director 

Customer/Partner 
managed 

Delivery 
Controllers 

StoreFront / 
Receiver 

傳統 Citrix佈建方式 (Apps & Desktops): On-Premises 
Lots to deploy, configure, manage 
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Citrix Cloud   
(operated by Citrix) 

SQL 

Hypervisors 

Active 
Directory 

NetScaler 
Gateway Server 

VDAs 

Server 
VDAs 

Server 
VDAs Server 

VDAs 

Server 
VDAs 

Desktop 
VDAs 

License 
Server 

Studio Director 

Customer/Partner 
managed 

Resource Location(s) 

Delivery 
Controllers 

StoreFront/ 
Receiver for Web 

使用Citrix Cloud佈建 (Apps & Desktops): Citrix Cloud Service  
Cloud-based management, local resources – less to deploy plus faster, simpler deployment 

Cloud Connectors 
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Citrix Service Provider   
(operated by Citrix) 

SQL 

Hypervisors 

Active 
Directory 

NetScaler 
Gateway Server 

VDAs 

Server 
VDAs 

Server 
VDAs Server 

VDAs 

Server 
VDAs 

Desktop 
VDAs 

License 
Server 

Studio Director 

Resource Location(s) 

Delivery 
Controllers 

StoreFront/ 
Receiver for Web 

使用Citrix Cloud佈建 (Apps & Desktops):CSP  
Cloud-based management, local resources – less to deploy plus faster, simpler deployment 

Cloud Connectors 
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Shared 

Windows Desktops 

Windows Apps Linux Desktops 

Pooled Personal Remote PC Local VM 

Shared Personal Server  
Virtualized Apps 

Desktop Virtualized 
Apps 

Pro Graphics 

Web Apps 

Secure Browser 
Apps 
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Laptops Tablets Smartphones Desktops 



Citrix 觀點 
​把“人”放在中心的IT轉型 

Apps Devices Locations 
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Virtual Apps/Desktops Service 

在Citrix Cloud管理多Virtual Apps/Desktop使用地點 

Connector Connector 

Physical Catalog XenServer Catalog 

總校區 

Primary Zone 

AZ2 

Connector Connector 

AZ1 

電腦教室 

Azure/AWS Zone 

Hyper-V Catalog 

分校區 

Connector Connector 

Branch Office Zone 



使用者體驗 
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彈性調整的傳輸協定  
Adaptive Display 

• Green = Video / 3D graphics 
H.264 = Most efficient for video and 3D graphics, but with 
higher CPU usage 

 

• Red = JPEG / Images 
Thinwire = Most efficient for static images with low CPU usage 

 

• Blue = Text 
Overlay lossless = Most precise for text to avoid blur 

 

Overview 
TCP 
 
UDP 

ICA 

AUDIO 
CLIPBOARD 

DRIVE 
PRINTING 

VIDEO 
COM 

ICA has multiple 
virtual channels 

Application Layer Transport Layer 
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高解析度的使用體驗 

HDX MediaStream 
Video and audio playback  

HDX Broadcast 
ICA and RDP protocol support for access 
from any device, anywhere  

HDX Mobile 
Touch navigation for Windows apps;  
local device features 

HDX Plug-n-Play 
Access to local resources and 
peripherals, including USB devices and 
printers 

HDX RichGraphics 
2D/3D graphics incl. Adaptive Display,  
HDX 3D Pro and Microsoft RemoteFX 

HDX WAN Optimization 
Performance and bandwidth optimizations 
for branch offices with Citrix CloudBridge 

HDX Adaptive Orchestration  
Best user experience based on server, 
network connection and user device 

HDX RealTime 
Voice and video for real-time 
collaboration 
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文字清晰度  

26 

VMware Blast Citrix HDX/EDT 

• Blurred characters, especially with colored 
background 

• Yellowish haze around the characters 
• Very tiring on the eyes 
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• CPU usage(1Gbps Network) 
Low                                                         High  

HDX < EDT < RDP < BLAST < PCoIP 

• Network Bandwidth usage(1Gbps Network) 
Low                                                         High  

HDX < EDT < BLAST < PCoIP < RDP 

高頻寬環境(1Gbps Network) 

EDT 

1Gbps Network 

HDX 

RDP 

BLAS
T 

PCoIP 

CPUUsage Low CPUUsage 
High 

Network 
BandwidthUsage 

Low 

Network 
BandwidthUsage 

High 



28 ©  2016 Citrix | Confidential  

• CPU usage(10Mbps Network) 
Low                                                         High  

EDT < HDX < RDP < BLAST < PCoIP 

• Network Bandwidth usage(10Mbps Network)  
Low                                                         High  

EDT < HDX < BLAST < RDP < PCoIP 

低頻寬環境(10Mbps Network) 

HDX 

10Mbps Network 

EDT 

RDP 

BLAS
T 

PCoIP 

CPUUsage Low CPUUsage 
High 

Network 
BandwidthUsage 

Low 

Network 
BandwidthUsage 

High 

EDT worked effectively under the network 
conditions 

BLAST did not work effectively under the 
network conditions 
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Citrix 提供完整的系統狀況主控台 Director – System Dashboard 

 提供重要資訊, 但簡單
操控的互動式主控台 
(real-time) for support 
staff 

 動態示警 
(incl. License Server & 
License Usage)  

46 
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Citrix Workspace Environment Management 

Accelerate Logins 

Simplify Administration 

Save Money 

$$$ 

Optimize User Experience 
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CPU & I/Ops optimizations 

CPU  
&  

I/Ops 
usage 

Time 

= workload 

Time to execute = user experience  (shorter is better ) 

App 2 App 1 App 3 

Anti-virus, Updates, OS activity, multi-user activities… 

App 2 App 1 App 3 

Anti-virus, Updates, OS activity, multi-user activities… 

App 2 App 1 App 3 
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Login time optimizations 

Login : 45s or more… 

Session init 

  

• No more complex scripts 

• No more « wait 5000 » 

GPO/GPP 

Logon scripts 

Network drives/printers 

  • No more « if member » 

  
User  
profile 

  

Login : 10 to 15s 

1 

2 

3 

4 
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Analytics Service 
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國家資通訊安全發展方案(102~105年) 



36 ©  2016 Citrix | Confidential  

國家資通訊安全發展方案(106~109年) 
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資安人力短缺; 組織處於風險中 
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Citrix Analytics 

Security Performance Operations 

Spans Solution Areas 

Citrix XenApp Citrix XenMobile Citrix ShareFile Citrix NetScaler 

Director | Smart Check MAS | SD-WAN Insight XM Analyzer 

Spans Citrix Products 

Users 

Apps Networks 

AI / ML 

Spans ‘Analytics’ Types 

Reports          Basic         
          Advanced 

Citrix Analytics 
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Security Analytics 
What is it? 

紀錄描述 
What happened? 

診斷 
How it happened? 

預測 
What will happen? 

執行作動 
What to do? 

Excessive (sensitive) 
file downloads 

Stolen 
credentials 

Loss of 
(sensitive) data 

Quarantine 
User 



40 ©  2016 Citrix | Confidential  

Citrix Analytics 是獨一無二的 

  

Sense Analyze Respond 
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•偵測和減輕來自
受信任的內部使
用者的惡意威脅 

 

使用者行為安全分析 

• 透過細部辨識行
為功能輕鬆識別
高風險用戶 

 
• 採取糾正措施 
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