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© Incidents

du.tw &)

du.tw &)

CAPTURED MALWARE

TIMESTAMP

2018-09-07 21:53:09

TIMESTAMP

2018-09-07 21:53:19

EVENTS

URL

START END
2018-08-06 01:27:22 2018-09-05 09:54:21
2018-08-10 20:08:53 2018-08-10 20:08:58
2018-08-01 15:25:47 2018-08-02 18:32:15
AV CLASS

http://192.144.150.188/images/a... m

URL

AV CLASS

http://192.144.150.188/images/a... m

FiIZEEREREIVEWIndows CVE-2015-1701 R #EsRmEFI A -

MALWARE MALWARE CLASS A IMPACT
Malicious Binary Downl... Malicious File Download m
Malicious Binary Downl... Malicious File Download m
Unknown Crypto Miner Crypto Mining

MALWARE A SCORE

[ jm

MALWARE ~ SCORE

| ==z | ]




& Evidence

FIRST SEEN

€£2018-08-26 07:16....
£22018-08-26 07:16:...
£2018-08-10 20:08:...
€)2018-08-10 20:08....
€92018-08-26 07:16....
€£92018-08-06 01:56:....
£2018-08-06 02:56:...
£22018-08-06 01:56:...
€)2018-08-06 01:56....

£2018-08-06 01:27....

£ Files downloaded

TIMESTAMP

€ 2018-08-26 07:16:...
€» 2018-08-10 20:08....
€ 2018-08-10 20:08:...

€ 2018-08-26 07:16:...

LAST SEEN

2018-08-26 07:16:35

2018-09-03 21:54:12

2018-08-10 20:08:53

2018-08-10 20:08:58

2018-08-26 07:16:24

2018-09-05 09:53:48

2018-09-05 08:48:45

2018-09-05 09:53:48

2018-09-05 09:49:18

2018-09-05 09:54:21

CONTACTED IP

192. g:80 i
192 g:80 K
192 g:80 i

192 8:80 Ed

MALWARE

Malicious Binary Do...
Malicious Binary Do...
Malicious Binary Do...
Malicious Binary Do...

Malicious Binary Do...

XMRig

XMRig

Unknown Crypto Mi...
Unknown Crypto Mi...

Unknown Crypto Mi...

LOCATION

http://192.144.150.1...
http://192.144.150.1...
http://192.144,150.1...

http://192.144.150.1...

MALWARE CLASS

Malicious File Downl...

Malicious File Downl...

Malicious File Downl...

Malicious File Downl...

Malicious File Downl...

Crypto Mining
Crypto Mining
Crypto Mining
Crypto Mining

Crypto Mining

dbc90a81308e19561...

dbc90aB81308e19561...

673e%ecd9db107174...

673e9%ecd9db107174...

IMPACT

Wy

TYPE

Executable

Executable

Executable

Executable

APTERI(1) : RENEM THZERTER

EVIDENCE

' FILE DOWMNLOAD '

CONFIRMED EXECUTION
FILE DOWNLOAD

FILE DOWNLOAD

FILE DOWNLOAD
SIGNATURE

REPUTATION

AV CLASS

EXPLOIT
EXPLOIT

BITCOIN-MINER TROJAN
BITCOIN-MINER TROJAN

SUBJECT

pool.minexmr.com

MALWARE

REFERENCE

AR



APTEAI(1) : EWM THULRITER

A SEVERITY TYPE DESCRIPTION
m Signature Identified trojan code
o8 & & Disable Disabling installed firewalls (Microsoft)
08 g & Network Suspicious traffic observed
o & & Stealth Creating executables masquerading as system files
a8y Family Potentially unwanted application/program (XMRigMiner)
E 0B 4 Auostart Registering a new service at startup
m ﬂ g & Network Connecting to server using hard-coded IP address
0 & & Network Attempting to download executable from remote location
m Bay Fe Modifying executable in Temporary System directory
n 0= g 0 Settings Adding a Windows Firewall exception
n 55 & & Execution Executing command-line shell with anomalous arguments
n ﬂ ﬂ @ Packer Packer signature (non install-builder or archive-builder packer)
n o a4 Network Listening for incoming connection over a specific port
n &y Evasion Trying to get infarmation about the operating system from WMI
H & Evasion Trying to detect virtual environment by checking processor's information from WMI
n ﬁ & &7 Settings Granting rights to debug or read memory of another process (SeDebugPrivilege)
n & & Search Enumerates running processes
n % g & Execution Ability to use cryptography API
n 8 & & Execution Ability to iterate through running processes

© Analysis Subjects Overview

Activity types.
O Device
@ Evasion
OFile
Olibrary
O Memory
O Mutex
O Network
O Process
ORegistry
OWwindow

Subject 1 (DL.php.exe)

© Analysis Subjects Overview

Activity types
O Device
O Evasion
OFile
O'library
O Memory
OMutex
@ Network
OPracess
O Registry
O Window

Subject 1(DL.php.exe)

© Analysis Subjects Overview

Activity types
O Device
Ogvasion
Ofile
Oibrary
@ Memory
O Mutex
O Network
OProcess
O Registry
O Window

Subject 1(DL.php.exe)

Subject 4 (cmd.exe)

Subject 13 (cmd.exe)

Subject 15 (cmd.exe)

O Subject 2 (NetSH.exe)
O Subject 3 (NetSH.exe)

O Subject 5 (ms16:032.exe)

O Subject 12 (Isass.eXe)

O Subject 2 (NetSH.exe)

O Subject 3 (NetSH.exe)

Subject 4 (cmd.exe)

O subject S (ms16-032.exe)

@ subject 12 (Isass.exe)

Subject 13 (cmd.exe)

O

Subject 15 (cmd.exe)

Subject4 (cmd.exe)

Subject 13.(cmd.exe)

Subject 15 (cmd.exe)

O Subject 2 (NetSH.exe)
O Subject 3 (NetSH.exe)

@ subject 5 (ms16-032.exe)

@ subject 12 (Isass.eXe)

O Subject 6 (NetSH.exe)
O Subject 7 (NetSH.exe)
@ subject 8 (sc.exe)

@ subject 9 (sc.exe)

@ subject 10 (sc.exe)

@ subject 11 (sc.exe)

@ subject 14 (sc.exe)

@ subject 16 (sc.exe)

O subject 6 (NetSH.exe)
O Subject 7 (NetSH.exe)
O Subject & (sc.exe)

O Subject 9 (scexe)

O subject 10 (sc.exe)

O Subject 11 (sc.exe)

O Subject 14 (sc.exe)

O Subject 16 (sc.exe)

O Subject 6 (NetSH.exe)
O Subject 7 (NetSH.exe)
O Subject 8 (sc.exe)

O Subject 9 (sc.exe)

O Subject 10 (sc.exe)

O Subject 11 (sc.exe)

O Subject 14 (sc.exe)

O Subject 16 (sc.exe)
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J pool.minexmr.comg 4="a0 100 Name Intrusion ID: 4b8682 &

B
bed42if2 37.59.43.131 @ Network Sensor 1

S
(A) . 37.59.45.174
N e 1 Ne Ana 0%
Malicious Binary Download @
176950426 oo =2 144202117153 @

192:144.150.188 2341, >
® @ 94.23.,130 State Open #

] : N
- Assignee unassigned #
e Aa - 185.92.223.190 @ 91.121.87.10

159.65.202.177 ’KA /

Unkncwn‘-ér/yplo Miner
Affected hosts
0.0.0.0 37.59.44.193 &1

aaf37f61

Intrusion duration
37.59.51.212 46.105.103.169 _
5.03.48.186 2018-09-06 - 2018-09-11

Last updated
4 TODAY 8:47 AM

47.52.226.117 37.59.43.136

37.187.154.79 78.46.91.134
ATTACK STAGES

O No Activity

DELIVERY | STAGE10OF 8 I

EXPLOITATION | STAGE 20F 8 I

COMMAND AND CONTROL ‘ STAGE3 OF 8 ‘

CREDENTIAL ACCESS | STAGE4 OF 8 ’

HOS Y /
10STS TIMELINE HISTORY INCIDENTS MAIL DISCOVERY ‘ STAGE 5 OF 8 ‘

LATERAL MOVEMENT | STAGE 6 OF 8 I

Threat Timeline
COLLECTION ‘ STAGE 7 OF 8 ‘

EXFILTRATION ‘ STAGE8 OF 8 I

2018-09-06
6'01#«!"’0 . Host 14 Malware Stage N/A
UNIQUE MALWARE ACROSS HOSTS

ICIOUS BINARY DOWNLOAD

2018-09-06 ® oot 14 - . WA
0s vialware ag
5:46 PM 5t c tage

2018-09-07 N
. @ [ 100 | Host 14 (VEIWEIZW MALICIOUS BINARY DOWNLOAD Stage N/A
9:53 PM =
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Intrusions » Intrusion ID: 66edce

Intrusion Graph

2]

®
0
@ A 140, 85
A 140, a5 @
140 1201 '
A 140, 249

10455 @ VA"

VPl‘ﬁmer

U.
A 163
nmon ﬁ'wg ngm 81

toknowall.com

> U & o0 &

Name Intrusion ID: 66edce &
Network Sensor 1

Affected hosts
12
r L D guration
2018-07-17 - ONGOING
Last updated

TODAY B:04 PM

ATTACK STAGES @ Activity O No Activity

| DELIVERY | STAGE10OF 8 |

EXPLOITATION | STAGE2OF 8

COMMAND AND CONTROL | STAGE3OF 8 l

CREDENTIAL ACCESS | STAGE 4 OF B

| DISCOVERY | STAGE 5 OF 8 |

| LATERAL MOVEMENT | STAGEG OF 8 |

| COLLECTION | STAGE7 OF 8 |

| EXFILTRATION |STAG[E\-OF8 |

UNIQUE MALWARE ACROSS HDSTS]
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HOST SENSOR EVENTS START

waw.h-edu.tw@ {  Sensor1 1@

2018-07-17 15:15:32

& Events
TIMESTAMP HOST SENSOR CONTACTED IP
) 2018-07-20 14:40:14 E www.h du.tw Sensor 1 118.184.85.102:8080
© 2018-07-23 22:22:02 Sensor 1 118.184.85.102:5080
) 2018-07-20 15:22:04 Sensor 1 118.184.85.102:8080
€ 2018-07-20 21:24:35 Sensor 1 118.184.85.102:6080
€ 2018-07-2011:18:48 Sensor 1 118.184.85.102:8080 Bl
€ 2018-07-23 22:56:37 Sensor 1 118.184.85.102:8080
€ 2018-07-2419:25:43 Sensor 1 118.184.85.102:8080 B
€ 2018-07-19 03:04:39 Sensor 1 118.184.85.102:8080
€ 2018-07-23 06:55:29 Sensor 1 118.184.85.102:8080 il
€ 2018-07-20 12:26:05 B www.h du.tw Sensor 1 118.184.85.102:8080 il

€ 2018-07-24 16:20:45 B www.h du.tw Sensor 1 118.184.85.102:8080 Ml

END

2018-07-2513:35:30

CONTACTED HOST
www.openmdS.com
www.openmdS.com
118.184.85.102
118.184.85.102
118.184.85.102
118.184.85.102
www.openmdS.com
www.openmd5.com
www.openmd5.com
www.openmd5S.com

www.openmdS.com

MALWARE

MetwiredRC

MALWARE

MNetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MetwiredRC

MNetwiredRC

MNetwiredRC

MALWARE CLASS

command&control

MALWARE CLASS

command&control

command&control

command&control

command&control

command&control

command&control

command&control

command&control

command&control

command&control

command&control

A IMPACT

>
H
3
b
1 |
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Sality + Gamarue + Ramnit

2RI Lbotnet A=

Bz

]

+ E1ES

J

REEHFEE W

ke

HOSTS MALWARE

Y T
N [ [ [asess |

SALTY | GAMARUE | RasniT

ATTACK STAGES

LATEST ACTIVITY

HOST SENSOR EVENTS
140. 3 Sensor 1
140. 5 Sensor 1
140. 3 Sensor 1
140. 3 Sensor 1

140. Sensor 1

v START

2018-07-17 19:16:51

2018-07-18 07:13:16

2018-07-21 14:57:36

2018-07-24 09:54:41

2018-07-25 10:57:32

END

2018-07-24 21:55:23

2018-07-24 19:50:31

2018-07-21 14:57:36

2018-07-24 09:54:41

2018-07-25 10:57:32

MALWARE

Ramnit

CoinHive Monero Miner

Malicious Binary Downl...
unescape of long unico...

Malicious Binary Downl...

MALWARE CLASS IMPACT]
command&control m
Crypto Jacking

Malicious File Dow...
drive-by

Malicious File Dow...
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Intrusion Graph

0
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= ©
=y swhvkmkyyeriuxb.com £ cdhfftuwyxvegp.us
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M 163.28.113.16 ~ ! \ eywhbya
R xkxicnsejhirfnnuppgbv.cc
clyuaarjbxgiiigq.my
xtmukpcmicepbu.ac ¢
frdpatfrivsiplg.to
bahfsvgmhvibhkmrxh.bi " >
i g i hdylukhyokppmimbd.

Itfygqhgbsbwiiotpjv.im

ukgsqawht Joox
dxbhyionwybtybiz

goimbdhmdftiofbx.sh
aywengupe.mn

ilogimspaeelea.sh

purixhbq.ru

stabicxrbbFPKDSewvriybyrnxn.co
nyridmidyxhwm.twyohfxdtiou
m Neclrs

jviogyvebghscorm.tw
rhuumeq.la

@, xgnmsjberte. oo @

<

ropatnpnwyduinieg et o

Kifmififyg S8

bahvrxd.pw @
E nsmefowohadnolgnul= |

cgagapar.in

ofacibiufkedy iR oviilijautyifm.net

/\\
/~/\/

I\q?

‘/\\‘3

N\ o3

=
1 BE /7

bikjhwomp. i
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M 163.28.113.15
nocjxygpdbireavoe. v

cbmeqtqumeo.me

o SEENINEE

|+ Necurs==212

Necurspr v

RIBE RN ERINIINEBF -
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HOSTS

MALWARE

ATTACK STAGES

DELIVERY
DELIVERY | COMMAND AND CONTROL

LATEST ACTIVITY

2018-07-24 11:06 AM

2018-07-25 10:30 AM
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W ER AR B =X
Russia (k&8 H#F)
Egypt (FU#i1{HiR K HFNE)
Vietham (= EHHEFEH)
Nigeria (ZR &) 5z Bt F H A EH)
USAGERIE2 5 )
France((ARa A A0 EH)
Italy(F AR LA E)
Kazakhstan (147 52 £ FEH)
Japan(H 7 E)
Botswana (R ALAREFEH)

« WEIPE . 8221

. STEERIWeb CamiEEIE
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Results

Found 8221 blocked hosts affected by Protection Group Class Camera, blocked by Attack Category Botnet Prevention, from Mon Aug 6 11:55:00 2018 to Tue Aug 28

12:55:00 2018.

Magnitude

W-

Source

31.163.132.46

178.47.117.123

197.33.58.249

41.45.55.96

183.80.43.89

41.184.250.175

El 58.187.99.187

118.71.7.222

94.50.25.129

94.50.145.160

42.116.186.243

58.187.95.169

41.237.88.57

41.235.213.95

31.163.61.251

Protection Group

6 Protection
Groups

5 Protection
Groups

Class Camera

Class Camera

2 Protection
Groups

2 Protection
Groups

2 Protection
Groups

3 Protection
Groups

2 Protection
Groups

5 Protection
Groups

Class Camera

3 Protection
Groups

2 Protection
Groups

Class Camera

6 Protection
Groups

Destination

140
140

140
140

140

140

140
140

140
140

140
140

140
140

140
140

140
140

to
.32

to
.53

88

Attack Category

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

Botnet Prevention

2 Attack
Categories

First Blocked

5 days 8 hours ago

3 days 12 hours ago

8 hours 48 min. ago

6 hours 15 min. ago

17 hours 36 min.
ago

2 days 4 hours ago

1 day 18 hours ago

1 day 21 hours ago

23 hours 36 min.
ago

6 days 8 hours ago

7 hours 47 min. ago

1 day 17 hours ago

1 day ago

15 hours 1 min. ago

4 days 20 hours ago

Duration

Details

3 hours 4 min.

2 hours

1 min.

1 min.

7 min.

2 min.

8 min.

5 min.

6 min.

3 hours 33
min.

2 min.

9 min.

2 min.

1 min.

2 hours 46
min.
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[ Details

[ Details

[ Details

[ Details

[ Details

[ Details

[ Details

[ Details

[~ Details

[ Details

[ Details

[ Details

[ Details

[ Details

[ Details
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Filter List

Block Malformed DNS Traffic

Block Malformed SIP Traffic

Rate-based Blocking

TCP Connection Limiting

UDP Flood Detection

692.20 GB

115.75 GB

69.40 GB

417.63 GB

108.91 GB

105.50 GB
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Results

v Block Malformed DNS Traffic, g 1.00 Mbps, from Mon

Found 3 blocked hosts affected by Protection Group Default Protection Group, blocked by Attack Categ
Aug 6 21:35:00 2018 to Tue Aug 28 22:38:00 2018.

Magnitude Source Protection Group Destination Attack Category Blocked Duration Details
} B 140 141  Default Protection 1100 1 t0 223:155. 355 0 2 tack 26 days 10 hours g 4.0 6 hours | [ Details
e vl Group Categories ago
Default Protection 2.105.13.142 to 2 Attack 20 days 13 hours - ;
‘LL.J“. A B 140 162 Group 222.187.239.249 Categories ago Gidaysi i haor sl Details
B 140 50 Default Protection 24.12.8.1 t0 213.127.8.1 4 Attack 18 days 21 hours 13 hours 25 " Details
l Group = : e Categories ago min. :

source 140 |41 Source 140 N 62 Source 14(-50

Country Hll Taiwan Country @Ml Taiwan Country B Taiwan
o Dectination 2:105.13.142 to
Destination 1.1.1.1 to 223.155.3.55 estination 555 187.239.249 Destination 1.1.1.1 to 223.252.195.133
Protocol tcp (6) - udp (17) Protocol udp (17) Protocol icmp (1) - udp (17) (tc
p)
Port 3 -65530 Port 3 -65527 Port 1 - Ff;5535 P
First Time Blocked 12:24:01 PM 08/02/18 First Time Blocked 9:27:01 AM 08/08/18 First Time Blocked 4:30:01 PM 08/09/18
Last Time Blocked 1:35:00 PM 09/03/18 Last Time Blocked 11:05:00 AM 09/03/18 Last Time Blocked 1:37:00 PM 09/03/18
Total Time Blocked 10 days Total Time Blocked 6 days 13 hours Total Time Blocked 13 d3 hour
Total Blocked¢” 318.64 GB,_#93.77 M packets Total Blocke5-54 M packets Total Block62_13 M packets
Rate Blockecd MiFfS, 634 pps Rate Blocked QM0S, 461 pps Rate Block eNumladd=d¥Ds, 518 pps

Protection Groups Default Protection Group Protection Groups Default Protection Group Protection Groups Default Protection Group
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Aug 09 2018,

Aug 09 2018,

Aug 09 2018,

Aug 09 2018,

Aug 09 2018,

Aug 08 2018,

Aug 08 2018,

Aug 07 2018,

Aug 06 2018,

Aug 03 2018,

Aug 03 2018,

Aug 03 2018,

Aug 03 2018,

Aug 03 2018,

04:15:00

03:15:00

02:15:00

01:15:00

00:15:00

23:15:00

16:15:00

23:15:00

12:15:00

16:15:00

15:15:00

14:15:00

10:15:00

09:15:00
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vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech

vertical_high_tech
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sonic4us.ru ML Communicating Files ©
sonic4us.ru NL Date scanned Detections File type
SONICAUS.FU NL 2018-08-28 Win32 EXE

2018-08-28 Win32 EXE
sonic4us.ru NL

2018-06-27 Win32 EXE
sonic4us.ru ML

2018-07-16 Win32 EXE
sonic4us.ru NL

2018-08-25 Win32 EXE
.electricbridge.net us 2018-06-27 Win32 EXE
.electricbridge.net us 2018-08-24 Win32 EXE

2018-09-03 Win32 EXE
.weatherclear.net us

2018-08-28 Win32 EXE
.weatherclear.net us

2018-08-29 Win32 EXE
.weatherclear.net us 2018-08-29 Win32 EXE
.weatherclear.net us 2018-07-09 Win32 EXE

2018-08-29 Win32 EXE
.weatherclear.net us

2018-07-07 Win32 EXE
weatherclear.net us

2018-08-29 Win32 EXE

S(ILCY - ERCACITR

Name

bayrob-nivdort.exe
a04e5250¢158e731df449cce49830e81073521e600a1ccbc051847a7f605e4d6
9175c0e232955d877efb415b0a2ef35dda3a4c1f326d2ae97b84b066018b022a
8c560fcal5f6121ab6d97be3ef414bbe74bb91c08f13933b6955e89bdd89a3b4
923d64fb6541e7ab3e0c6da5133e9700.virus
a19aec246c1e728866a70b8a0d56ad41.virus
7f8fdf93b81f7cb5de777bc81091abfo
117416a41b449df5d568b5ff5ec233dc.virus
92016c775446336645b29ec599c1b499
515211c9da9bffaace62f931a8759450.vir
2b13808a6aa2b7dc896b425794efc968.vir

4eoCFaNgi1f

4d47bea173789adbe91d2b69211f4010.virobj

b2c49773d50184db59662c7dbd408600.virus

6b6181829231f7f9b5165cfeb344d181.vir
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Efficient professional after-sales service
High-quality and rapid Security solution
PacketX
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Show| 10 ~  entries

TIMESTAMP HOST CONTACTED IP CONTACT|

2018-08-25 02:01:37 pc131085140 ntunhs edu tw 140.131.85.102:80 140.131.8§

F5 50 Fi 3t

&

BEWE"

APS Daily

TMS Daily
Network Daily
Download Daily

Email Daily

SM  H | -1D | W | BHil

EL SRR

-]

APS Weekly

MS Weekly
Network Weekly
Download Weekly

Email Weekly

APS Monthly

TMS Monthly
Network Monthly
Download Monthly

Email Monthly

B -
2018-08-25 02:01:37 pc131085140 ntunhs edu tw 140.131.85.102:80 140.131.8
2018-08-25 02:04:37 pc131085140.ntunhs edu tw 140.131.85.101:80 140.131.82
2018-08-25 02:04:37 pc131085140.ntunhs edu tw 140.131.85.101:80 140.131.84
2018-08-25 02:08:53 pc131085140.ntunhs edu.tw 140.131.85.100:80 140.131.85.100 CVE-2014-6271 Exploit hacking tool
2018-08-25 02:08:53 pc131085140 ntunhs edu tw 140.131.85.100:80 31851 CVE-2014-6271 Exploit hacking tool
2018-08-25 02:17:40 pc131085140 ntunhs edu tw 140 131.85.105:80 140131 85105 CVE-2014-6271 Exploit hacking tool
25021740 pc131085140.ntunhs edu.tw 140.131.85.105:80 140.13 CVE-2014-6271 Exploit hacking tool
2018-08-25 02:20:41 pc131085140 ntunhs edu tw 140.13 CVE-2014-6271 Exploit hacking tool
2018-08-25 02:20:41 pc131085140.ntunhs edu. tw 140.131.85.11:80 CVE-2014-6271 Exploit hacking tool
Showing 1 to 10 of 326 entries Previous 2 3 4 5

33 Next
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Show, 10 v |entries

TIMESTAMP

2018-08-25 02:01:37
2018-08-25 02:01:37
2018-08-25 02:04:37
2018-08-25 02:04:37
2018-08-25 02:08:53
2018-08-25 02:08:53

2018-08-25 02:17:40

© © © © © © © ©

2018-08-25 02:17:40
©) 2018-08-25 02:20:41

° 2018-08-25 02:20:41

Search

HOST

pc131085140.ntunhs.edu. tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw
pc131085140.ntunhs.edu.tw

pc131085140.ntunhs.edu.tw

Showing 1 to 10 of 326 entries
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5 ... 33 Next
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THANKS

Efficient professional after-sales service
High-quality and rapid E-solution




