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DDoS攻擊型態分類 
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ISP 2 

ISP 1 

ISP n 

ISP  

狀態耗盡攻擊 

Firewall IPS 

Load 
Balancer 

Target 

Applications & 

Services 

DATA 

CENTER 

洪水攻擊 

應用層攻擊 

狀態耗盡攻擊即針對資安設備耗盡其連線數(Session Table)的攻擊 

塞爆頻寬的暴力洪水攻擊 

應用層攻擊即針對應用服務的攻擊 
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各大DDoS防護門派 

• FW/IPS/WAF/LB + DDoS防護 
 

• 當地電信業者/國際流量清洗中心 
 

• CDN業者 
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專家建議: 如何有效防御DDoS攻擊 

階層式DDoS防護政策 

Stop application layer DDoS attacks 

and other advanced threats; detect 

abnormal outbound activity. 
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Volumetric Attack 

Your Data Centers/ 

Internal Networks 
The Internet 

State Exhaustion &   

Application Attack 

Scrubbing 

Center 

Your (ISP’s) 

Network 

Stop volumetric attacks In-

Cloud  
2 Intelligent communication 

between both environments. 

3 

4 Backed by continuous threat 

intelligence 

To defend against complex, application-based attacks, a mis of local 

protection ( on-premises DDoS applicances ) and mitigation 

services is a strong option. 
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自來水廠 vs. 家用濾水器 
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Peering 

Point 
Core  

Router 

POP 

Mobile 

Subscriber 

Network 

學校B 

TANET Core 

POP 

Peering 

Point 

Core Router 

學校A 

Arbor Peakflow CP 

Arbor Peakflow CP 

Surgical Mitigation Center 

2 - 

Activate 

3 – Divert 

only target’s 

traffic 

1- Detect or receive 

the cloud signal from 

APS 

Service 

Provider A 

Service 

Provider B 

階層式DDoS防護政策(骨幹端): 
Peakflow SP (Service Provider) 
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Peering 

Point 
Core  

Router 

POP 

Mobile 

Subscriber 

Network 

學校B 

TANET  Core 

POP 

Peering 

Point 

Core Router 

Arbor Peakflow CP 

Arbor Peakflow CP 

Surgical Mitigation Center 

4 – Identify and 

filter the malicious 

5 – Forward the legitimate:  

GRE, MPLS, … 

Service 

Provider A 

Service 

Provider B 

階層式DDoS防護政策(骨幹端): 
Peakflow SP (Service Provider) 

學校A 



目前TANET DDoS攻擊對應流程 

8 

發現DDoS事件 
登入通報
平台 

人工審核
通報 

通報結案 

進入應變平台 
(電話通報) 

人工填寫 
事件處理 

人工審核 
事件處理 

雙向確認 
攻擊發生 

啟動 
應變措施 

• 審核與應變過程需花費至少一小時才能完成 
• 應變起始到結案需人工確認才啟動清洗機制 
• 清洗設備需位於網路骨幹中，處理流量過大 
     無法針對Layer7流量進行防禦 
 
如果沒有Always on的即時偵測及快速清洗機制, 目前
的通報及應變流程將緩不濟急. 

應變結案 

應變流程 



目前DDoS攻擊對應流程 
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• 無法主動偵測並即時攔截外對內的攻擊 
• 清洗中心無法防止來自校園內部的攻擊 
• 校園缺少內到外連線阻斷與DDoS防禦機制 
 

TANET Internet 

清洗中心 

校園網路 

應用層攻擊 
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階層式DDoS防護政策(骨幹端):  
APS (Availibility Protection System) 

ISP 2 

ISP 1 

ISP n 

Local ISP  

  

Cloud 

Signaling 

Firewall 
IPS 

Load 
Balancer 

Target 
Applications & 

Services 

DATA CENTER 

Scrubbing  

Center 

Protection: 

Volumetric attacks 

 

Protection: 

• State-exhausting attacks 

• Application layer attacks 

• Volumetric attacks – up to 

APS limits 
  

 

APS  

Stateless 
Architecture 

Rich 
Signature DB 

Comprehensive 
Counter-
measures 



預防勝於治療 

• 降低被攻擊的頻率(3
天  5週) 

• 降低被攻擊的流量
(數10G  數百
Mbps) 



學校不只是需要DDoS保護而已 

DDoS Attack Traffic 

Outbound Threat 

Communication 

Internal Network / Data Center 

Internet 

Firewall 

Cyber Attacks 

Inbound Cyber Threat  

學校需要主動攔截來自於外部及內部的任何形式的攻擊及威脅 

SERT 
Security Engineering & Response Team 

APS/AED 

Arbor Edge Defense(AED) = APS + ATLAS Global Threat Intelligence 



AED (第一道 & 最後一道防線) 

Unique 

Global Threat 

Intelligence 

 Outbound Threats: Identify & stop 

outbound threat communication  

 The ability to use stateless, 

reputation-based, technology 

to match and block on IP 

addresses, domains and 

individual URLs 

 Block pages that are serving 

up malware or used in C2 

communications. 

 

 Inbound Threats: Detect & Stop 

 DDoS attacks. 

 Malware and other 

advanced cyber threats.  

STIX/STIX 2.0/TAXII 



Thank You 
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