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“Big data refers to data sets whose size is
beyond the ability of typical database software
tools to capture, store, manage and analyze.”

- The McKinsey Global Institute, 2011
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Abstract

Video fingerprints generated from global features are usnally vulnerable against general
geometric transformations. In this paper. a novel video fingerprinting algorithm is
proposed, in which a new spatio-temporal gradient is designed to represent the spatial and
temporal information for each frame, and a new partition scheme, based on concentric
circle and rings, is developed to resist the attacks efficiently. The cenfroids of
spatio-temporal gradient orientations (CSTGO) within the circle and rings are then
caleulated to generate a robust fingerprint. Our experiments with different attacks have
demonstrated that the proposed approach outperforms the state-of-the-art methods in terms
of robustness and discrimination.

Keywords: Content-based copy detection, wvideo fingerprint, copyright control,
spatio-temporal gradient, concentric rings
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A novel robust video fingerprinting-watermarking hybrid
scheme based on visual secret sharing

Nivao Lin » Yusheng Lho « Ligiang Sun « Mengge Diso
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Abstract In this paper, a novel robust Video Fingemprinting-Watermarking Hybrid
Scheme (VFWHS) is proposed by applying fingerprinting technigque to zero-
watermarking algorithm for enhancing the performance of video Dhgital Rights Man-
agement (DEM)L In the VEWHS, the content-based featme of the ongimal video is
extracted by an improved 3D-DCT fingarprinting algorithm and stored in a video
fingerpnnt database for metrieval, while the watermark-hased feature of the watermark
image is extracted by a 2D-DCT fingerprinting algorithm for copyright identification.
According to the visual secret shanng scheme, a master share 15 generated from the
content-based feature while an ownership share 15 generated from the master share and
the watermark-based feature. The ownership share is then stored in an ownership
database. When a video is gueried, its content-based featres are generated, and a
process of similarity measurament is exemted to obtain the matched feature with the
relevant owmership share. The copyright ownership can be identified by stacking the
master share generated from the gqueried video with the relevant owneship share, Our
experimental results demonstrate that the VEWHS can obtain the relevant ownership
share precisely for meliable copyright identification in the mass content processing
which camnot be achieved by the sero-watermarking algorithms, and provide explicit
copyright 1dentification to avoid possible copyright dissension which cammot be

achieved by the fingemprinting algorithms.

Keywords [Dngttal nghts management - Visual secret sharmg - Fingerprmting -
Levomwatermarking - A0-DCT
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An Improved Fingerprint Algorithm of 3D-DCT for
Video Fingerprinting
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Afistroct—In thit paper, 5 mew learmed baiz et algorichm

based on JDLDCT (Dizerete Cosine Trapsform) i
lamp-cm?ﬁur vides fngerprinring and macchizg, in which for
differens vides categorie: an Adsbossr-based mackine lesmming
mechod iz ez each ca =f videos for selecting suitsble
secs af ip]g:r_;l mﬁm-n:gﬂm-lgmﬂ-r Engﬂ'pn.l:...q and a
weighted distance of Sngerprints is sl defimed for fimgerprint
m.m:'h: . Cur upe'nuﬂm] resules have ilosorated doarc che

algorithim o the comventiomal JIDVDCT
l]gomh.- sod che J0-FET (Randoanized Basis 5eT) algositm in
rerzs of robusmess and wmiquesmes: Moreover, the propoesed
slporithen has  betver secunty performsnoce for coprmight
spplicadom:.

wardi—des f pmmoﬂ
I m-n%nrg AD0CT: e, di:mc.'e

I INTRODUCTION

Witk the develepmezt of inwmet tchoolegy video
uploading 2zd sherimg g2ins incrsasing popularity throngh the
network. Cozfrontng the Eege data of videe fows, the
problams sack as vides managsmment, indoxizg, and copymight
protection, bagi= fo recsfve major cozmcerzs. Video Sngerprm
52 fype afpn:\cngdi.-u widse hasking con sfSciently solve thess
problems. Vidso fingerprint system comsists afﬂn\n parts: (1)
Fingepaizt sxmactien (2) Fingerpriot sserching (3 ':u.i'm‘pum
matching In Ennq:-|_1 axmacton, video Eunm‘l:mnls e
sxtraciod from the qoasy video using specifed algorithzms, In
Engerprint searchimg an dndex stuchure 5 med fo End
candides Anguprnts for meiching with the  database.
Fingeapeizt patchmyg procesds terough calosdating the distancs
betwsan fmgerprints of the goary video and candidass vidso in
the dacsbase. Azd a threshold is given for judging whethes the
two videos e same to get te index resclis The proposed
dlgorittm in this paper mkes mmprovements m the section of
Emperprint sxtractioz and medcking, which will be specified in
the following ssctons. Fingseprint sseschi=g part will zot ba
focumad in this paper.

Video fimgarprizss are musually applisd in  video
idsngEcation [Tl [€]. [7], detection [2]-[4] acd copyzisht
]:l.rahc:uu. 1. [*]-["] Ih Engecprizts axizcted fom deos
reguires thrse propertiss: robusmess, uziquensss and secaty.
Fetmsmass msans that sven video undergoss  sawarzl
tremsformmtions such as conpression, bmghtoess or combrast
changes. Sngooprints calcolated fom the tremsformed and
origizal vidaos are stmilar emomgh to jodge them 23 sama.

Uniguezess requires that fmgerprints calculasd fom diffsrent
vidsos should differ from each ether te disti=gmish them sran
thare ars several similarities im video comtents. Furthemsmors,
security of fingerprine: plaps en mpermnt role =t
z}l]:bcalm: af copyTight protcton. Fingarprint sscurity [,
[4]-[€] prevents vidses Tom Srgery attecks comsmitwd by
mwoggsss whe attin legel mights for dleged videos through
forging fimgerprints.

Video fizgarprints are conmteni-based nmmammes darmved
fom videcs, thus famres which s used o extract
fingurprints 2me crocial. Considerizg the fusion of both
tamporal  end  spafial  characieristics,  spetfio-temporal
fngurprints [17. [6-[%] caz wittstand met czly geometrical
attacks but also semperal anacks [1], [B-[10], wiick leads o
izcreasing attenfon to and pervasive applicaticzs of spatic-
tmporal  Sogerpoi Amozg a%%  ODZepTms,
tremsformation based algosithms .ll:n 2 significent branck O=s
of the mpressziaive algoritms @5 fee 3D-DCT (Discrass
Cosims Transform) algorithen imroducsd by Baris Coskun in
[1]. Tis algorthe: selacts the lowes: &4 (4%444) ID-DCT
cosfficisnts of videos as the fermrss o extrac: Engerpoizts
based om the theory that sigmel enargy meinly exists in low
frequancy past. o order to wmoprove the secunty of ID-DET
‘based Sogerprints, I0-RAT (Rendondzed Basis 5T) algoshm
is propossd = [1]. Im 3O-RET, ¢ reodom paramater is
izrodoced to mandomly select 3ID-DCT cosfficients The
paramstar plays as 2 key to szcrypt the selected DCT
cosfficients so that mmpgers can=ed comduct forgesy attacks
witkout deciphering the key.

Thars zra two problems axesting = both 30-DCT 2=d 3D-
BEET zlgeritem. (1) In 30-DCT, the sslicted positiozs of 3ID-
DCT cosfficiants, whick ars alse called bases, 2w fxad to e
lowast 64 czas Although the enecgy of video signals moainly
concezmates in low fregeezcies. low fequenciss ame mot jost
limitad 1o tha lowrast 64 omes, thoss bow frequancies cutside the
lerast 54 omes may also comtmin remneriable imformaston
Eowsver, in 3D-BEBT, nzdom selectoms of 3D-DT basas
taka tha risk that the sotre sslectsd mesclts may drop m the
razgs of high Sequencies, whick will make the parformezcs of
the syitem degrade 2 let () As 3D-DCT mansformaton is
opan and the pesitions of the salectad &+ cosfficients are fivad,
muzgesss cen sasildy cozdnct two astecks: copymight sssal
temowgh widso Sngurprints fbricatios for illagal comtent, slight
adjusiments on cosfhcrent selections which produce hege
distinction of generaied Smgerprints from erigin iz crdar o sip

Weorld Azadermy of Sdence, Fepnessg aml Technslogy 70 2001

A Robust Audio Fingerprinting Algorithm in

MP3 Compressed Domain
Fuaili Thou, Yuesheng Tho

AbatraciIn thia piper, & sew sobusl b Fegaprsing
algenim in BPI compresed dosen s propoesd with lgh
robiatso B tete aoale sodificatisn [Tk} sl of amgly
enploping shorl-tesm inlomaton of the MPY sream, the new
algiriim e et the long-lerss Fralunes i MPY compressed demain
by wsing the medulalics Geguescy amlyss Our experssenl by
d iraled thal The prog 8 grwetind cim echicve o B qade of
abave P5% in andio rerieval and et the atack o 200 Takd. 1 b
bower Bl e mile (BER) perfurmance compasd W the other
algoriimi. The propescd algeritm cen el Be uséd @ other
compeemae domiirs, sush o AAT

LIFR, Blsdulal
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I INTRODUCTICN

ITH tis devalopmazs of multimedia tschoolegy and the
wdvent of mesdve mmic information, soms applicatiozs
like music identfication, mmsic copyrigks vezsification, mesic
ssarchizg a=d padis mordtoring ars dewelopizg 23 well. Aundis
fi=garprinti=g i 2 compact signzture based o= e content of
andie sigzal, whick reprosszts an tmparta=t acocstic Sarem
acd the essence of the music sizzal. Awdio Bngsrpriniizg on
maw eadio formes bas besz studied [1]. A bleck diagram [2] of
audio fngecprizting in un.cum;l:n-m-d domaiz is shown
Figl which sxmacts audio fingerpriz: from the eoeray
differencs betwsan two adjacent bezds and can restst maost of
the dordens except finw scale modification (TEMD) abews
2% A padio Engerprintng in setropy domai= is propossd I
3], #s robusizess %o low pass Blieoizg a=d (@3lkkps
compenision is betier thaz that of [2], bt cttar distorices aw
=ot considersd m this methed A ooise robust Exgerprintizg
mithod [4] uses lozg-window ezalysis siratagy 10 nesist some
uzknows distortiozs. The tme-fraquency varnztions based oz
a tesformatioe wih offSciknr dme-scale localizasion is
apabyzed = [J] amd e fSxgerprints e ocmeated Sor
authentication and secog=itice paorposss, respectively. In [6],
tee-Eequency teory mihegated with piycheaccustic reults
oo medalafon fequency perceplicz 5 weed for andio
fizgerprintizz. It oot ooly cootzins shor-terms i=formatics
abour the stzzals but also provides lozg-term mfesrmation
mprasniizg paterzs of fime vanatiom A cross sztopy
approech & considered o clessify music sigmels azd a batter

perfomuancs wmdar TEM dstertion is achiawed.
As compressed andio sippals am incmeasing and Bave

bacome the Sominent fashice of xadio fls stor2gs @ pearsonal

alecmonic equipmsezts and Tamsmussicz on the Iobarmat, it is
imparta=? o extract the audio feetore i= comopressed donsaiz
dimectly. It is noted that only a Sew work of music mwiaal in
compressad domdn are roporsed and most of the algomthms
ars directly transplanted from those i o daia doosin
Meodificd Diserste Cesing Trazsform (MDCT) ccaffciamts
apd their soergy darivaiies ars Tequently wed to exikact the
iwgerprnt. Fig.l skows the gazaral procedurss of aude
ingerprizting = compressed domain, A robvst compresssd
dommi= audio fmgesprinting 2lgorithes is developsd in [T
which tzies the rato betwsen the sub-band ensogy and the
Sull-band soergy of 2 sepment 25 mTa-cemmest feanme and
difference betaesz cozdmuous ineessgment fortomes s
tmtez-sepmezt foxturs, and robusiness to somw distorticns
axcapt TEM i shewn Compressed-dozmi= spectral extropy is
utilized a5 the audic Sahws = an audio Sngarprinting
algoritem [£], baxt it cam rasist TEM up to 2% ozdy. In [8]- [11]
e baat, thythm and te=po i=formatioz of the mvasic sigmal is
sxirzcted mespectvaly. A video remisval sysem(VES) is
developed in [12] for Intaractive-Television iz ACY dozmiz
= which lezg-rm logasithmic medifed DIT modulation
coefScients(LMDIT-MC) ars wwd for eodio =dxing and
retceval 2=d a two-stage searck (TE5) algeritem for fast
saarching iz also proposed.

o e g et | FrmeTemdmm
pudyer} FFTICTOVT
[ —

A

Fig | Bleck dhageum of wadio fingerprinting in untospresed demain

Al P 3 e 1

Frg 2 Block dgrar of widio Srgerpristiog i compeeassd disaes

In summnery, mes: of the cumress algocithms iz compressad
deozmi= arg Eagile s TEM distortioms. [t i our mmesivation to
destz am algestthm in compmessad domadn refemst s TERL
Tkarsfors, a new robust audie Engarprink=g algeeithm i= MP3
comprassed domnen is proposed with kigh robustmess to tme

el e B mmiie ATERL |._...1',_ u}: _?
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A Low-complexity Visual Tracking Approach wit

DAE offline
training

BP algorithm

Single Hidden Layer Neural Networks

Liang Diad, Yuasheng Zhu, Guibo Luo, Chao Ha
Commumication & Information Securizy Lab
Shezzhen Graduate Sckool, Paking Univarsicy
Shenziez, China

dailiangsz.pk edi.cx, sbuysipkusz edz co, lung

Abrirsos—Visual eracking

pesithms bazed on Seep leassing

avirsnment becanse desp bearsiog cam leara peostic featare:
fram azmersn: ualbeled smages. Eowever, das ic the mulilsyer
srchitsetrs, the desp loaraizg erackars snffer from szpansive
tempueations] cmaer and aze met amitble far resleime
spplicationz. In this paper, 3 low-complezity vimal tracking
sehame witk single kidden Diyer oswral astwssk in prepsued
based oo demsizior aursesceder. To Gerdber reduce ke
cemputational rosts, fearsrs seliction i apglied to Smpldy e
warworks and ows speimizsis mechod: ars wnd desing e
szlice eacking process. The szpeimemtal el heve
demonserated thar the proposed slgorithm & abont Hz fme
faster thaz the rackars bazed o desp mee: amd rapid snongh frr
real-tizme applicatian: witk secouraging accaracy.

Eqprordi—vizial crackiaz, searal weowerk, densising
szteancader, singls hidden layer
I INTRODUCTION
Visual acking is coe of the mest doportaus sessexch md
dow i E

callizgs dus %0 the infusnca o tymemic
spparace cheoges, partial ouclusios. ciutred barl:umd.
a=d dismacton Som smilar objects. In gemenal, the szl
trackimg tackmiques can b crteporized 1 diverimnasive or
gezarziive methods The formar formulats the macking 2 a
clasmificasion preblem in wiich the target is discriminzted Fom
beckground and the classifier i updated oulise dwing the

phusd co

acchiics and varistioms since shey suplicitly tks =
backgreund inta consideration.

Facemily, 2 novsl rackar, DLT [4], kased on desp Jearzing
was proposed for zobust viml macking iz s complex
vironmeane Tn the DLT, fhe primciples of gezarativa and
sriminative trackars are combined by developing a rebmet
instive acker. Comparsd with cther discriminative
s, DLT makes £all uss of stecked dimodsizg sumancoder
[5] % Jearn {ensuparvised) ganaric robust image feemres fom
& vary largs image dataset and then mancfers the leart Seatra

: g tesk. Howsver, it is noted tht the deep 2sts of
% aXpansive computationa] costs.

e

Racsmt rassarck (7] oz the veics recopmiticn tack bas alic
shown that shallow networks can leam the complex fozctions
prviously lowmed by deep set asd achie
previously ouly achievzble wits deap modls. Thus,

that single Eidden layer newral setwarks ce= lemm axsmesse
image featuses for vimal Gackizg. In this paper, cze hidden
zal etwerk & propesed for St md robust viswal

wecking based on tat b single kiddes layer netwark witk 2
Snit mumbar of biddes meuroms if & vamvemal spprewima
[6] T the prepessd approsch, a dimcising sumencodss (DAT)

ix usd to leam gemaric imagw Seatures offfine fom a large
image dacast and then the learned Featurss e camsfered fo
o tracking process. During the ozline macking process, e
fiatuzes 228 clesssfior lavar cm ke forthar mned 1o adapt 1o
spacific objecs. Becaizss the nsural metworks comtein batk linaer
wd solisw mawformations, fe imAge eprsssEions

animal woman

singerl

surfer

BP algorithm
Or
ELM algorithm

Deep Learning Tracker Framework

Feature selectionﬁ

Particle filter 9

Single-hidden-
layer neural
network

>
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results
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A new robust visual tracking algorithm based
on Transfer Adaptive Boosting

Songtao Wu, Yuesheng Zhu' and Qing Zhang

Communicated by T. Gian

B new robust visual tracking algorithm, based on Transfer Adaptive Boosting. is proposadin this paper . The algeorithmis
abla to produca & highar accuracy hypothasis for more effactive and adaptive tracking by using cartain useful historical
instancas of the video. The theoretical uppaer bound for the classification error of the samples and its corresponding
theoram are also given. The theoretic analysis and simulation results show that the new maethed achieves a battar
parformance compared with other metheds in tarms of aweiding drifting and miss-tracking. even with complax variations
and altarations of tha abjact’s ariginal s ppearanca, such as acclusions, illuminations. and shaps dafarmatians. Copyright
© 201 2 Johin Wilay & Sans, Ltd.

Keymards:  wisual tracking; histancal Instances; transfar adaBocst
|

1. Introduction

Wsual tracking Is an Important comporent in pracical computar visken applications, such as human behavior racognition, human-
computar Intaractiors, and seourty and irkclligant survallanica. Tha chalangas of designing a robust wackirg algonthm includa
dealrg with the complax badegrourds, occhslors, varlations of tanget appearances, and llumiradors.

Reoaritly, thare ara many ressarch afforts focused on finding effective and effident tracking algorithms [1-32]. Treating tracking 2z a
birary dassificatian problern b one of most atractive ressanch poines [4-g]. Tha baslc Idea of this approach 1s to uss soma salacied
poslthve samplas ard the regativa samples arourd themn to generaie a hypothests that 15 udlized In thea naxt frams to dsciminaie the
targatfrom s backoround with an abaustiva search. After the correspondirg lacation oftha targatis achlaved, saveral Imaga patchas
ara chosan as traiming samplas t genaratsa rew bypothasks for the nat framis, and this process |5 Herated through all of the falowing
frames. Tha kayls how to effecdvaly choose training samples. & typlcal mathed Is based onthe onlire AdaBoost 1DAR) framework 4]
In which som of tha simple featuras, such as local binary pattarn, histogram of gradiant, or Faardiks faaturs, ara salactad to farm a
strore dasifiar to raprasant the targat. Only tha datectad imaga patch iz chosan as pesitiva sampla and otharfour patches around tas
regatva sampls In the QAR mathiod Howsvar, the error In each frame Introduced In online adapadeon process would be acoumulaied
and finaly rasult In drifting. Irstead of updating weak dassifers from tha faund samplas, online semi-boast [5]uzas a priar modsl ta
diabarming the labsls of chosan samples that am utlized to update al the wesk clasifiers. Once the target suffers oochudore, or any
othar charges that result in the loss of tracking, tha prior medal would pull basck tha tradkar to track thie targat again. This approach
may alleviata the drifi, butit ks roradapeive and sxirermaly uretable. In lerabore [€], a tracker based on muldple Irstarc e kaming (MILL
Is proposed to ovarcoma dift. 1 1s diffarert from pravious metheds in that it dinmctly deals with rural Instances; a bag that contains
savaral Instanices b used to ganarats a robust dassfer. Evan If the lecatizn fourd Is ot precise anough, tha racker can sl kesp
trackirg the targat on tha bals of 3 MIL framewerk. Mevarthaless, tha high complaaity of MIL mathod limits its applcatiors on the
basis of the asumpton that the distbution of sample labels cb<ys some structural corsiraints, the samples of Image paidhes close to
tha targat rajaciory should ba pasitive and thosa sumaunding to the trajectory ana negathve, an afidant tracker with P [sarning [7]
Is devaloped. Howsvar the posiive and negative [P consrainks cannot pledgs the comeciress of bootstrapped samples ard may
lesd 1o miss-rackirg A& boosting-baead racker with ootraining [B] uses a boosting error bourd In tha cotraining framevestk to quida
tha tracker. THis method assumas that two views are Indepandaent but may ret be sutable in mestcases, In the mathed of lwratamn
[#] tha targat Is sagmenited It savaral ron-cverlapping parts and each part i tracked simultarsously, but amar acoumulatian is sl
an unsolvad problem

Iri this papar, 2 rew rabust visual tracking Algorithm based on the Trarefer Adapts Lsamirg [10] algorithm & proposad to mprova
traditional boosting-besed tracking algedthms Unlka the methods mendored sarlar, In which only the samples inthe cumentframe

EAPID VISUAL TREACEING WITH MODIFIED ON-LINE BOOSTING
AND TEMPLATE MATCHING

Zaibe Laog, Yussheng Zhn, Qlizg Zhang
Compeemicatice & Information Sscurity Lab

Shemztez Gradzate School
X v, Shenzhamn, Chinn
e guibai@sz phn.sdn.on, shuynidpkesz ede oz, Srhanggizg@ ezl com

ABSTRACT

O=-ling lear=ing is i=creasingly pepealar in visuzl cacking
bt che ckallemge thar it faced is how = adapt the
appearizce changes 2=d avedd the defting or missicg
mack. In thiz paper. 2 fast wisual macking algomithm i
preposed to make the macker meme 2ccurzts aod stabls iz
the complex varisticzs siuatoms like occlusions
lezgizations 2=d skape defommmations. o the proposed
algorithe:, a modified on-lime boosting methed &
davaloped to maks the tracker meme adaphvs fo varizble
scane and 2 weplate maicking medel d 1o consTaiz
the aining szmples, so that the accomulating oo =
self-updats eaming cam b alls d effactivsly. In
additen, 2z oplizxization poocass sed to reducs the
cempufationz] burden. Crr experimental sesults have
dzmnsmerratad thar camromd weith nther an-lma frackise

Research Article

(MIL) 2lgorishm to reduce the labgl jitss phoenomemon
dueming updates tm the tracking. The basiz dsa of BIL
paradigns is that during the training procsss the samaples
ars pa o bags rather than i=dividnal samoples, that
&, izsfaocss close b0 the cumenmt ebject positiom ars
comsiderad 25 2 peositive bag and other mmsfamces as
megative bags, and the classifiers e trmined o
discrmizate these bags instead of samples. Kalal &t al
[6][7IE] exploited 2 parallel Eamework diecluding
tackicg. leemming and ditecton (TLL) for long-term
macking. TLD usss a Lukas-Eanade-mackenKT) to
guide the arming process of the object detectes. This
selective-updats soategy can ackisns promudsizg results in
long-term tracking weer, the LET is oot comapetent
o track the objects with ne=-rigd rapsformations and

rartial aeclesions

Plathematcal
Petheds in t
Appled Scences

Pecahad 50K 608

{weweve.interscience. wiey.corm) DO 10.L0OZ sm 0000
MAE subpect classilication: X004, 2000

A Robust Tracking Method with Adaptive
Local Spatial Sparse Representation

Qing Zhang, Yuesheng Zhu*,5ongtao Wu, Guibo Luo, and Liming Zhang

In thiz paper, based on local seatial searse repreentation [LSSR) a mbust visual tracking wethod & poposed. In the
proposed approach, the leamed target template & expressed sparsely and cormpactly by forming local spatial and triial
sirgakes dynamically, an adaptive multiple subsaces appearance model i developed to descibe the target appearance
and coretruct the candidate tanget templates during tracking, and then an effedive selection stiategy s emploged to
pick out an optimal sparse soution and locate the target acourately in the next frame. The ecperimental results hiree

demerstrated that cur rethod can performs well in the complex and roisy visual emdror
drarratic illurnination danges ard large pose sariatioes inwideo Copyright (D) 2009 John

ient, such as hey ocdusions,
ey & Sons, Lid.

Keyaords: Visual trackeg, spane repesentaton, sl samples, mutipk subspees

1. Introduction
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