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Public cloud market share
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Revenue trends — AWS with a head start, Azure & GCP showing rapid growth
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On Premise Infrastructureasa  Platform as a Service ~ Software as a Service
Service (laaS) (PaaS) (SaaS)
‘\
Security Governance,
Risk & Compliance (GRC) PR || CEmAmen [BEp e
. Google Apps, Dropbox,
Data Security Saas Salesforce, Cisco
WebEXx, Concur,
oy GoToMeeting
éb\ Application Security .
o(\ AWS Elastic Beanstalk,
A\ Azure AD, Google App
@ee Paas Engine, Apache
{\ge Platform Security Stratos, OpenShift
g\‘e@ W
. ‘ Amazon EC2 , Microsoft
Infrastructure Security ? \\\\\‘ laaS | Azure VM, Google
\\ Compute Engine (GCE)

ERAR : Certified Cloud Security Professional Official Study Guide

Right to audit: ask provider for any and all audit reports you may have prepared for customers in order to satisfy your need for due diligence.
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Lv Amazon EC2 & EBS

+  GuestOSruninCPURIng1

«  Firewall (Security Groups) resides
between physical and virtual NIC

«  Deny by default

« EBS replication

« NIST 800-88 ( “Guidelines for Media
Sanitization”

«  Encrypted EBS with AES-256

§ ELB

Encryption and decryption

Single point of contact

Supports E2E encryption using TLS
Having the originating client IP address

= DEFTE
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S3

|IAM Policies/ ACL

Bucket Policies

Restricted by default

SSL encrypted endpoints

Encryption at rest (exclude metadata)
Access logs

Data Durability and Reliability

: Amazon Route 53

Highly available
Scalable
Health check for your website

Perform backups

Handle failover

Maintain database software
ACL (DB Security Groups)
IAM Polices

CloudFront

Layer 3-4 Anti-DDoS
Support private content
Access logs
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AWS Config rules
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Security Hub CloudWatch Archive
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