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EXPLOSIVE GROWTH IN DATA
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END-TO-END CLOUD-DRIVEN NETWORKING

CENTRALIZED MANAGEMENT
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VISIBILITY AND ANALYTICS
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NEW AUTOMATION TOOLS




WE ARE EXTREME
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WHO WE ARE

Founded 1996
Revenue: $1.1 Billion
2800 employees
NASDAQ: EXTR

HQ in San Jose, CA

WHAT WE DO

20+ years of networking
Innovation

1000+ active patents
Cloud-Driven End-to-End
Networking Solutions

WHO WE SERVE

SSLL

~50,000 Customers
9,000+ Partners
Business in 80+ countries
100% Insourced

Service and Support
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Spectrum 24 - Symbol Technologles AP510l - Extreme Networks
The Spectrum24 High Rate 4131 Access Point, 11b and The APS10I is setting the standards with Al-Infused
transmitting data at 11 Mbps then automatically Wi-Fi 6 Access Points data rate up to 4.8 Gbps with
scaling to 5.5 Mbps, 2 Mbps, and | Mbps to ensure dual 5Ghz capabilities to ensure the highest level of
NICHE PLAYERS VISIONARIES best range and throughput. wireless service

COMPLETENESS OF VISION
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End-to-End Cloud-Managed, Cloud-Driven Networking =

CLOUD

FEATURES AND BENEFITS DEPLOYMENT MODELS
CENTRAL DATA UNIFIED ii‘é::: APIS AND PUBLIC PRIVATE LOCAL HYBRID
VISIBILITY  ANALYTICS CONFIG AUTOMATION CLOUD cLoub CLoub cLoub

CONTROL

ARDEAE 6666

) ) )

WIRELESS, MOBILITY, AND IOT CAMPUS AND EDGE SWITCHING DATACENTER AND SD-WAN
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IoT-  Coordinated Location Fabric Hyper- Elastic IP Branch Automation
Ready Algorithms Aware Connect  Secure Services Fabric SD-WAN Ecosystem

ON-SITE

CONFIDENTIAL. ©EXTREME NETWORKS, INC. ALL RIGHTS RESERVED



Not All Clouds Are the Same: In Nature
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Not All Clouds Are the Same: Or In Networking
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Extreme - Accelerating at Cloud Speed
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Cloud Networking

TODAY
Flexibility Security

CUSTOMER Scalability Analytics
BENEFITS Cost Savings Resiliency

Continuous Continuous
CLOUD Integration Delivery
EVOLUTION Single-tenant True Multi-tenant

Virtualized Microservices

ExtremeCloud™ I1Q
2019

Real-time Innovation
Artificial Intelligence
Machine Learning

3rd Cen

Continuous
Deployment
Continuous Operation
Serverless Computing

ExtremeCloud™ 1Q
TODAY

Dynamic Segmentation
Dynamic Licensing
Dynamic Capacity

Containerized Microservices
Dynamic Resource Pool
11 9's Data Durability



CLOUD DRIVES EFFORTLESS
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SMART delivery of new insights and
analytics using ML and Al

SECURE assurance of user, device,
and loT access




SIMPLE

(1]

« Scalable to any business size and growth velocity

« Continuous Software updates
- No install and maintenance of local servers and software
- No downtime and upgrade planning required
- Continuous delivery of new features, capabilities, improvements and fixes

« Data storage for the entire length of the subscription

 Workflows for onboarding devices, building network policies, guest
access, device templates, routing policies
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SMART =

« Big Data Analytics that can be collected, processed, displayed and stored
for ML driven insights and comparative analytics with a path to Al

« Complete Network/Device/Client Visibility

- Client360 allows drill-down to client specific data over specified time period
- Compare it to the rest of the network (RSSI, SNR, etc.)
-  Health Score, Radio info
- Network and Authentication details
- Roaming history (Client Trail)
- Application usage
- Max client capabilities



Client360

janet-surface
VLAN: 1101

CURRENT CONMNECTION STATUS

0S TYPE
Windows 8/10

IP ADDRESS
10.11.101.102

MAC ADDRESS
6045BDC5EETC

USER
jsmith

CONMECTED TO HS-APE
15 Mins 11 Secs

VLAN
o1

CAPTIVE WEB PORTAL
Unused

USER PROFILE
Madison_HS_Staff

janet-surface HS-AP3 EDUC-EXDS5 ® ExremeCloud 1
CLIENT TOOLS ~
10.11.101.102 10.11.98.207 1011918 < e

Time Range: Day | 1Hour | 2 Hours | 4 Hours | 8 Hours | 24 Hours |

. . . — lzage RSSl  — Naoise Floor
Usage (Click timeline te change SELECTED time, drag to change time range) 2020-10-12 04:53:55
16 ME | ® Total Usags: 128.89 KB -20dEm
= h Average A5S| 41 dBm A
8 ME i L -60 dEm
| | @ Average Moise Floor —96 dBm ﬁ
VUMY o & VAN I\
0ME @ AP: HS-AP3 Currently Connected 100 dEm
153 13:23 15:53 18:23 20:53 2oy Uy vl 06:53 05:23
Connectivity

L Bl i 1 il I 8 I B n 2 N u B0 & | & 2 il 0 1 B 8! &l ! 1 1 | 8B 1 0B 8 || Q

From 10/11/2020 10:53:55 to 10/12/2020 10:53:55

v

MOST USAGE TOP SESSION VIEW

ssSID Selected Time | Most Time Spent | Most Usage Top Sesslon VI.. -
Madison_HS_Staff
RADIO Total Usage 12.91 MB Average RSSI 4
802.Mac | 56 Session Start 10/12/2020 00:28:34 Compared to devices on this floor. -
;::;‘""E" 3= Session Duration 17 MINS 33 SECS
1
= HS-API Average RSSI -40 dBm ‘-I
AP with most data sent and received Average SNR 55 dBe -85 -7 _-—.5; -5 -45 -3 -2sl
LOCATION P Foor 00 Cood: 0 % © Excaliant: § (100%)
Edu._>Ma.. >Ma_.. >Cla_ Session Detalls & et LT
L ] w
~
CLIENT TRAIL 4
DEVICE DURATIO ASSO AUT DHC  DEFAULT
Sk FROM TO N AVERAGE RSSI AVERAGE SNR USAGE SSID ROAM = " = Gateway DNS
> HS-AP3 fuuzsgl ? n fﬁj? 5110 1 i’; T:: A1 dBm b di 8.86 MB "",;‘l‘:'l'ﬁ"’”—"“’ MN/A . ° ® )
- - . .
> HS-AP3 #:;_‘fléu 1 ﬁué_“zlf 1 L‘L':';:: A2 dBm b4 di 291 MB "!;t’]'ﬁ””—"“’ M/A . ® ™ ®
N LE ADT 2020-10-1 2020-10-1m 11 Mins AA A £ i 1e = Wi Madison_HS ., - - - -




Client360
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janet-surface
VLAN: 101

CURRENT CONMNECTION STATUS

05 TYPE
Windows 8/10

IP ADDRESS
1011101102

MAC ADDRESS
6045BDCSEETC

USER
jsmith

CONNECTED TO HS-AP3
19 Mins 14 Secs

VLAN
101

CAPTIVE WEBE PORTAL
Unused

USER PROFILE
Madison_HS_Staff

SSID
Madison_HS_Staff

RADIO
802.11ac | 5G

CHANNEL
157

LOCATION
Edu.. >Ma.. >Ma.. >Cla.

e

janet-surface HS-AP3 EDUC-EXCS5
1
O < -
10.11.101.102 10.11.58.207 10.11.9.18
o w4 o
bg\?‘ . g\?‘ Qp\?‘
'\\ '\A, Y
0 ‘
610 Mbs 117.0 M= 130.0 Mbs=
Tx @ Tx Retries Rx @ Rx Retries
Top 10 Apps

445.06 MB

COOGLE PLAY: 377.89 MB (84.9%)

@ ExtremaCloud IQ

& Internet

1560 Mb=

CLIENT TOOLS ™

MAXIMUM CLIENT CAPABILITIES

| 2.4 GHz | 5 GHZ | E.mﬂ Assoclation Request | Probe Request | Both |

Supported Channels
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100 104 10

ZHW 5 165

3 AL OF £

158 157

1 : ; : ? ; ; ; ; '5 'ﬁ 'I-Z 'I-3 'I-l !- 9-6 & 112 196 120 124 128 132 186 140 144 161 165 165 178 177 'IE'I.
1-14 [ UNII-2-EXTENDED | UNII-32
Supported Bandwidth Spatial Stream 8021 Standard Max Tx Power
il Wl < e B o L =+
N S L & max 30 dBm
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SECURE
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« FIRST cloud-managed networking vendor to attain ISO/IEC 27001

certification for its Information Security Management Systems (ISMS)

« APs support stateful L2-L7 DPI firewall for context-based access security

« Last Wi-Fi Alliance WPAZ3 security certification and Management Frame
Protection for users and loT devices.

« Onboarding and Guest Management

Cloud-based PPSK and credential delivery
Employee sponsorship for guests

Customize email and text message templates
Social Logins (Facebook, LinkedIn, Google)
Self-Registration Portal

X Al

W *

* GDPR * . DSS :o.:’ / Microsoft

* * J IIIIIIIII % Azure
OHIPAA

Google Cloud



Private Pre-Shared Key (PPSK)

User1 ] SSID: Corp-Wi-Fi . AP
g passphrase: Q
SSID: Corp-Wi-Fi

User2 _L ] SSID: Corp-Wi-Fi \ Authentication: Private PSK
passphrase: 99iK3-%%3jkl «—— % PPSK1:

4 . . _O 0 .
User3 /7 SSID: Corp-Wi-Fi / PPSK2: 99iK3-%%3jk

passphrase; UU&&$tY 39Df PPSKS3: UU&&$tY39 Df

(1]

All users and devices have unigue credentials

If 2 user leaves or device is lost, the PPSK credential is
simply changed for that one user or device



Private Pre-Shared Key (PPSK)
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User 1 SSID: Corp-Wi-Fi @AP

User Profile-A: o
VLAN 10 and FW-Policy-5 SSID: Corp-Wi-Fi

o Authentication: Private PSK
SSID: Corp-Wi-Fi User Profile-A:

User 2 User Profile-B: :
P VLAN 10 and FW-Policy-5
VLAN 20 and FW-Policy-6 User Profile-B- /

SSID: Corp-Wi-Fi VLAN 20 af‘d FW-Policy-6
User Profile-C:

User 3 User Profile-C: VLAN 30 and FW-Policy-7

VLAN 30 and FW-Policy-7

Multiple user profiles can be linked to a single SSID

PPSK User Groups can be leveraged to assign different groups of users or devices
to different user traffic settings



Private Pre-Shared Key (PPSK)
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= Multiple per-user and per-
device PSKs assigned to a
single SSID

= Easy to deploy

= No need for PKI, certificates
or RADIUS servers

= Can be time-based
credentials

s Solves the “static” PSK
problem

Coleman-
iMac

Coleman -
MacBook

Donnie -
iPhone

Coleman -
iPhone

Coleman-
Kindle

Coleman-
Surface-Pro3

Private
PSK-
Manual

Private
PSK-
Manual

Private
PSK-
Manual

Private
PSK-
Manual

Private
PSK-
Manual

Private
PSK-
AManuial
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fUx564.>}QhJ6501"_an




PPSK Credential Onboarding
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Wednesday, March 30 Welcome, Your Real Name

B e (oot hccess Koy 6928573599
49625 DQ:,?F}E'!TI’[I..‘ |7! o 24 "»':;:.u\ '¢""’ first E

Expires: 24 hour(s) after first login.
Access key must be used within 7 day(s)

To get online:
1. Cor e P b 08 10 WIFI network "Guest-X" or "PPSK-X" using |
inst S pro L }
Enter the acce:
™ there r t il | d C
"W

@ network admin at this faciity if you have any difficulty logging in

networks

F= Extreme

Time based guest
credentials

PPSK credential
delivery printed
receipt, email, SMS

Self-service kiosks
and applications

Employee
sponsorship



[dentity APls =

= |dentity APIs can be used
to create your own
custom applications to
onboard PPSK
credentials

» Example: PPSK Kiosk
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ADVANCE
WITH US.
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