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Gartner: 2021 Magic Quadrant for
Enterprise Backup and Recovery
Software Solutions
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IDC: 2H20 Data Replication and
Protection Growth
Top 5 Companies by Market Share

Source: IDC, Semi-Annual Software Tracker, 2020H2
Note: Worldwide Data, circle size represents market share

Forrester Wave: Data Resiliency
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BEAEIHHEER AWS - Azure FGCP
BENEREFOHIKE -
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{RFEMMA Microsoft Office 365 &} -
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VMware vSphere - Microsoft Hyper-V
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Production Cloud
Cloud Workload
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Backup Server T e S R
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Enterprise Manager
Backup Copy

WAN Accelerator

Proxies

DR site

Backup Copy

Production
storage

Load balancing

Virtual Host

VMware | Hyper-V

Replication
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Tape Server

Physical Host




KEBERZFHEENAERXR

#l —E5_

|

\ 4
| ] h

s B AY

AP 2R B9 3T AR/

Dl RV 3

E 7§

S5, BB
Rl

‘

TLA

O




o] A |12 Rl &= (BIREIR)

# 3 3l 5 DEAK EHER" 3 “HERR" RENEERK

=

v' Linux

v" Windows EEREECEREE
BERMPRAEDIER

EEEE ) (Veeam Backup & Replication)

v’ Hyper-V -

v Nutanix AHV

Ein LIFR&ED »

Production storage v #1840 Veeam Backup for AWS 5§ Backup storage
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HOME ?
E:i exch21 as of less than a day ago (23:15 Thursday 2019-11-07) - VEEAM EXPLORER
= - HOME -
= File and Folder:
B SP2 Farm as of less than a day ago (23:00 Thursday 2019-11-07) - VEEAM EXPLORER FOR MICROSOFT SHAREPOINT @ .fg % —1\ _$__\Z ,-H_ I EJ 7|tﬁ |__| _‘,(,— K m E/‘J tﬁll 7‘3_ D= * BE
= HOME

[ demo-AD as of 2 days ago (12:07 Wednesday 2019-11-06) - VEEAM EXPLORER FOR MICROSOFT ACTIVE DIl

- - Exchange:
El{E A Exchange ¥4 ZIHEZ KRR, L, 3 Office 365

demo-Oracle as of 2 days ago (12:07 Wednesday 2019-11-06) - VEEAM EXPLORER FOR ORACLE

SharePoint:
BIEZLENY G, EfECMBRAESE

Active Directory:
2%, EEEX I [E]18 Active Directory ¥ 2IAHES A RIS, BERANZRNE

SQL Server:
BIEE 73538 transaction log FER, [BI1E SQL EifsE 2|18 E B 5 E R

Oracle :
ZIEE 73538 transaction log & ) RIEIREE, #tEMERIPASZIBRITE
%4 K& hypervisor £ Oracle EllE, Ll BERNED

ORCL veeAM
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Your d photos, datab and other important files have been encrypted with strongest
encryption and unique key, generated for this computer.

Private decryption key is stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Pruswmvkwlhellstolﬁlsﬂlatmbou&umm
Press 'Next’ for the next page.

95:59:29




Yoy it S %) RIm sz HY W
1 RS TEIREN

4(::)iiijﬁﬁﬂﬂ%ﬂhT§§HT%““W
a. BEHBE /Ejnﬂ?jZHjE_E1—J/)F=ﬁ/|__l

@ HTYETEREMZEZE SR
a. AZEFRURE R ol 58k R F AR P S SR A 418
b. MRFERBRRATEEZEUENENERAE

@ BRATREEMNED

5  sorssnurenszeREiHhzEs

BERIE: TechRepublic How to avoid ransomware attacks
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% 'T—I_ ’HZ': ? MName: Backup Deletion Job Status:

Action type:  Backup Deletion Start time:

° K r=h J T, |_;\ $£ _b I % E/\J 1%% @ }E Initiated by:  LAB\administrator End time:

- MRIEHERERE: NEIABME

Message Duration

Starting backup deletion job
Preparing backups for deletion
Building backup deletion

. BRABENMS

gn4e

v/ . A\\H -—-q{-i-f---——- . /HK-Nano.vm-5636D2020-06-18T142332 7FC7.vbk
» ¥XHA Linux WRY “immutable T | /EK-Nano v-563602020-06-247145635_5CE vi
ﬂa ” -—y-i-f----- ./ .veeam.0.lock
g ——————————————————— . /BJ-immutable.vbm

root@multistorage: /mnt/nfs/backups/BJ-immutable# I
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SureBackup/SureReplica =asvmsnesms
BB EERE & E—FTEASENENNEEEMSE

Proxy ERERE
Appliance

DoD E DODD ~ gun
e Mg R g

fERREDR
19 LB B TRE A

EEHER
SureBackup: Exchange SureBackup Job

< <

Session Det:
Status Start time
Total tasks End time
Processed tasks 3 Duration

Successful tasks 3 Warning tasks 0
u u u u u u Failed tasks 0 Skipped tasks 0

Progress

Production Storage Virtual machines status

VM name Status Start time Heartbeat test Ping test ‘Custom script test
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Veeam for
Cloud solution



BCloud Bt RIS 1E

.
EREFES
_. —: _. - Vmware Veeam Backup Server
=: —° =: - HyperV
- Nutanix
X
x_/
Proxy Server
L] s
- Windows ]
- Linux [
=il
Repository Server «—>
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Amazon EC2 | @ : — ! — ! & E
Amazon RDS ! s ! y : ¢ ] n :
Amazon EFS ! l : : N : l :
Amazon VPC : ' '
Amazon S3 : ; Azure SQL : ' Google VM
Amazon S3 Glacier | : . Azure BIIObA . . ' Google Cloud Storage
Amazon S3 Glacier DeepArchive \_ -/ Azure Blob Archive ', il , Google Cloud Archive
PEBEE
> {ﬁﬁj\ VIMWAare 5§ HyperV NUTANDS

veeAM



B R M RIE £

- UZEBERRERBRANENESR BB ERHEEZER -
EERRERE

- DEERCSTHNENE  IKELSAERR  MREREEF
ERERI3-2-1E R R BIE

Object storage
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= SQL Server 514/
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Backup Server
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VMware Nutanix
vSphere AHV
E5e
Windows

Linux
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~ VMware - Backup from VS...
2 VMware - Backup of AD D...
&Vl\ﬂware - Backup of Excha.
[:"_"'-]VMware - Backup of File S...
£2 ¥Mware - Backup of Oracl..|;
~ VMware - Backup of Share..|,

< VMware - Backup of SQL A.

2 VMware - Backup to Data..

[_] VMware - Backup to Store.

w _ [i]VMware - Backup to XFS R
. > 52 Windows - Backup of AD D=

VMware Nutanix &% Windows - Backup of Exch..|”

vSphere AHV

E;—- exch3.demo.local

[:]Windows - Backup of Shar.. =

v - E Windows - Backup of Sh..
F.« sps3.demo.local

- BEEERERTLTER

-10-17 22:15 SOBR VMware
-10-02 23:00 AWS S3 Reposit...  VMware

'E. Instant recovery » E. VMware vSphere...

Volume restore... &) Microsoft Hyper-V...

Export content as virtual disks... E. Nutanix AHV...

Restore guest files
VMware

VMware
VMware
VMware

Windows

Restore application items

Restore to Amazon EC2...
Restore to Microsoft Azure...
Restore to Google CE...

Restore entire VM to Nutanix AHV... Windows

Create recovery media...

Export backup... itory  Windows

Remove from configuration SQL Server

Ey  Delete from disk

On premise
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B ik —El=Agent

B > [;’]VMware - Backup from VS...  2021-10-17 22:15 SOBR VMware
[;]VMware - Backup of AD D... 2021-10-02 23:00 AWS S3 Reposit...  VMware
- O O [T]VMware - Backup of File S... M Volume restore... ) Microsoft Hyper-V..
‘—' VMuare - Backup of ?Iad'" L Export content as virtual disks... E' Nutanix AHV...
[T]VMware - Backup oT‘ Share..|, Restore guest files : 0 2
= VMware - Backup of SQL A. Restore application items ) VMware
¢ VMware - Backup to Data... a na.. VMware
0 ~ Restore to Amazon EC2...
* =5 VMware - Backup to Store.., - ) { . VMware
Bare metal recovery P . % Restore to Microsoft Azure... .
> 5 VMware - Backup to XFS R.. T —— ) VMware
. . ; i , estore e CE..
Export as virtual disk > &4 Windows - Backup of AD D. R itory  Windows

+ % wind - Backun of Exch.| 4~ Restore entire VM to Nutanix AHV... .
Instant Recovery to VMware Qe - | Windows
EL. exch3.demo local Lf1  Create recovery media..
Application item recovery 4 [;]Windows - Backup of Shar.. Export backup... itory  Windows

Restore guest files E Windows - Backup of Sh.. Remove from configuration SQL Server

FL. sps3.demollocal Ey  Delete from disk

Restore to Amazon EC2

Create Recovery Media
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Veeam Agent for Microsoft Windows sz &

Both 64-bit and 32-bit (where applicable) versions of the following operating
systems are supported?®:

*Microsoft Windows Server 2022

*Microsoft Windows Server 2019

*Microsoft Windows Server 2016

*Microsoft Windows Server Semi-Annual Channel (including version 1909)
*Microsoft Windows Server 2012 R2

*Microsoft Windows Server 2012

*Microsoft Windows Server 2008 R2 SP12

*Microsoft Windows 10 (starting from version 1607 up to version 1909)3
*Microsoft Windows 8.1

*Microsoft Windows 7 SP1

Cluster

. Microsoft Windows Server Failover Clusters,

. Microsoft SQL Server Failover Cluster Instances,

. SQL Always On Availability Groups

. Microsoft Exchange Database Availability Group

SESERES
https://helpcenter.veeam.com/docs/agentforwindows/use
rguide/system requirements.html?ver=50

https://www.veeam.com/kb2463

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners,



https://helpcenter.veeam.com/docs/agentforwindows/userguide/system_requirements.html?ver=50
https://www.veeam.com/kb2463
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Veeam Agent for Linux sz 1%

Linux kernel 2.6.32 or later?! is supported.

Both 64-bit and 32-bit versions (if applicable) of the following
distributions? are supported:

*Debian 8.0 — 10.33

*Ubuntu 14.04, 16.04, 18.04, 19.103

*RHEL 6.0 — 8.1

*Cent0S 6.0 — 8.1%

*Oracle Linux 6 — 8.1 (RHCK)3

*Oracle Linux 6 (starting from UEK R1) — Oracle Linux 7 (up to UEK R5 U2)3
*SLES 11 SP4, 12 SP1 — 15 SP1

*SLES for SAP 11 SP4, 12 SP1 — 15 SP1

*Fedora 30 — 313

*openSUSE Leap 15.1

*openSUSE Tumbleweed?

SEEL:
https://helpcenter.veeam.com/docs/agentforlinux/userqui
de/system requirements.html?ver=50

© 2022 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners,
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gEORER A 1 ER Office 365,
BEEZERNEERERD

Tt ERERNEECE S

[J Office 365

& %
‘B B 5T

ty Model FREAERIREREETRE
ibilit

+  fYER#EYE Shared Responsibili
https://aka.ms/sharedrespons
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SIBREIEE ([ElWE) Office 365

BEHFIEN RES—ERHT) BEIHF

SharePoint Online BIFRAY4EuLERIE B

FE_PEE

=L

E_PEER

OneDrive for Business Mif&arEZ
ETHMRTEREAT

&, BEAEZER—ETENEDERGE.

Office 365 11 AIRFEERIZEREE RINEREXRRIEHAIRAVRE,
FREHRARTEE BRNEEEREZSTHEREH. ALEEEARBMMEFRHAESRL
AR B L B2 FERE AR T,

Sources: Exchange Online information above is based on Microsoft’s default MRM Polic
Business information is based on Microsoft’s support article. In some cases, these defaults can be customized by the IT Admin, but often require certain licenses and/or additional fees,
and also carry the risk which allows Microsoft to automatically delete data ahead of retention policy dates if the recycle bin is full.
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https://technet.microsoft.com/en-us/library/dn775046(v=exchg.150).aspx
https://support.office.com/en-gb/article/Restore-deleted-items-from-the-site-collection-recycle-bin-5fa924ee-16d7-487b-9a0a-021b9062d14b#ID0EAAIAAA=Online
https://support.office.com/en-us/article/find-lost-or-missing-files-in-onedrive-0d929e0d-8682-4295-982b-4bd75a3daa01
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OneDrive for Business Mipgagteze W=ERAYEE 17t
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Veeam Backup for Microsoft Office 365 £ Z2fHEREMAK.
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Microsoft 365 - GUI i&:

izations as of less than a v 16/ - Vieeam Explorer for Micrasoft Teams

Advanced
Find

Files Search View

Organizations

4 g Organizaticns
4 JF]Aperalurelabs onmicrosoft.com (11/6/2020 2:42:26 PM)

» i Aplabs HR Definese:

A J ] Category: Location Received Rentore Status
+ i Aplabs.Technical

Microsoft Teams Accounts

Site for Documents

miEaas Orebnve Do abe_user/folder/folcer2 ever startad

Veeam Software
2020_09_11_04_D5_28.msg Crelrive Do, abc_userfolderfolder: - - startad

AudioPreview.prg Document abe_user/Content/Style .. f startad
Azure AD |dentity Protection ... Email sbc_uzer/inbox February 18, 2022 4:34 AM L 2022 d4:34 AM Mever startad

Major update from Message Email sbc_uzer/inbox February 23, 2022 8:23 AM : 23, 2022 8:29 A Mever starvad

ults in Aperaturelabs.onmicrosoft.com (11/
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Veeam ONE Client Logged in as: VEEAMONE\Administrator

Q E il

Refresh Add Server  Notifications Settings Full Screen
Alarm Management

Alarm Management Filters: Al [¢ Actions

' All Alarms
Name Source Assignment Resolution
VMware

it DPM failed to bring host out of stz Predefined Virtual Infrastructure Automatic
Cluste Host failed to exit standby mode Predefined E Virtual Infrastructure Automatic
Cluster
H ter Server lost connection to host Predefined Enabled /irtual Infrastructure Automatic

Host connection failt Predefined Enabled virtual Infrastructure Automatic

Virtual Machine
Assignment.

Datastore VM connection failure Predefined Enabled Virtual Infrastructure Automatic
atastore

ny Object VM CPU ready Predefined Enabled Virtual Infrastructure Automatic » Edit Exclusions

vCloud Director vApp VM CPU usag Predefined able Virtual Infrastructure Automatic 4 Show Al Exclusions

s High balloon memory utilization ! E Virtual Infrastructure Automat
Organization

2 & 3 VM memory swap usage Predefined Enabl Virtual Infrastructure Automatic
vCloud Director Org VDC P usag

vCloud Director Provider VDC VM disk SCSI connection failures Predefined Ena Virtual Infrastructure Automat

Resourc

[® Hyper-\ i
Vi HyperV Alarm Details

B3 Host ~
General

Knowledge

This VM has exceede ! o
B3 Cluster 5 Rules Rule type: v Enabled

Cause Assignment Counter: Averag U Ready “ Condition:
:?' Infrastructure View CPU Ready Time is the

3 Virtual Machine

Notifications Warning

B Vi Resolution

Business View ) A _
Some CPU Ready Time
slow response times an

Actions Time period 5 C | [min Aggregation:

E;E Data Protection View

response. Consider adjy

External
A\ Alarm Management Referto V

@& connected Database: VeeamOne @@ connected
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Veeam ONE Client Logged in as: VEEAMONE\Administrator

Q E sl

Refresh Add Server  Notifications Reports Modeling Settings Full Screen Help

Monthly Summary Alarms VMs CPU ! sk ! k Tasks & Events

Summary
Data Protection View @ Selected Object: E -0 errors, 0 warnings

- VIdX.Lur
® v [fg Backup Infrastructure =3

3= Backup Rep es | ~ sitory type Microsoft Windows I I I I I
2= Backup Cop;
’ Thu Fri Sun Tue

o Mon
- Default Backup Repository

VMe

Stored VMs and

® VM and Computer backups (GB File backups (GB)

Full backups Other (GB Free space (GB

Incremental backups i ilizati
cremental backuy Backup Window Utilization

File backups

> [ File Proxies Short-term File backups

AR 2852 % 5E 0
BHTEAE

Long-term File backups

'b‘ Infrastructure View — 260.0 GB S Sun

@ Hours

Business View ree space 1529 GB

Data Protection View Jut of space More than 1 year

Alarm Management

Service: localhost @@ connected Database: VeeamOne @& connected Collector: Synchronizing
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(Veeam ONE Z3RikHI)

[ﬁm Host Machine remoting system failure e Virtual Infrastructure
7 Virtual Machine | Missing latest duster configuration data Predefined Enabled Virtual Infrastructure Manual
B3 Cluster | Network communication failure Predefined Enabled Virtual Infrastructure Manual
3 csv | No disk space to run this M Predefined Enabled Virtual Infrastructure Manual
7 Local storage Not enough memory to starta VM Predefined Enabled Virtual Infrastructure Manual
Ch Any Object

= & Backup &Replication

7] Enterprise Manager Alarm details
G Backup Server

Possible ransomware activity Predefined Enabled Virtual Infrastructure Automatic

o Knowledge
87 Repository
= Veeam ONE detected suspicious activity on this VM
87 Proxy

(5] WAN Accelerator Cause

(¥ Tape Server This Virtual Machine had high write rate on datastore along with high CPU Usage which can be caused by ransomware activity

57 Cloud Repository Resolution
¥ Cloud Gateway

Check if files on VM are encrypted by ransomware. Run up-to-date security software, prevent ransomware propagation, ask for qualified assistance if needed. Restore VM or encrypted files from previous
ternal backup in a case the files cannot be repaired. If VM was not affected by ransomware, raise the alarm thresholds
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TE I B B2 {5525 ~ vSphere CPU ~ Memory - Datastore

+ [® capacity Planning X o+

C @ veeamoneveeam.com:12 o

|- VMware Capacity Planning

@ veeamone.veeam.com:1239/(5(23592a2{89%b48

@ Dashboards Reports Deployment Proj

Report Templates Saved Reports

Veeam Backup Tape Reports
v5phere Capacity Planning

vSphere Configuration Tracking

VeeAM

Capacity Planning

Description

B Capadity planning

s report predicts when resource utilization for selected objects in the infrastructure will reach the config

Report Parameters

Over-provisioned Datastores
Host Failure Modelling
How Many More VMs Can be Provisio

Scope: Virtual Infrastructure
Datastores: All Datastores
Analyze performance data for: Past 6 Months
Perform planning for: Next 6 months

CPU utilization: 80.00%

Memory utilization threshsld: 80.00 %

Datastore space utilization threshold: 90.00 %

Datastore read/write speed (max) threshold: 50 MBps

Summary

Virtual Infrastructure Days Remaining

Nun
Nu
Nur

Resources
Required




AWS
Azure

Google Cloud
IBM Cloud

Windows
Linux

MAC
UNIX
NAS

aws

)

o0 &

w @ &

==

Cloud Virtual
B—EBNETA
REHEHEEFBEN LTIFARS
Physical SaaS . Apps
] Office 365

vmw VMware vSphere

X

©@ A @

Microsoft Hyper-V
Nutanix AHV

Databases

Microsoft

(e EEES
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