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Today’s environments are changing
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Buy New Model or .....




Aruba WiFi 6 AP Price

AP315
USD:1045

AP335
Q USD:1780

AP515
USD:1095

AP535
USD:1570






Evolution of wireless LAN
1999
1999

2003

2009 11n gq WiFi 4

2014 11ac W1
2015

2019* 6th Generation

11 54 450 1.3G 6.9G 9.6G
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802.11ax important features — &8 7 {1+

— Increase average throughput per device by at least 4x in a dense deployment

Feature Benefit Improvements over 802.11ac**

High-order modulation 1024 QAM Higher data rates under good conditions 25% over 802.11ac

New OFDM symbol Increases efficiency by reducing guard 20% higher data rates over 802.11ac
interval and pilot tone overhead

OFDMA downlink & uplink More clients, lower latency. More efficient ~ 3x system capacity for short packets
for low data rates, short packets. or many clients

MU-MIMO downlink and uplink for More efficient in grouping clients, reducing ~ 2x capacity over 802.11ac

up to 8 clients sounding and ack overhead

Spatial re-use (BSS color) Better performance for overlapping, dense ~ 2x capacity over 802.11ac
APs ( beneficial for congested venues)

Target Wait Time Extended sleep mode for longer battery ~ 3-10x battery life
life

20 MHz — only client option Simpler, longer-battery-life 0T devices Lower cost chips

Special preamble for long links Enhanced outdoor pt-pt distances ~ 2x more range for a given data rate

8
Q ** estimates
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802.11ax Data Rate — improve 25%

__l8021Mac sozttax |

Bands 5GHz 2.4GHz/5GHz
Highest Modulation 256-QAM 1024-QAM
Data Rate 87.6Mbps (20MHz,1SS) 143.4Mbps (20MHz,1SS)

433Mbps (80MHz,1SS)  600.4Mbps (80MHz,1SS)
6933Mbps(160Mhz,8SS) 9607.8Mbps(160Mhz,8SS)

But 1.7Gbps only (4SS)

8 bits per symbol 10 bits per symbol



OFDMA vs OFDM
.

M e e me [
]

SIFS Contention SIFS Contention SIFS Time

Full channel bandwidth used by one user at a
time

Fixed overhead, ie. Contention, padding

Not efficient for small packets application
& dense environment

Q Orthogonal Frequency Division Multiplexing

i SR

) 0

SIFS SIFS Time

One channel frequency is subdivided and can be
fully used by multiple user at the same time

Efficient channel usage

Increase overall efficiency and throughput

Orthogonal Frequency Division Multiple Access Eiis

10



OFDMA and MU-MIMO

* Both are complementary

« Utilized based on the type of applications being served

N
L i

OFDMA increases efficiency and capacity

OFDMA reduces latency

Ideal for low bandwidth and small packets
applications

MU-MIMO

o s -

MU-MIMO increases capacity

MU-MIMO results in higher speed and
throughput per user

|deal for higher bandwidth applications

1"



UL OFDMA & UL MU-MIMO

Uplink Resource Scheduling

Contention based resource Scheduling based resource
allocation (11ac) allocation (11ax)

* Un coordinated resource management » Up link resource allocation managed by AP
» Devices all compete and try to get resource till » A must for dense scenarios
they succeed » Increased capacity and better user

«  Works well in single AP scenario experience 19



Spatial Re-use

The problem

Yes!

Is channel
busy?

13



What | 80 TX !
Vs BSS COLOR

he < 0| u Spatial Re-use Z= [E118 A filg
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dQise threshold = -67dBm
“blue” RSSI = -70dBm

ls my cell?
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Spatial Re-use

Spatial Re-use

W N N R
[

2 e
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Every table represents an AP
with several clients

¢S €95 €9 connected

¢ &9 &2 G

s S N

. & \&¥ This environment is

[ equivalent to all APs
-_— all  Operating in the same

channel.

« You are at a table with your friends
» You can hear others speaking (from other tables) — same channel
 If the noise level is not high, you can talk — signal* < threshold
« Ifitis too noisy, you can't talk — signal > threshold



TARGET WAKE TIME

Longer Battery Life
Borrowed from 802.11ah
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arubo
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Negotiates sleep/wake schedule







WI-Fl 6 CERTIFIED
COMPLETE INDOOR PORTFOLIO

RELIABILITY
TRUST

INTEROPERABILITY
CERTIFIED
— arubo aruba arvbo
ARUBA 500 ARUBA 510 ARUBA 530 AR!!! 550
SERIES SERIES SERIES SERIES

CLOUD OR
ON-PREMISES

Al POWERED

SLA-GRADE
ASSURANCE

ARUBA AIR PASS
READY.

18



Improve Wi-Fi experience for clients with multi-user and Wi-Fi 6
aware ClientMatch

— By moving all ax clients to the ax APs we can utilize multi user capabilities (OFDMA or MU-MIMO) efficiently
to boost the performance of the network

aruba | aruba

/ — \ 802.11ax

S @ [ - ]
: . )
Q I




AirMatch

Enhanced user experience while roaming
in large dense environments

Al-powered self-optimizing RF planning -
enhancement to ARM

Provides channel, channel bandwidth and
power planning

Intelligent adaptive RF and Intelligent traffic control
Good user experience

AppRF

Automatically identifying traffic using DPI

Prioritizing traffic per user ,device and
application

Use cases: prioritize Skype for Business
for employees but deprioritize for
contractors

20



Wi-Fi CERTIFIED WPA3

» Passwords are harder to crack with SAE (Simultaneous
Authentication of Equals)

« WPA3-Enterprise simplifies configuration and enhances
encryption (Suite B /256-bit encryption)

Wi-Fi CERTIFIED Enhanced Open

 All wireless traffic gets encrypted to protect user data in open
networks like coffee shops or airports

Aruba Air Slice

* Improve user experience by optimizing radio resources to
deliver application assurance, guaranteed bit rate, and
bounded latency with intelligent scheduling.

Aruba Policy Enforcement Firewall

 Deliver role-based access control and Layer 7 deep packet
inspection to provide

21



Need for Application Aware QOS

Growing User Density and Stringent QOS Demands For Applications

»How to identify flows that needs to be
prioritized ?

»How to identify various QOS requirements
(latency, jitter, bandwidth, sleep duty cycles) for
these applications ?

»How to prioritize these applications in order to
meet the performance SLA ?

22



Air Slice for SLA-grade application assurance

Air Slice ZEBEREFEINERHHEAEHER, ARARRERAVEE

MANY . e
o " ol
N ! p‘-‘\o\’\ N
CLIENTS [l .Lu ﬁ via

s —_—
i _
tac [ 7 aruba -%. . Medium priority
CLIENTS " :% Jame

Sensors

Non-Wi-Fi 6 clients can also
benefit from priority queuing

Q .




11ax AP{HEE

aruba

— AP-50x

LE AEEEAPoE Switch ?
Aruba 11axo] ;5 At E802.3af/at PoE switch

— 802.3af POE (class 3): supported

unrestricted with IPM

— 802.3at POE (class 4): unrestricted

_—

AP-51x (POE on EO only)

802.3af POE (class 3): not
supported without IPM,
unrestricted with IPM

— 802.3at POE (class 4): unrestricted
(reduced USB power budget)

— 802.3bt POE (class 5): unrestricted

aruba

AP-53x (POE on EO and/or E1)

802.3af POE (class 3): not supported
802.3at POE (class 4): some restrictions
(USB, second Ethernet disabled),
unrestricted with IPM

802.3bt POE (class 5): unrestricted

Dual 802.3at POE (Smart

POE): unrestricted

aruba

AP-555 (POE on EO and/or E1)

802.3af POE (class 3): not supported
802.3at POE (class 4): serious
restrictions (same capabilities as AP-
53x on 802.3at POE)

802.3bt POE (class 5): unrestricted
Dual 802.3at POE (Smart

POE): unrestricted 24






ARUBA CX 6300
RFERACHEE » BTE, SRR RATEA T3

FEXRKIET: 1/10G to 25/50G uplinks
for scale and investment protection

Saisans e IR TE: VSF stacking
for ease of management and
collapsed architectures

Sz 5 Wi-Fi 630 8E: 1/2.5/5G Smart Rate
on all ports and 60\ always-on PoE

e ]

Always-On PoE

S=1

(|

10 member
Capacity Stacking 60W PoE

Enable APs, healthcare
devices, sensors, and loT
devices to be powered on

Q 100% of the time




HIGH POWER ALWAYS-ON POE
AND SMART RATE

Multi-Gig Speeds
1, 2.5, 5GbE

Performance z
APs S

High Power PoE

Power
Users Up to 60W per port

. T S
- e
.';
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TECHNOLOGY SILOS
HINDER AGILITY

Fragmented management of switching,
wireless, security, and WAN edge platforms
cause 3|gn|f|cant challenges in provisioning,

monitoring,
and troubleshootin

SECURITY THREATS INCREASE
NETWORK'COMPLEXITY

The security landscape is.rapidly:ehangingdue,to
personal devices and IOT becoming commenplace
attack vectors

" j’\

Y
Networks Must Do More

W e 3
] 2 B i
v - ]
d

MANUAL OPERATION AND POOR
VISIBILITY CREATE FRAGILE
NETWORKS

Manual actions are slow and will
likelyalead to human error. Lack of data makes
troubleshooting,and issue resolution painful

ﬂ '1\-
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-
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=
Automation,

troubleshooting
and Integration

30




_— aah Dynamiq
802.1X + MAC Auth + Profiling(¥##8)
=>Access control is determined whAgurtl)adevice is plugged in

ClearPass

No 802.1X sty =0 §O

802.1X wired/wireless
support

Profiling  Authorization Policy  Enforcement

Printer VLAN Camera VLAN

Device Discovery and Profiling
Wired, Wireless, I0T
Custom Fingerprinting

Wired, Wi-Fi, VPN Attack Response
AAA and non-AAA options Event-triggered actions

Integration w/ network and 3rd party integration for end to
security infrastructure end visibility and control




End device , IOT visibility — Aruba ClearPass End-Point Profiler

Endpoint Profiler

If the Profiler bcense i enabied, a st of the prafiled endpoints is visible on this page

Select Device Category: mvxo an 3| Select Device Family: Aogle 13] 3 Toggle Dashboard View
All Davices - Distribution & Update Fraguancy ‘
40 Access Points 47 4.331%
Computer 154 1418%
Generic 35 3.22%
20 ! Home Audio/Video Equipment 13 1.2%
\ ’ Network Camers 2 vas%
‘ e n ' ' l ¥ . Router 1 0.09%
“ A |.k”| . n.“ '"!'.' ||'.I'! AL "' 'I { |I e -"'n'-' I'or“ Server 23 2.12%
R ' T n e 2y }an 70
::,'Mg ;"';;w?o:";:: w SmartDevics 6 73.3%
Network Camen | O Al Devices | Switen 1 1.01%
ValP Phone 4 0.37%
Total Devices 1086 100.00%
SmartDevice - Distribution & Update Frequency
15 Name Count Parcent
Android 14 82.35%
10 : Appla 3 17.65%
" ‘ Toral Devices 17 100,00%
§ 1 Ili } bt V ‘[ T -
IILIH ![ M b
g [IIII | nu"L I [Il " I ‘I? | Ln‘ [ I ‘JI\ |vllﬁl“‘llr| rl
uitie Jes 1y nlss Jan 20
O | W Aople W0 Ancm | | W Smartosuce



Dynamic
User-Roles And Colorless Port

DUR Edge switchfE &% E

Downloadable
User-Role

Vlan 38 FWs
= -\E =\E =
e I\ = 5] = 5] = ;] OO
Vian :I :! :I (:)/ C)C)\

UserRole
AAA Servers Name
ClearPass —

Printer-
Role

Vlan 34 Colo PC-Role
Local
Vlan 35 1 A 1
Core_Agg1 Core_Agg2 User-Role
MC1 Defoaultaatgv?ay ex% ( ) e % Default Gateway —_—
SRR Mobility =
Controller A Vlan 38
e PR
-_;:-_— Vlan 37
Vlan 34
Access1 (—3 Access?2 (—:;
I Vlan 35

Q OB e & :




User-Based Tunneling — & 43 &
BRI AR E — K

Aruba
Controllers

B A vEs e

(b !? m !': ‘ CLEARPASS
—————— mn F i !' 3 accEss
: 20EE  HERI

TITHRR T E—

MANAGEMENT

ArubaOS-CX

-0 §
I
- MOW SO NPEILL VDM N WIRE S2 Cown
Soeww || Datete|
Canewt |



o )
Context-Aware Policies & Enforcement \
Segmentation

=-Per User/Device FW

Data Center

‘/




22
Firewall integration — Aruba External Service Interface

Internal

Y N N =
;% 7% 7}zIKL E Segmentation
Firewall (ISFW) 172.16.30.249

Aruba

ClearPass Mobility

Master

Redirection Policies and Role
Based on Access Control

External

Mobility —
Controller _ o —
3043 AT L LT T e

External
Firewall/IPS

* Client-A & Client-B (Wired-Wired)

* Client-A & Client-C (Wired-Wireless)

 Block malicious traffic among
tunneled clients while allow - =
legitimate traffic. - E

Client-A Client-B i
Client-C
172.16.34.100 172.16.34.101 172.16.34.102

Q »



Adaptive Trust Context Sharing — [ i3 4 5[5 & = EL 2

LR
* Thomas ,
. macoS 10.11 I Q Cl!ea:PgsZ isolates
« Marketi client -Co #7 nalo
100112 P OS2
E Check Point
CLEARPASS JuniPer
[ — ::RTINET.

Employee access Context shared Al peley

adapts to need

No agents/clients required

Adaptive Trust Defense based on real-time threat detection

Q

37



Solution:
Stable Air - Controller Clustering

Controller
Clustering

Mobility Master/Standby

Virtual
Appliance

Stateful Client Failover
User traffic uninterrupted upon controller failure

Seamless Campus Roaming wave e1\—> A
Clients stay anchored to a single Mobility Controller 0 MARAGEMENT

when roaming across controllers

Client Load Balancing

Users automatically load balanced across cluster
members

AP Load Balancing

APs are automatically load balanced across cluster
members

s User Traffic

Q .



VSX E& 12l
AOS-CX Switch Virtualization Solutions A
VSF for Access / VSX for Agg-Core :

i 8320/8325/6400/8400 3

VSF - 6300

- Single control plane with
database on master

- Dual control plane

- Dual management

maintaining configuration o, PIRS e
§ VK : : plane with “opt-in
for all members <_>IC_> = (_>Ic_> configuration
- Single data plane R e vt 3 Synchron|zat|on
- Operational simplicity — SN VSF)N - Live Upgrade
one configuration for the =y Py P .
stack [<—‘>A[<—" [<—"| - ldeal for high density

- ldeal for campus access
use cases

<=\ access, aggregation,
(=)

= - core

“.- 2 members 7

39

- Up to 10 members per
stack




VSX Live Upgrade no Service interrupt

» LACP traffic draining feature is specifically implemented to support VSX update-software.

» The objective is to minimize downtime close to zero by avoiding in-flight traffic loss when the device is
rebooting and links drop.

» As for protocol graceful-shutdown, this mechanism starts between image download and reboot.

» No configuration is required as automatically part of the VSX Live Upgrade orchestration.

Without LACP traffic draining | With LACP traffic draining

TOTAL IMPACT of VSX Live Upgrade I TOTAL IMPACT of VSX Live Upgrade

Secondary failover impact I Se i act :
+ I + = (2=

Secondary failback impact : Secondary failback impact & b
+ + - L5

Primary failover impact W
+ | — +
[

Primary failback impact Primary failback impact

Q < 30_0ms ——) < 10_0ms .



Network Analytics Endine, {ESBIAISS £

=M PHENE

o E4EIT Ticket

IT FRYa%E A B =Eroot-cause&E 1812
» IR ImpactZi & - 5 - tE#flog - DifTlog - BEEHRAE

BRI

« BREBEAREE

Q #
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Network Analytics Engine, I8 AIAIES ZE
Cause i

,,,,,,,

MR RIREA R E

SEEENIFTE
RRER
B #{EEBRARTE

B2 488

o= %EIEI
MIRZAIRE 2

oI DU IS E R R

. IE AX 5117, E/J

Network Analytics
r Engine
NAE Agents

EEERIRICE

‘always on’

Configuration Time Series
and State Data

EJ._
E

R SINA=EYEA ]

‘R[G5 N EF I _L 2 T/24 75 B A Bk & I & S
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Scenario : PM11:30 switch Uplink xx portl%%?Sﬁ}ﬁ

— & Syslog, 2020/01/13 pm 11:30 switch XX port down, line protocol down

— #Switch XX portiliHzSwitch XX portfJle & » PRl B4 ol {8 Fir LABT B % 4
— ERA ABICE ? £ TACACSIE » SR S I B 2

— & Switch XX port transceiver 2£UdB{E > R ACAEME » FrllizsUiDBE A ERE

FrlAdhsm @ SRR A EEEERIE | ! L Heeen,

= HI4ROK, FREkSc#aTransceiverlt | ZEFEE 4 FEZ & SwitchfyPortisg T

Q .



Scenario : PM11:30 switch xx portf43105 1%

Agent Details /' = Status
&  SUCCESS
Name © Nomal I(s)
INT MON 2
A Action Result Output Commands LEVEL,SYSLOG
w interf 1/ a i i
show interface 1/1/50 transceiver detail LEVEL.CLI(4).SYSLOG
Time
03/11/20 11:34:57 Output
PC20200103072547
01/03/20 15:225:47
6300M-1# show interface 1/1/50 transceiver detail !
(V] SUCCESS Transceiver in 1/1/50
Interface Name : 1/1/50
Type : SFP+SR lalo8Xfzyh
: 2yMKDg2ge8y3BQJ
Commands gzegfzg‘;zhw"e ‘B‘S:Onm 7EHVUJr+2w19u/2h7LIhL
show interface 1/1/50 transceiver detail Transfer Distance : 0.00km (SMF), 30m (OM1l), BOm (OM2), 300m (OM3)
Diagnostic Support : DOM
Product Number t J9150A
Output Serial Number : CNO9DRN3RJ
P Part Number : 1990-4065
E300M-1# show interface 1/1/50 transceiver detail Status
o transceiver present Temperature : 28.86C
Voltage : 3.30v
Tx Bias : 4.96mA
Rx Power : 0.00mW, -inf
Tx Power : 0.55mW, -2.60dEm
. Recent Alarms:
2 Rx Power low alarm
3 W Rx Power low warning
o
i Recent Errors:
Parameters 5 Rx loss of signal
¥
& down
z.



ArUba ln\n‘?n\” ﬂﬁl_ éE’JEUu E’J@J
AR A IS E AN ER R

QrubQ’ CLOUD SERVICES CONTROLLER | Aruba7010

Help  Log out

TRy

Dashboard Monitoring  Configuration Diagnostics = Maintenance ¥ Last updated: 02:25:45 pm
Performance Clients & APs Top APs All.  Radios Devices AirGroup
> Usage Clients APs AP Name Clients 2.4GHz S5GHz services Devices
Active: 3 Up: 3 6F-1T 6 Radios 3 3
Potential Issues  Low Usag... 4 Down: 0 e - Clients 4 3 - No data found -
C
Traffic Analysis Total: 7 Low Usage 2 B1F-Center 0 Usage 810.8 K 4.8M
Unprovision... 0 Frame Types
Security Total: -
ucc
!
Controller B Unknown B Windows
WLANs ¢ ’ ® Phone
All |-
Access Points
Clients Overall Usage Usaae bv WLAN
Clients Throughput Clients Throughput
10 oM 10 oM
] oM [+] 0
1411 1415 1419 1423 40 1415 14:19 1423 141 1415 1419 1423 1411 1415 1419 423
— Total == | ow lsaoe ® From Client @ To Client 8 Wirpless-Aruha (7) W Wireless-Ariha
Apps by Usage Apps by Sessions Call Quality vs. Client Health Collaboration Apps
Application Sessions - No data found - Application Usage Sessions
ssdp 37 - No data found -
dns 14
hotspot-shield 12
hotspot-shield it 10
google 9
Client Health Details
Al

Q 4



Aruba A% A8 i A Y R IZ BV Bl (R = BN 5 14 B 3 BR 8R)
R EEMEAETIOR—BER%

APEXHEH AP £ E AL

- HBM/BET/EE rRE R

- mEB/EEAPE - SBEBITIELESH
o TNE/EEEH - MEE:

QrubQ’ CLOUD SERVICES CONTRULIER | Aruba7010 t
Dasl " Monitoring Configuration Diagnastics Maintenance ¥ Last updated: 02:20:20 pm
Performance Access Points (3) Radios (6) All Radies 5GHz 2.4GHz De
Usage
AP Name Band Radio Mo... Quality... Clients... Channel EIRP (dB... Noise Floor (d.. Channel Qualit.. Channel Utilizat... Channel Bu.. Goodput (b.. Usage (bp.. Frame. Frame..
Potential Issues w v v o v v v v ¥ ¥ v ¥ v
Traffic Analysi Beat 2.4 GHz Access 4 11 15 94 99 fr 16% 17.4 M 32.7 K 7 16
raffic Analysis 6F-IT SGtle 'Access Go 5 36E 24 92 97 » 3% 209.6 M 43 M 274K 22.8K
Security 10F 5 GHz Access Go 1 36E 24 92 100 ' 1% 65.9M 151K 134 87
uee B1F l enter 2.4 GHz Access Poor 0 1 15 96 77 1 —— 0 0 )
B1F-Center 5 GHz Access Go 0 116E 23 92 100 ' 1% 0 0 0
Controller 10F 2.4 GHz Access Go 0 1 15 91 4 - 20% 0 0 )
WLANs
» Access Points
Clients
RE Poor & FEAE (REMERR
mE Poor [RH : EEGFERAXAS (REMEBRRA)
=~ N2 /, = N2
S AN ]
. 24GHz Ol IEERE TR E 3 AERTENOHEE - RESEBITEE

- EERXFERIIRIET - E3BAruba ClientMatch™ % BAPYE & B 8 & £ #Band Steering 1% 1ii
BEMRIETE - (B2% : Aruba AP B2(0) : ClientMatch™)

Q "




Aruba 4R IR FRIBINZA R (PR EZFBD IS 14

FRAPFAENZIR

o f
=51

=

Access Points (3) Radios (6) All Radios 5 GHz 2.4 GHz
AP Name Band Radio Mo... Quality... Clients.. Channel EIRP (dB... Noise Floor (d... Channel Qualit... Channel Utilizat... Channel Bu... Goodput (b... Usage (bp.. Frame... srame..
v v w o s (¢ v v v v v v
6F-IT 2.4 GHz  Access 4 11 16%[17.4 M
6F-IT 5 GHz Access Good 2 36E 24 -92 97 T 3% 209.6 M 43M 274K 228K
10F 5 GHz Access Good 1 36E 24 92 100 T 1% 65.9 M 15.1 K 134 87
B1F-Center 2.4 GHz Access Poor 0 1 15 96 77 - 0 0 0
B1F-Center 5 GHz Access Good 0 116E 23 -92 100 " 1% 0 0 0
10F- 2.4 GHz Access Good 0 i 15 -91 4 V- 20% -- 0 0 0

4
6F-1IT : 2.4 GHz

Channel Quality 99 Clients Usage (bps)

Noise Floor -94 3 -

Channel Busy 16%

Interference < 1%

Clients 4 .

SM
0 1406 1410 1414 14:.18
14:06 14:10 14:14 1418 ® From Client B To Client
0 &5
l\\\lﬁ,i'“nﬂ HE E%?A;ﬂ —_
A EREE
47



End-to-end performance monitoring
— AirWave and wireless client

. ‘ -
Nir 3 AP Controlls
tsr b tsmc-ap2-315 MD1

Trends
Clieres ) Usage
Quality Match Events More
Overall rating . EVENT TIME ~ FROM AP TO AP
ADDITIONAL INDICATORS (AP) 372120, 811 PM tsmc-ap2-315 tsmc-api-515 -
v2/20, 5:05 PM tsmc-ap2-315 =mec-api-515
INDICATOR VALUE IDEAL 3/2/20, 5:05 PN mc-ap c-ap
342120, 65:04 PM tsmc-ap2-315 smc-apl-515

Legacy Clients on Radio 0 =3 e L L
372120, 5:04 PW tsmc-ap2-315% tsmc-apt-515

Q 4



Aruba’s Wireless Advantage

Automated Engaging

Al-powered RF optimization Improved user experience
ZTP and open APIs Drive business with loT
Configuration hierarchy Enhanced app performance
Live upgrades and seamless Third-party and open

Secure

Policy Enforcement Firewall
Dynamic Segmentation
Enhanced wireless security









