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Top 5 Vendors, Worldwide Security Appliance Revenue, Market Share, and Growth, Second Quarter of 2018 (revenue in

USS millions)

Vendor 2Q18 Revenue mum 2Q17 Revenue ;?:Zcm 2Q18/2Q17 Growth
1. Cisco $560.5 155% $450.2 14.6% 24.5%

2. Palo Alto Networks | $521.5 14.4% $421.9 13.7% 23.6%

3. Fortinet* $388.3 10.7% $320.1 10.4% 21.3%

3. Check Point* $387.9 10.7% $381.1 12.3% 1.8%

5. Symantec $1543 43% $157.4 5.1% -2.0%

Other $1,601.2 44.3% $1,356.6 43.9% 18.0%

Total $3,613.7 100.0% $3,0874 100.0% 17.0%

Source: IDC Worldwide Quarterly Security Appliance Tracker Q2 2018, September 11, 2018
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Figure 1. Magic Quadrant for Intrusion Detection and Prevention Systems
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Canalys: Five “Champion” vendors lead the Cybersecurity Leadership Matrix 2019

Global Cybersecurity Leadership Matrix— May 2019
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https://www.canalys.com/newsroom/canalys-five-champion-vendors-lead-the-cybersecurity-leadership-matrix-2019
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internet requests

: Umbrella blocks malicious

User endpoint
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® .’ Umbrella sees and stops C2

callbacks to attacker’s servers

User endpoint
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Umbrella Investigate provides
DOMAINS current and historical data on
domains, IPs, and file hashes

IPs
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Security team
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N\ Salesforce, Office 365,
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Critical infrastructure
Amazon, Rackspace,
Windows Azure, etc.
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How risk is different today

Users not protected by
traditional security stack

Gaps in visibility and coverage

Expose sensitive info
(inadvertently or maliciously)

Users can install and use

. . | —| \
risky apps on their own = N
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What is Umbrella?

Umbrella

Insight into the Internet infrastructure
use for attacks and uncovers current
and future malicious places Fast & Reliable

« FEasy to Deployment
* On & Off Network
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Enforcement

Enforce security at the DNS & IP layers

Block malware, phishing, & C2
callbacks




From OpenDNS to Umbrella

DNS Service Built for World’s Largest Security Platform

GLOBAL NETWORK UNIQUE ANALYTICS

« 70B+ DNS requests/day * Security research team
 66M+ biz & home users » automated classification
* 100% uptime « BGP peer relationships

* Any port, protocol, app « 3D visualization engine 8 O M +

malicious requests
blocked/day
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Common Security Challenges

o ®

50% of PCs are Mobile 70-90% of Malware
70% of Offices go Direct is Unique to Each Org
Most mobile & remote workers don’t Signature-based tools, reactive
keep VPN always on, most branch threat intelligence, and isolated
offices don’t backhaul traffic, and security enforcement cannot
most new endpoint tools only detect stay ahead of attacks
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Shortage of
Security Talent

Many tools require
more resources than
you have available
to make work

Hwa /em

SYSTEMS INC.



Umbrella Is Known For Two Things:

1. An incredibly powerful cloud delivery model for security.
* Recreating the benefits of a traditional network perimeter without appliances.
* Providing visibility, enforcement, audit, and compliance.
« Simple to deploy, easy to manage, security that doesn’t sacrifice performance.

2. ldentifying and blocking threats other vendors miss.
« Security Graph technology enables proactive security protection.
« Adding unigue context to security intelligence and incident response.

oo |
© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia
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® P o PY ® ® 2M+ live events per second
() [} Y 11B+ historical events

Spike rank model
Detect domains with sudden
spikes in traffic

Co-occurrence model
Identifies other domains looked up in
rapid succession of a given domain Predictive IP space monitoring
Analyzes how servers are hosted

Natural language processing mode to detect future malicious domains

Detect domain names that spoof terms

and brands Dozens more models
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ENFORCEMENT

Protection for command and control (C2)
callbacks

SWG

Cloud or
on-prem

' Icll's.élol. © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidentia Infected deV|Ce Kls!rgﬂ? ’m



Cloud-delivered
firewall
Web

gateway
A

SaaS usage
controls (CASB)

DNS-layer
security

Correlated
threat intel

Umbrella
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Allowed, blocked, and proxied
traffic per device or network

IDENTITY REPORTS
Quickly spot and
remediate
VICtimsS
Top activity and

categories
per device or network
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Total and newly seen
cloud services

Cloud apps by classification
and traffic volume

CLOUD SERVICES REPORT

Effectively combat
shadow IT
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Filter by Identity:
L3

Filter by date:

Filter by Classification: -
SELECT »

Google Docs

PubNud

Apple iCloud

Yesware

Informatica Cloud

Googlo Anatytics

LastPass

SnareTha

Liniedin

Amazon

Socal Meda, Communcaton

Communication, Cloud Data §.

Web Conforencing, Collaboration 47 3 . 18,2014

Socal Media, Mestaging 1 ¢ 0% Jun. 25,2014 Sep. 28,2016

Coliaboration, Content Sharing &4 6 0% KA 22,2004 | Sep. 28,2016

Development, Cloud Data Seev... 3 1 0% Jun. 26,2014 Sep. 28,2016

Sep. 28,2016

Data & Analytics, Tracking % 23172 0% Aug. 27,2014

Securty 3 21,581 % S, 02,2015

Comemunication, Content Shanng 31

Socal Media, Colaboration

Cloud Data Senices, Storage
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Updated Package - DNS Monitoring

Provides....

* Real-time visibility
Insight into events, including the occurrence of threats
such as malware, ransomware, and phishing

+ Fast and Reliable Recursive DNS

Enhancements: .
*+  Re-branded Ul No Blocking

*  On-boarding wizard
Network Devices API

Reporting: How does a customer get DNS Monitoring?

- Security Overview *Sign-up on our website
«  Security Activity « Automatically with DNA packages
«  Activity Search « Post free-trial/POV

* Total Requests
* Activity Volume
 Top Domains

«  Top Categories https://dnsmonitoring.umbrella.com/
* Top Identities

I
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Umbrella App Discovery and Blocking

Automated process: App Discovery Reporting Area App Control
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Umbrella Proxy Logs
SWG Policy:
( Website.com/lander ) Log ingestion Enforcement Application Settings
C Website2.com/htm ) - e Bleedr
()\ « App Allow
C Website3.com/server ) —> - Granular App Control
. J 3 |
@ App Discovery DNS and Web Policy:
4 N\ Application Settings
DD CI——
al.com —> LA
( ) D A | - App Blocking
( a2.com ) Dashboard Daii)%osvgrr%d Asspspdreolfﬁl/ . App Allow
C a2.com )
Umbrella DNS Logs
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App Discovery Update
App Discovery now in the Overview page

App Discovery and Control (last 90 days)

D arprovED 1) = Ay arrs 64)

1540

Discovered Cloud Apps

22

Risky Cloud Apps «»

13.4 g

@ sSelect the “Edit app controls” @ Splash screen appears

link under the app

Blocked Label

App Discovery now part of the
Overview page, includes:
» Total discovered apps
* Number of Risky apps
« Number of apps controlled
» Flagged Categories
» Top Flagged apps

100% 9 Unreviewed =
[ Edit app controls ]

Select which settings should block or allow this application

Application Settings (3 selected of 6 total)

Tag Apply Application
Settings to

appropriate Policy

@® Block O Allow
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Passive DNS in Investigate

naigcsrx.info

BACK TO TOP

T

Timeline (Beta)

~\ DNS Queries 4 Domain Events {0 DNS Changes

Max. Queries: 63

Feb 5th, 2019 - Mar 8th, 2019

i i i |
25 Feb 7 Feb 9 Feb 11 Feb 13 Feb 15 Feb 17 Feb 19

Event History

July October 2017 April July October

© 2019 Cisco and/or its affiliates. All rights reserved.
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* \What is Passive DNS? Historical
database of DNS records

» Useful for threat hunters to go
back in time to find missed
compromises

* Further inspect the track record
of a domain without tipping off
bad actors that infrastructure
they may still use is under
suspicion

» Shows up to 4 years of history

» More than just DNS record
values: Also includes security
categorization history for a full
sense of a domain’s security
history

* Will be included in all Investigate
packages (including API)

* Full availability in a few weeks

Hwa /em
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An integrated portfolio creates value for customers

Open APIs - Developer Environment - Services

Management - Response

{:} O\ S

Best of Breed Portfolio "
160+
security
Leading Threat Intelligence tech
. partners
TaLOS
Huwa/dm
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Turn-Key and APl-Based Integrations

THREAT DETECTION

) . .
<OFireEye ECheckPont + OTHERS

9

THREAT ANALYSIS & INTEL FEEDS

Indicators of

T @)ZEROFOX + OTHERS Compromise

cisco UMBRELLA
Enforcement & Visibility

THREAT INTEL PLATFORMS Logs or blocks domains sent from

partner or custom systems

mn%uonmr SRy weEmTooTED 4+ CUSTOM
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Protect on-network devices via gateway’s DHCP

Internet gateway u
g< ................ , @ P > 208.67.222.222

Network egress IP Your policy
67.215.87.11 Enforce all security settings for
DNS server 67.215.87.11

208.67.222.222

\I I YOUR NETWORK
ARANT N AN e S S /V
cleco O Ciocomndoris afiates. Alghs reseied. Cisco Confeni Hwa/em



Protect on-network devices via DNS server

Laptop IP
10.1.1.3

.

Internal DNS Server

Server IP
10.1.1.1
External DNS resolution
208.67.222.222

I
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YOUR NETWORK

Internet gateway u

...... > P —— @ Gommmmmmmm------> 208.67.222.222

Network egress IP Your policy
67.215.87.11 Enforce all security settings for
DNS server 67.215.87.11

10.1.1.1

1d/or its affiliates. All rights reserved. Cisco C

onfidentie
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Protect internal networks via Umbrella virtual appliance

Laptop IP
10.1.1.3

.

Internal DNS Server

Server IP
10.1.1.1

AN\

]

[}

[}

v

Umbrella VA

Appliance IP
10.1.1.2
DNS server
10.1.1.1
Internal domains
office.acme.com

I
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YOUR NETWORK

Internet gateway

Network egress IP
67.215.87.11
DNS server
10.1.1.2

1d/or its affiliates. All rights reserved. Cisco C

onfidentie

LU_J

> 208.67.222.222

Your policy
Enforce all security settings for

10.1.1.3
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Protect AD users via Connector and Umbrella virtual
appliance

4 )\
AD Server
w/AD connector
E= )
A l
! |
! |
! |
! |
! |
Internal v | Internet gateway u
DNS Server Umbrella VA |
Lommmm > LG >
S— o) (- § T Ol STTIATIIS 208.67.222.022
Server IP Appliance IP )
10.1.1.1 10.1.1.2 Network egress IP Your policy
DNS server 67.215.87.11 Enforce all security settings for
10.1.1.1 DNS server EXEC group
Laptop IP Internal domains 10.1.1.2 (GUID = CEO, a member of EXEC group)
10.1.1.3 office.acme.com
N
CEO €--mm
(_m~m
N YOUR NETWORK




Protect off-network Windows & macOS devices
via AnyConnect or Umbrella roaming client

4 )\

28
@)
AnyConnect roaming
security module
Internet gateway

e ; @ Cmmmnen oY > 208.67.222.222

(_=mm
Network egress IP Your policy
N/A Enforce all security settings based on
DNS server User identifiers
N/A
Umbrella
roaming client
- YOUR NETWORK

aliabe !
019 Cisco and/or its affiliates ghts reserved. Cisco Confidentic
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Protect on and off-network Chromebook devices
via Umbrella Chromebook client

4 )\

Umbrella
Chromebook client
Internet gateway

E< ................ >@ PR S — > 208.67.222.222

Network egress IP Your policy

N/A Enforce all security settings based on
DNS server User identifiers
N/A
\ YOUR NETWORK J
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Cisco's Differentiation

Best of Breed + Architectural Approach

EcoSystem

Assessment - Ethical Hacking - CyberRange- Active
Threat Analysis Threat Intelligence TALOS

NEE 25
~ A A\
Email/Web NGFW/NGIPS Policy and Access Umbrella

Appliance Virtual
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MALWARE
BOTNETS/C?2
PHISHING

The Power of OpenDNS + Cisco

MID LAYER =g
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INTERNET

BENEFITS

eR e N\ W
X Alerts Reduced 2x;

kFIREPOWER /e
AV\/SA (C=INN///4 .

LfT LAYEB Improves your SIEM

LANCOPE /11 o Block malware before it

‘ I AMPI IAMPI . hits the enterprise
_—r— — AMP
(@] [~~] | Contains malware if

AMP
HQ Bu2ig already inside
"“;\ MID LAYER LAST LAYER
VTS Internet access Is
v A y faster; Not slower
Provision globally in
ASA o MERAKI . under 30 minutes
I |AMPI AMP |AMPI |AMPI
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Top Ways to Add Umbrella to Your Security Stack 6

OFF- . SECURE | NEWLAYEROF . AUTOMATE @  SPEEDUP

NETWORK | DIRECT-TO- @ PREDICTIVE : ENFORCEMENT&  INCIDENT

SECURITY = NETOFFICES @  SECURITY |  VISBILITY = RESPONSE

I_@_l

Umbrella Umbrella Umbrella Umbrella Investigate

+ : + : + : + : +
ASA / AnyConnect ISR / Meraki - AMP for Endpoints Threat Grid : Threat Grid
! 'cllls'élo'. © 2019 Cisco and/or its affiliates. All rights reserved. Cisco Confidential SH\(S%?Am
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