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Cyber Range Remote Capabilities
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Cyber Range Service Delivery Platform

Cyber Range Is A Platform to Experience the Intelligent Cyber Security for the Real World

The Solution at a Glance

Customer Outcomes

« Over 100 Attack Cases for 12
Technology Solutions

» A Platform for Service
Delivery and Learning

e 100+ applications
simultaneously merged with
200-500 different Malware types

* Deeper understanding of
leading security methodologies,
operations, and procedures

* Virtual environment accessible
from any place in the world

© 0

 Empower customers with the
architecture and capability to
combat modern cyber threats
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Breaches Happen In Hours ....
But Go Undetected For Weeks/Months

Seconds Minutes Hours Days Weeks Months Years
In 60% of

breaches, data is :

stolen in hours. 10% 75% 12% 2% 0%

e ®

38% 14% 25% 8%

85% of breaches
are not
discovered for
weeks.

Discovery to
Containment/
Restoration

Timespan of events by percent of breaches TISNet i3EH2FHS




Anatomy of a Modern Threat

Internet and ;
Cloud Apps

Perimeter

@ O L
Data Center
Infection entry point occurs outside Advanced online threat bypasses Threat spreads and attempts to

of the enterprise erimeter defense filtrate valuable dat
P b TISNet HARA 120l Gl
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There's now a growing
sense of fatalism: It's no
longer If or when you get
hacked, but the
assumption that you've
already been hacked,
with a focus on
minimizing the damage.

dark READING

Source: Security’s New Reality: Assume the Worst; Dark Reading

13 TISNet SRR
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Cyber Security Operations Basics
VISIBILITY

Deep Insight to Detect Advanced Threats

INTELLIGENCE

Contextual Awareness to Pinpoint Attacks

CONTROL

Ubiquitous Defense to Manage Threats
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Visibility

ldentity

User, device, access,
location, time

AVC

Application recognition
and identification

A [=][x)

NetFlow

Network-wide
traffic patterns

Security

Firewall, intrusion,
web & email security
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Intelligence
Analytics

Stealthwatch,
Splunk

©

Security
Intelligence

Cisco Talos
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Control

TrustSec

Network flow tagging
and blocking

Security

Firewall, intrusion, web
& email security
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Cyber Range Service




Cyber Range Security Dashboard

A platform to experience the intelligent Cyber Security for the real world

Splunk App: Cisco Security Suite

Splunk for Cisco Security ~ Email Security « Web Security ~ Network Security « Identity Services v Cyber Threat Defense « Search « Cisco Secur%ty Suite

Select time range real-time

5 minute window v
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Covering The Entire Attack Continuum
Attack Continuum

sonely o} o wren

VPN NGIPS Advanced Malware Protection
NGFW UTM Web Security Metwork Behavior Analysis

NAC + ldentity Services Email Security

Visibility and Context

TISNet {ER S F%
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Cyber Range Network Components Overview

StealthWaitch Management @ |
———— Cisco Talos
Flow Collector FC
| 7

ldentity Services Engine

 ;
®=_ ** Threat Grid

]
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.. Web Secunty Appliance

nternet

L

—le—

Sourcefire IPS

@ Wireless Security
e e

Cyber Threat ASA NGFW

o e e

MNetFlow

AVC
LT
Data Analytics
XA _
Virtual Security Breaking Foint Open Source Attack Tools Inside Host
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Cisco Cyber Range Service Features

Infrastructure

Attacks

Visibility and Control

e Wired, wireless, and
remote access

e Network and
routing

e (Client simulator

e Server simulator

e Application
simulator

e Traffic generation

e Day 0 Attack/New
threats

DDoS

Network reconnaissance
Application attacks

Data Loss

Computer malware
Mobile device malware
Wireless Attacks
Evasion techniques
Botnet simulation

Open source attack tools
Virtual Network Attacks

e Global Threat
Intelligence(Cloud)

Firewall & IDS/IPS

Signature based Detection
Behaviour based Detection
Data Loss Prevention

Web & email Security
Application Visibility & Control
Wireless Security

Identity & access management
Security and event
management

Event correlation

Packet Capture and Analysis
Virtual Network Security
TrustSec-SGT

Software Defined Network

TISNet iZEBSTHE © KRAE



Cyber Warfare Teams

BlueToan Green Team §
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AGENDA: Infiltrate networks to 8 AGENDA: Monitor and defend @ AGENDA: Enhance
steal data and/or cause damagql attacks against “Cyber Range Wl knowledge of attack and
for publicity or gain. Networks” and their clients. defence strategies. Hopes to

one day join the red or blue
teams.

Skill Set: High Skill Set: High Skill Set: Varied

LOCATION: Everywhere LOCATION: Security LOCATION: This room
Operations Centre

TISNet {ER S F%
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Career-Ready
e r S Step into your
technology career

Now Ready on www.netacad.com!

Course Overview

CCNA Cyber Ops introduces the core security concepts and skills needed
to monitor, detect, analyze and respond to sources of threats and
vulnerabilities in computer networks. It emphasizes the practical application
of the skills needed to respond to security events to maintain and ensure
security operational readiness of secure networked systems.

Benefits
Students wants to begin a career in the rapidly growing area of
cybersecurity operations at the associate level, with alignment to the

Cisco CCNA Cybersecurity Operations certification. Features

Target Audience: Graduating students of technical colleges,
Learning Components community colleges
« 13 chapters, quizzes, and chapter exams Prerequisites: None

« Virtual Machine Hands-on labs Languages: English

Course Delivery: Instructor-led

« Certification practice exam, practice final, final exam and skills-based
assessment Estimated Time to Complete: 70 hours



http://www.netacad.com/

23




R ZGEED
° %E/\H %E}l E%‘*?E
° T/K/:\HEFHJ :

\ —
o ZEH

& 3] & b B2 RS Al

TISNet iEBiaFHE (o KEXE



45 4

e il

e 0T - ZEHT TIRIREZE
e
SEKIERBEZNGE

Z R

—2 7

:éétE_?E

AlElG T E

AN

7

AT IEB

A5

=

__l‘/

=N

1 ARREL
A=

B2 7B LS

AN

EFMBE RSB

/E
),

il
TTE]

;H
=
i
\|
/|

T
Iy

\

l:\_|_
Bl

/

TISNet iZEMaTHE (o KEAE



36

AV R

TISNet {ER S F%




