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Traditional Security Function

FW/IDS/IPS
Signature-based threats
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Intelligence-Driven Insight

Security, Content
() r]
Email/Web/WAF/DLP/AMP

& End Point & AV & ISE,
Signature-based threats

1 Collect Log sources and Data analyzed
2 Internal and external threat info gathered from NetFlow sources,analyzed i
real-time

S

F———x Big Data Analytics
1 Advanced Threat Detection
1 SIEMjand Log Services
2'NW Monitoring & Investigation Machine learning techniques

(Behavioral-based threat detection)
3 Secu"ity Threat Intelligence

Current Security Function
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@ Hardware-enabled
NetFlow Switch
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Collect & Analyze Flows

N

« # Concurrent flows received

« Packets per second + Rate of connection
« Bits per second resets

» New flows created « Duration of the flow
* Number of SYNs sent  « Over 80+ other

« Time of day attributes

» Number of SYNs

J

Establish Baseline of Behaviors

behavior
threshold
threshold threshold
|| H|‘ H| threshold ||
Critical Servers Exchange Web Servers Marketing /

J

Anomaly detected in host

SETFVer
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Alarm on Anomalies & Changes in Behavior

BASELINING — #3242

Establish baseline of behavior

Collect and analyze flows
Number of concurrent flows

Packets per second

Bits per second

New flows created
Number of SYNs sent
Time of day

Number of Syns received
Rate of connection resets
Duration of the flow

Over 80+ other attributes
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Alarm on anomalies and changes in behavior
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Critical Servers Exchange Servers Web Servers Marketing
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Internal Visibility from Edge to Access, Network Is Your Sensor

Wk
Firewall

PS

Proxy

Care
Distribution
Access
ucs

ISE A
Reputation §

3560-X  San Jose

afralen,
cisco

VPC Servers

BXE

3850 Stack(s) Catdk

BAREED

Internet

WAN

3925 ISR

DATACENTER

Nexus 7000 UCS
with Nexus 1000v

Network as a Scalable Source of Truth

NetFlow
Data

afralen,
Cisco

C
NetFlow
Collector

Usage

Time

Port
Utilization

QoS

Packet count
» Byte count

Start sysUpTime
* End sysUpTime

Input iflIndex
* Output ifindex

» Type of Service
TCP flags
* Protocol

Source |IP address
Destination IP
address

Packet count
Byte count

Next hop address
Source AS number
Dest. AS number
Source prefix mask
Dest. prefix mask

Key NetFlow Fields

From/To

Application

Routing and
Peering
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Conversational Flow Record

11.72KB | 63 packets

—
HTTP
—

30.53KB | 45 packets

80/TCP 184.75.210.3
[i+] Canada

More context

Start: 06/12 - 06:49:19 AM 10.201.3.78 60173/TCP
End: 06/12 - 06:51:20 AM 2. RFC 1918
Duration: 2m 1s ethel
14:7d:c5:bf:3 185
View Details
Where
i
cisco

Flow Detailed Summary: 10.201.3.78

Search Subject Details Totals Peer Details
Packets: 63 Packets: 108 Packets: 45
Packet Rate: 0.52pps Packet Rate: 0.89pps Packet Rate:
Bytes: 11.72KB Bytes: 42.24KB 0.37pps

Byte Rate: 99.15bps. Byte Rate: 357.48bps Bytes: 30.53KB
Percent Transfer: 27.7% Search Subject/Peer Byte Rate:

Host Groups: Sales and Marketing, End User Ratio: 0.38 258.33bps
Devices, Atianta TCP Connections: 12 Percent Transfer:
Payload: GET http:/www.acronymfinder.com RTT: 70ms %

I~Isti/digg.gif

SRT: 4ms Host Groups:
Canada
Payload: 200 OK

NetFlow 2 {8 & ] #5714

10.1.8.3 Switches

Routers

NetFlow provides

» Trace of every conversation in your network

+ An ability to collect record everywhere in
your network (switch, router, or firewall)

* Network usage measurement

* An ability to find north-south as well as
east-west communication

* Light weight visibility compared to SPAN
based traffic analysis

* Indications of Compromise (I0C)

* Security Group Information

i
cisco

SOURCE ADDRESS

DESTINATION
ADDRESS

SOURCE PORT
DESTINATION PORT
INTERFACE
IP TOS
IP PROTOCOL
NEXT HOP
TCP FLAGS
SOURCE SGT

APPLICATION NAME

172.168.134.2

5 Internet

10.1.8.3
172.168.134.2

47321
443
Gi0/0/0
0x00
6
172.168.25.1
0x1A
100

NBAR SECURE-
HTTP
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- . Anomaly: 1 ICMP Flood: 2
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0 ICMP Flood Il New Flows Initiated

High File Sharing Index 11 High Traffic High Concern Index:
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¥ Filter & Domain
&, FlowCollector for NetFlow : FlowCollectorO1 (10.
Fuposopapation () Tebie|

9 subnets

Time : 14 days ago

192.0.192)
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Details - 3 records

Earliest Time 2| Port s

Protocol 2|
Feb 1, 2012 6:37:05 AM 135 twcp
Feb 1, 2012 6:37:06 AM 135 twcp
Feb 1, 2012 6:37:06 AM 135 twcp
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