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EI%‘/:[\E:\%%%Q # 4 x "nfu-apache-onlit |Og|n A%ﬁ

coart Uniquecourntorgeoipriy

17,937 561

nfu-apache-E&# st

800
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Count

200

nfu-apache-statusi& &

02:00

Count Unigue count of geoip.ip
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05:00 08:00 11.00 14.00 17.00 20:00 23:00

@timestamp per 12 hours
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Time

January 24th 2018, 23:59:37.000 /data/NHU/images_house/2228x2.jpg 111.248.5.234
January 24th 2018, 23:59:37.000 /data/NHU/images_house/2228x2.jpg 111.248.5.234
January 24th 2018, 23:58:55.000 /?page=viewnews&schoal=NTNU 157.55.39.199

January 24th 2018, 23:58:40.000  /house/CTUST/info/2785.html 157.55.39.199

* 4 x " nfu-apach

Hﬁ%404§Q§: # 4 x "nfu-apag Hﬁ%soogii S b ox

TOount count

1,926 123

Count Count

EH Z — & 4 x "nfu-apache-location-map i S 2 -
,fﬁ \\\j‘:ﬁn_f‘ The container is too small to }sz | Ij \\ﬁn+ . Tags might be cropped or omitted.
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c_ip.keyword: Descending Count

140.130.34.30 3,007

3,000 2 858
223.140.89.41 468
118.161.75.120 279
125.227.98.98 278

2,000

114.32.198.209 271

Count

1,500 61.216.171.20 257
223.141.106.190 212

o 157.55.39.198 205

157.55.39.199 195

500

|| | | | T ——

.39.199

40.130.34.30
223.140.89.4
118.161.75.120
25.227.98.98
114.32.198.209
157.55.39.198
1.34.160.50
111.246.78.7
61.223.16.47

157.55
115.82.19.33
36.237.18.5

14,32.235.133

157.55.39.200
218.35.193.86
114.137.54.124
61.60.219.108

1

61.216.171.20
223.141.106.190
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cs_method.keyword: Descending Count
GET 61,872
HEAD 16,957
OPTIONS 4,206

H POST 1,777
CONNECT 3

U PUT 1
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{5 FH root 55 5 FFAER IR {58 - FAEIR IR {55 SSH login S
ol BARIREL [ AR REL o AR EL [ B ‘

T
Count Count Count Count
1,479 313 1,148 10
login failed login unknown login unknown login unknown
Count Count Count Count
=1
audit-failed-search 7 & b %" audit-all-timelion O B I
175 _
January 22nd 2018, 09:00:4 /usr/sbin/- Maudit

anuary 22nd 2018, 08:58:3 ﬁA%E&%%&E@ /usr/shbin/ 150 ﬁ(A%EQ:kﬁﬁé/\j
J y sshd -
January 22nd 2018, 08:13:3 $}LE§]§§U%‘< Jusr/sbin/SShdl HTJ‘ F'EIEJ?U%%

125

January 22nd 2018, 07:47:037T581poc 7, (UARAOWAT /usr/sbm/-
January 22nd 2018, 07:46:36.699  ipoc ?, (unknown) /usr/sbm/- 100
January 22nd 2018, 07:28:09.878 ipoc ?, (unknown) /usr/sbm/- 75

January 22nd 2018, 07:15:32.129  ipoc (unknown) /usr/sbin/-
50

January 22nd 2018, 07:13:51.144  ipoc (unknown) /usr/sbin/-
January 22nd 2018, 07:13:24.959  ipoc (unknown), ? /usr/sbin/- 25

January 22nd 2018, 07:09:37.924  ipoc ?, (unknown) /usr/sbin/-
0

January 22nd 2018, 07:07:27.774  ipoc (unknown) /usr/sbin/sshal 2018-01-14 00:00 2018-01-16 00:00 2018-01-18 00:00 2018-01-20 00:00 2018-01-22 00:00
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e TREE AHYTopl0 IP | | s AHYTopl0 USER

=
asa total bytes win/JIL =Er A

B b I REY WU LEDLE g ST U YLy

[

Sum of bytes

4,000,004,000

2,000,004,000

0515 09:20 09:25 0530 09:35 0940 0545 05:50 0955 10:00 10:05 10:10

@timestamp per minute
asa top20 ftilk interface «" asatop20 Filk dst interface e
src_interface.keyword: Descending Sum of bytes dst_interface.keyword: Descending Sum of bytes
OA 52,704,572,723 inside 27,780,786,742
outside £,234.470,625 DCN 17.536,878,992
FHM 3,146,352,318 outside 15,963,876,036
DCN 1,558,684,916 501,593,187
671,170,410 479,599,344
263,322,648 280,694,498
27,865,138
7,319,703

v aed IOpZO I useT C4
172.21.1.4 7077.703,330 src_fwuser.keyword: Descending Sum of bytes
172.16.30.100 1,040,068,891 LOCALal 91,257,183
Sum of bytes 172.16.28.12 1,014,276,912 LOCALV 82,121,626
< 172.2139.10 919,363,404
10,000,000, 030 -
172.16.28.151 888,557,381 LOCAL 71,580,359
LOCAL\er 70,575,077
8/000,000,000 %Eﬁ\‘ﬁ: = ya '\$}_’I‘ | 172.16.28.108 875,244,625 LOCAL\ar 67,176,252
NYT JILER ] 172.21.32.198 806,118,250 LOCAL e 65,635,328
- I ;K" Gii] = B e
, asa-traffic top10-P | A /\> ? I P/ E *—- I P > S =i ;
. ZAN 71~ JILEER
J ®172.21.1.4
® 192.168.99.151
® 172.16.30.100
®172.16.28.12
®172.21.39.10
® 172.25.162.115
®172.16.28.108
®172.21.32.198
® 192.168.99.147
® 210.65.0.71
®10.1.815
®172.16.1.125
®172.16.1.124
®172.16.1.122
®10.1.116
® 10.1.252.221
®1031.70.17
® 172.217.27.142
® 216.58.200.238
®172.16.1.17
®172.16.1.123
— = ij—(;El/j\‘ﬁ\‘E/ \4;}_’[ ®172.16.1.44
H \\Z\I%JE% (== @2 JILER ] ® 125.56.218.228

62 5 7 8 6 1 3 6 40 192.168.99.151 3,399,345,309 LOCALwn! 825,552,710
r [ ] r 172.20.245.187 1,219,416,068 LOCAL\s: 82,653,761
asa fiilET » LOCAL\ar 72,047,632
' 172.25.162.115 879,748,042
[ | Lo Al e 52844433
6,000,000, 030 1
® 172.20.245.187
® 172.16.28.151
®10.1.81.23
®10.1.81.26
® 10.31.76.96
@ 216.58.200.46
® 172.16.1.163
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