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Window %%gtlog - logman

o
Wln /x‘ tE * | E HardwareBaseline Properties X
= Performance Counters  File |
1.CPU & &

Performance counters:

== \LogicalDisk(C:)\% Free Space A Add...
2 _7 $? C P U E EEX, \LogicalDisk(C:)\Ava. Disk sec/Read
\LogicalDisk(C:)\Ava. Disk sec/Write Remove

W i \Memory\Available MBytes
3 ﬁ - = E \Memory\Pages Input/sec
\Memory\Pages/sec
4 EI.E kﬁ W ﬁ \Memory\Free System Page Table Entries
\Network Interface(*)\Bytes Total/sec v
5.Disk & &)
P Log format:
6.MPIO EE%{, Binary v
eJu Sample interval: Units: []Maximum samples:
7.Network & &j = L = :
8 o Di S k ‘/§~ % Data source name:

9.process S &)

OK Cancel Apply




Linux %¢AElog - Sysstat

= - . w
Linux 3¢BEESE T A
A= =
1.CPU B&
Ale Edit View Terminal Help
2 y $?CPU§ A - 03:28:25 up 5:08, 4 users, load average: 0.03, 0.05, 0.01
< : 218 total, 2 running, 216 sleeping, 0 stopped, ® zombie
. X HE) : 9 ping PP

0.7%us, 1.3%sy, 0.0%ni, 98.0%id, 0.0%wa, 0.0%hi, 0.0%si, ©0.0%st
0.0%us, 0.0%sy, 0.0%ni,100.0%id, ©.0%wa, 0.0%hi, 0.0%si, 0.0%st

3 E = > ) : 0.0%us, 0.0%sy, 0.0%n1,100.0%1d, ©0.0%wa, 0.0%hi, 0.0%s1i, ©0.0%st
° ¥/\E : 0.7%us, 0.0%sy, 0.0%ni, 99.3%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st

8193284k total, 2054268k used, 6139016k free, 184712k buffers

.".: Bk total, Ok used, Ok free, 1099976k cached
4 FH.E kﬁ |‘ ;I I% COMMAND

715m 175m firefox

ve . 212m 16m gnome-terminal
5.Disk B &j 6 1%

scsi eh 4
22180 1240 hald-addon-stor
387m 47m

6-MPIO S22 R
7 .Network & & '

8.Disk B =
9.process B &j,

migration/©

ksoftirqd/©
) watchdog/0

migration/1

ksoftirqd/1
) watchdog/1
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Unix ZZAElog - NMON

nmon-13q [H for help)—Hostname=nas@2—————Refresh= 2secs —01:37.29

CPU Utilisation
+..,....4_+

CPU Idle|© |25 150 175 100 |

V. — L |
UnIX xﬁﬁbm I | 0.0 0.0 0.0 100.0| > |
- |
1. R4 E

Free MB 2666.9 -0.0 -0.0 684.0
% A Free Percent 89.2% 100.0% 100.0% 100.0%
2 o C P U = MB MB _ MB
Cached= 91.5 Active= 236.7

y ; % \ Buffers= 18.6 Swapcached= 0.0 Inactive = 43.3
Dirty = 0.0 Writeback = 0.0 Mapped = 13.0
3 i §$/<CPU — \ﬁ Slab = 13.9 Commit AS = 294.0 PageTables= 2.9
| Virtual-Memory |
% 2 nr dirty = -1 pgpgin = 0 High Normal DMA
4. W ;/ = nr writeback= -1 pgpgout = ® alloc 0 0 0
nr unstable = -1 pgpswpin = 0 refill 0 0 0
E nr table pgs= 68 pgpswpout = 0 steal 0 0 |
5 }:E'kﬁ W ? nr mapped = -1 pgfree = ® scan kswapd 0 0 0
o /HE nr slab = -1 pgactivate = ® scan direct 0 0 0
pgdeactivate= 0
o é A allocstall = 0 pgfault = 0 kswapd steal = 0
6. D]Sk E \@ pageoutrun = ® pgmajfault = ® kswapd inodesteals= 0
slabs scanned= ® pgrotated = ® pginodesteal = 0
\ | Kernel Stats |
7 MPIO % @ RunQueue | Load Average CPU use since boot time
- ~ ~ ContextSwitch 17.0 1 mins 0.00 Uptime Days= 0 Hours=1l1l Mins=16
Forks 0.0 5 mins ©0.00 Idle Days= 0 Hours=1l1l Mins=15
5

A Interrupts 26, 15 mins ©0.00 Average CPU use= 0.21%
8.Network & & T4

I/F Name Recv=KB/s Trans=KB/s packin packout insize outsize Peak->Recv Trans

. —— = lo 0.0 0.0 0.0 0.0 0.0 0.0 0.3 0.3

r]ﬂl PO ——r etho 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
9- Ount pO]nt ﬁ"% ethl 0.0 0.2 0.5 0.5 70.0 354.0 4.9 487.0
pppo 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0

/proc/diskstats mostly in KB/s Warning:contains duplicates

3
| Disk 1/0 o
1 O. proceSS g@ DiskName Busy WriteKB|o |25 |50 |75 100 |
sda 0% 0.0 0.0]> |

-_ -




Oracle %4 #EElog -AWR

1.TOP 10 SQL &% SQL Statistics
2.%\%§F5ﬁl/o /E - % <:‘§%|l-ordered by CPU Tim;l;me
3.File I/0 153 = . ait Time

SQL ordered by Gets

SQL ordered by Reads

SQL ordered by Physical Reads (UnOptimized)
SQL ordered by Executions

SQL ordered by Parse Calls

SQL ordered by Sharable Memory

SQL ordered by Version Count

Complete List of SQL Text

4.0racle ZKZRE]

® & & & 0 0 0

e T



VMware 48Elog - esxtop

 CPU e Disk Adapter

e Memory e Disk Device
e Network e Disk VM

18:25:57pm up 49 days 1:25, 432 worlds, 12 YMs, 23 vCPUs; MEM overcommit avg: 6.88, 6.08, 6.68
PMEM /MB: 196562 total: 2152 vmk , 41759 other, 152656 free

YMKMEMAME: 196178 managed: 2576 minfree, 6989 rsvd, 189268 ursvd, high state

NUMA /MB: 98258 (78164), 98384 (74893)

PSHARE/MEB : 82 shared, 19 common: 63 saving

SWAP  /MB: a Curr, 8 rcimtgt: g.e8 r/s, 0.88 w/s
ZIP  /MB: 8 zipped, a8 saved
MEMCTL/ME : a curr, 8 target, 28631 max

GID NAME MEMSZ GRANT SZTGT TCHD  TCHD_W SWCUR SWTGT SWR/s  SWW/s LLSWR/s LLSWW/s  OVHDUW OYHD  OVHDMAX
4849766 papaya 4896.08 2884.88 2325.98 163.84 163.84 a.6a a.6a a.6a a.6a a.6a a.6a 6.64 32.34 47.37
4849768 vm-vmx.2773816 4896.08 2834.080 2325.98 163.84 163.84 a.6a a.0a a.6a a.6a a.6a a.6a 6.64 32.34 47.37
4849769 vm-vmm.27735816 4896.00 2834.80 2325.98 163.84 163.84 a.6a a.0a a.0a a.6a a.6a a.6a 6.64 32.34 47.37
4629546 sharf 4096.00 4896.080 4128.28 286.72 204.80 a.0a a.6a a.0a a.6a a.0a a.6a 6.64 37.84 47.37
4629548 vm-vmx.2647453 4896.00 4896.00 4128.28 286.72 264.6@ a.6a a.6a a.6a a.6a a.6a a.6a 6.64 37.84 47.37
4629549 vm-vmm.2647453 4896.00 4896.00 4128.28 286.72 2084.80 a.6a a.0a a.6a a.6a a.6a a.0a 6.64 37.84 47.37
46301683 liono 4896.08 1718.88 1913.65 286.72 286.72 a.0a a.0a a.0a a.6a a.6a a.0a 6.64 31.42 47.37
4630118 vm-vmx.26475818 4896.88 1718.88 1913.65 286.72 286.72 a.6a a.6a a.6a a.6a a.6a a.6a 6.64 31.42 47.37
4630111 vm-vmm.2647818 4896.88 1718.88 1913.65 286.72 286.72 a.6a a.6a a.6a a.6a a.6a a.6a 6.64 31.42 47.37
4794112 slee-bos-v38-vm 4896.00 4896.80 4137.51 368.64 368.64 a.6a a.6a a.6a a.6a a.6a a.0a 6.64 48.27 47.37
4794114 vm-vmx.2741961 4896.080 4896.080 4137.51 368.64 368.64 a.6a a.6a a.6a a.6a a.6a a.6a 6.64 48.27 47.37
4794115 vm-vmm.27419681 4896.00 4896.80 4137.51 368.64 368.64 a.6a a.6a a.6a a.6a a.0a a.6a 6.64 48.27 47.37
4737414 larrivee 4896.08 1362.88 1529.87 81.92 48.96 a.0a a.6a a.6a a.6a a.6a a.6a 6.58 38.43 47.38



hyper-V S4EEFT £ 25

« CPU e Disk Adapter
e Memory e Disk Device
e Network e Disk VM

vV
@ Select Windows Performance Counter

Objects and counters Instances
Hyper-V Hypervisor Logical Processor ~ || VM-Worker02:Hv VP 3 .
Hyper-V Hypervisor Partition VM-Worker02:Hv VP 2
Hyper-V Hypervisor Root Partition VM-Worker02:Hv VP 1
Hyper-V Hypervisor Root Virtual Processor (|| VM-Worker02:Hv VP 0
Hyper-V Hypervisor Virtual Processor VM-Worker01:Hv VP 3
et Ran Tine VM-Worker0L:Hv VP 2
% Hypervisor fun Tame VM-Worker01:Hv VP 1

% Total Run Time
Address Domain Flushes/sec

VM-Worker01:Hv VP 0 it
VM-FileServer:Hv VP 1
VM-FileServer:Hv VP 0

EmTotal

Address Space Evictions/sec

Address Space Flushes/sec

Address Space Switches/sec

OK Cancel
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Software Process PIDEEE ST

8 7 CPU_ALL - Porcont{") /7 201 8071 (S
. | CPU
[ % a4
o . . — - p—
0200 04 00 o600 on 00 1000 1200 1400 1600 500
L 7 1 otahO - bandwichthiMiVe) /7 20780 71 0(Swun) B d
OML“_.._;__L*M -
O 00 04 00 O 00 1000 e
LY IM-WI”'”?‘M
— IOPS
JVPF OV N WITITITTISOITIN AT
02 00 04 00 O8O0 Oon 00 1000 1200 1400 16000 )
= N 7 notwork - Banchwicaith{MEV/s) /7 201 8071 S
0 Network
0200 _OCW O6-00 o800 1000 1200 1400 16:00 1800 20:00 22:00
B O:pid 19341384 - NOCPU - 20160710 ( dba - oraprd - oraclePRD /7 COUNT:1429)
20
0

02:00 04:00 0600 08:00 10:00

20.00 22:00
BE 1:pid 16433318 - %CPU - 20160710 ( system - root - backbyname / COUNT:382) m

o2 00 04:00 o500 OB:00 10000
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31686 Oct 18 08:39:40 chttl-ad65b85663e4025d vsftpd([15859]: pam_unix(vsftpd:auth): check pass; user unknown

31687 Oct 18 08:39:40 chttl-ad65b85663e4025d vsftpd[15859]: pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.77.34.131

31688 Oct 18 08:39:40 chttl-adé5b85663e4025d vsftpd([15859]): pam succeed if (vsftpd:auth): error retrieving information about user Administr
ateur

31689 Oct 18 08:39:43 chttl-ad65b85663e4025d vsftpd([15859]: pam unix(vsftpd:auth): check pass; user unknown

31690 Oct 18 08:39:43 chttl-adé65b85663e4025d vsftpd([15859]: pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.77.34.131

31691 Oct 18 08:39:43 chttl-ad65b85663e4025d vsftpd([15859]: pam_succeed_if(vsftpd:auth): error retrieving information about user Administr
ateur

31692 Oct 18 08:39:46 chttl-adé5b85663e4025d vsftpd(15859]: pam unix(vsftpd:auth): check pass; user unknown

31693 Oct 18 08:39:46 chttl-ad65b85663e4025d vsftpd([15859]: pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.77.34.131

31694 Oct 18 08:39:46 chttl-adé5b85663e4025d vsftpd([15859): pam_succeed if (vsftpd:auth): error retrieving information about user Administr
ateur

31695 Oct 18 08:39:49 chttl-adé5b85663e4025d vsftpd([15865): pam unix(vsftpd:auth): check pass; user unknown

31696 Oct 18 08:39:49 chttl-adé65b85663e4025d vsftpd(15865): pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.77.34.131

31697 Oct 18 08:39:49 chttl-ad65b85663e4025d vsftpd[15865): pam_succeed_if (vsftpd:auth): error retrieving information about user Administr

ateur

) .

°d vsited|(]

1025d vsftpd

31705 Oct 18
ateur

31706 Oct 18 08:39:59 chttl-ad65b85663e4025d vsftpd([15891]: pam unix(vsftpd:auth): check pass; user unknown |

31707 Oct 18 08:39:59 chttl-adé5b85663e4025d vsftpd([15891]: pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.,77.34.131

31708 Oct 18 08:39:59 chttl-adé5b85663e4025d vsftpd([15891]: pam_succeed if (vsftpd:auth): error retrieving information about user Administr
ateur

31709 Oct 18 08:40:01 chttl-ad65b85663e4025d vsftpd([15891]: pam unix(vsftpd:auth): check pass; user unknown

31710 Oct 18 08:40:01 chttl-adé5b85663e4025d vsftpd([15891]: pam unix(vsftpd:auth): authentication failure; logname= uid=0 euid=0 tty=ftp r
user=Administrateur rhost=116.77.34.131

31711 Oct 18 08:40:01 chttl-ad65b85663e4025d vsftpd([15891]: pam succeed if(vsftpd:auth): error retrieving information about user Administr |
ateur

31712 Oct 18 08:40:05 chttl-ad65b85663e4025d vsftpd(15891]: pam unix(vsftpd:auth): check pass; user unknown

-

-68:5§£5é‘

i et [

1-ad65b85

chttl-a 663e4025d vsftpd([15865): pam_succeed_if (vsftpd:auth): error retrieving information about user Administr



Zlog (Linux)

/var/log/message: General message and system rela
/var/log/auth.log: Authenication logs
/var/log/kern.log: Kernel logs
/var/log/cron.log: Crond logs (cron job)
/var/log/maillog: Mail server logs
/var/log/gmail/ : Qmail log directory (more files
/var/log/httpd/: Apache access and error logs di
/var/log/php-fpm/error.log: PHP-FPM error logs
/var/log/nginx/error.log: NGINX access error lo
/var/log/nginx/access.log: NGINX access logs
/var/log/lighttpd: Lighttpd access and error |
/var/log/boot.log : System boot log
/var/log/mysqld.log: MySQL database server
/var/log/secure: Authentication log
/var/log/utmp or /var/log/wtmp : Login re
/var/log/yum.log: Yum log files

W




AN E Zlog (Window Events Log)

A EREE » Type 2 : Console logon from local computer.
BEP RTA BBV =|EBEMH « Type 3 : Network logon or network mapping (net use/net view)
PR | » | « Type 4 : Batch logon, running of scheduler

» Type 5 : Service logon a service that uses an account

A EREE (T

A BEAEE
s [} 25IE

* Type 7 : Unlock Workstation

(D) TicHes P L WEvent ID 529 : Unknown user name or bad pass
13 17:43:45 .
- {rsidR ot e
4 10 INAOWS = (o450
- £ mEEs : 22/5/2015 17:24:27 ’
E 22t {4 7036 * Service Control Manager ’ .
== . : - inage
i %% —% | mEEs .
_ B nawss :
b :13 :‘;gﬁi&ﬂﬁ%%ﬁﬁ Application Experience EECEA FILE#8
, 5§ RAE :
> () ¥as - _ . ' :
A =EEEs CHEERM: == .
« 8 7-:?.155{?3 REE): Service Control Manage , Eyent 1D 541 : IPSec security association established
> By %ﬁé@gﬁ%i SHRAIE(E): 7036 » Event ID 542 : IPSec security association ended (mode data protection)
BE(): = « Event ID 543 : IPSec security association ended (key exchange)
» Event ID 544 : IPSec security association establishment failed because peer coul
BHAV): AEH « Event ID 545 : IPSec peer authentication failed
OpCode(0): ER » Event ID 546 : IPSec security association establishment failed because peer sen
=@EI: E : « Event ID 547 : IPSec security association negotiation failed
« Event ID 672 : Authentication Ticket Granted

« Event ID 673 : Service Ticket Granted
« Event ID 674 : Ticket Granted Renewed




iis A8 Elog
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shSI=EERABITop10 URL
eI ERN0BEEH
SEASRIAN02 48] o —
BEEIRRRDNER

v {ERREEIRIEIE (s-port)

"ShEI SR BT (FARSITER) [ e
7. AN0R RERERANzip XX {4 e o

8. 15 EBYIPIH SARLECHRIARLEARE (e
9. HRABBGRET DM
10.5hEIERIN0BAYIP Hisik

o b Wi -

L) BT (s-bytes)
‘ BT TEH (cs-byte




apache access log

37

abERR : IP/URL/SHRIARREFHFELEE
‘SEsRoNS - FEaRARA]/FERIE R

1699039 2016-09-25 : access_log | Qex16®728

388465171 2016-09-25 02:07 access_log-20160828 pppss L

149946713 2016-09-25 08:06 access_log-20160904 u_ex160722.10g

591284484 2016-09-25 08:06 access_log-20160911 u_ex160723.10g

214 .10a u ol 373018985 2016-09-25 08:07 access_log-20160918 u_ex160724.1og
ex160215.100 u el 402748493 2016-09-25 08:07 access_log-20160925 u_ex160725.1log
u_ex160216.1og 420 2016-09-25 : error_log J u_ex160726.log
u_ex160217.1og 11267 2016-09-25 02:08 error_log-20160828 )] u_ex160727.log
u_ex160218.1og 12648 2016-09-25 08:07 error_log-20160904 ) u_ex160728.1og
u_ex160219.1o0g 16057 2016-09-25 08:07 error_log-20160911 ) u_ex160729.log
u_ex160220.1og 15244 2016-09-25 08:07 error_log-20160918 ) u_ex160730.log
u_ex160221.1og 14498 2016-09-25 08: error_log-20160925 ) u_ex160731.log
u_ex160222.1og u_ex160801.1og

u_ex160223.1og u_exliovsco.log u_ex160427.log u_ex160529.1og u_exlov/vi.lLog u_ex160802.
u_ex160224.1log u_ex160327.log u_ex160428.log u_ex160530.log u_ex160702.log




SR 1 0 ATERRFIRZRAY 7

38

BY P 0O & 4+ x BY TARGET PORT 0O & 4+ x

® 195.154.255.29 (31) @ 95.239.103.197 (8) @ 31.210.6295(7) @ 67.181.207.60(5 04.242.255.33 (4) ® 23(35 @ 31945(31) @ 50680{25) @ 80(14) 8080 (10) 3389 (7) 443 (5) 110 (4) 312813 ® 2132083
65.68.133.38 (4) 62.210.89.33 (4) 87.235.184.213 (3) B83.170.93.82(3) @ 77.234.200214 (3 724552231 13 1900 (3 196 53413 (2 123(2 1080 ) 0(2) ®9231(1) @ 808(1) @ 7630(1) @ 6686(1)
49.1.14.138 (3 463835233 (3) 31.168.126.159 (3 211.148.151.250 (3) $3.170.128.232 (2) ® 64283(1) @ 63338(1) @ 623(1) @ 54321(1) ® 54176(1) @ 53(1) @ 5090(1) @ 5089 (1) 5088 (1) 5087 (1)

® 83.157.169.10(2) @ 77.221.134.10(2) @ 7482475(2) @ 1969.19.111.184 (2 5086 (1) 5085(1) @ 5084(1) @ 5083(1) @ 5082(1) ® 5081(1) ® 5080(1) ® 5079(1) @ 5078(1) 8077 (1)

35

30

L&

. HEN B . — —_——
BY CONTINENT 0O & + x
wr | Q2 t| Europe (95) @ Asia(54)  North America (42) @ South America(11)  Africa (1) @ Oceania (0) count per 6m | (203 hits)

20

15

10

n

|
,
0 L2 B ISR AC 0O R I O 0O ST L A e — ettt e el B e e e R e L. FAVWAY/ |
14:00 16:00 18:00 20000 2200 00:00 02:00 04:00 06:00 08:00 10:00 1200

09-24 09-24 09-24 09-24 09-24 09-26 09-26 09-26 09-25 09-25 09-26 09-25




MR AY 2

COUNTRIES .0 & + x ATTACKERS GEO 0 & 4+ x CITIES 0 & + x

® Unied States (42) @ France (40) @ China (25) ® Fremort (10) @ Santa Venerna (8) @ Talpel (5
® Russian Federation (12) Turkey (3) ® Secul 8) ® Clarks Surmnmit () Tulare (5)
Czech Repudic (3) ® Ray (8) @ Tawan(7) Hangzhou (5) © SaintLouis(4) © Jerusalem (4)
Korea, Repubic of (7) @ Luxembourg (5) @ Thaland (5) ® Bogota (4) ® Orimagi (3) © Stevensville (3)
Colombia {5) United Kingdom (4) lsrael (4) Prague (3) Moscow (3) Dongguan (3
Indonesia (3) Argentina (3) @ Japan (2) Bangiok (3) @ Zhengzhou (2) @ Shanghal 2)
® Germary (2) @ Uxaine (1) @ Poland (1) ® SartaFe(2) © Lyubertsy (2)
LATEST EVENTS 0O & 4+ x
0 to 100 of 477 avallable for paging >
Flelds O Gtimestamp -~ © message
T ~ 2014-00-25T11:23:10.337 40200 Sap 25 09:23:18 717137 komet: iptablos dontod: IN«oth0 OUTe MAC2 3091:73:60:71:84: 78 0o 8a: 10:41:08:00 SAC-162 263 66,168 DST-85.180.211.137 LE...
: urrent [34)
Type to filter... 2014-00-25T11:15:11.143402:00 Sap 25 00:15:10 §717-137 kpenat: iprabies dankect IN=eth0 OUT= MAC2 3091:73:60:71:84:78ac 00814 1.08:00 SRC-61.160 247,140 DST=85.150.211.137 LE
2014-00-25T11:11.25.080+02.00 Sep 25 00:11:24 KT17-137 kaserwd: iptables dardedt IN=eth0 OUT= MAC=E2 3¢-91:73:6¢:71:84. 78 0¢ Sa: 16:41 0800 SRC=104,104.25.12 DST=65.150.211,137 LEN.

< Gtimestamp

2014-06-25T11:0806.806+0200 Sep 25 05:00:08 i717-137 kamet: iptables derled: N=eth0 OUT= MAC2 3c91:73:6¢71:84. T8 ac 00641 08:00 SRC=27.106.18.115 DST=H5 150.211.137 LEIN




L TREY ?

TOP 10 COUNTRIES w 0 & + x TOP CITIES 0O & 4+ x
® China (2424) ® Meico (202) @ Korea, Republc of (65) ® Hangzhou (1310) @ Huzhou (1108) @ Secul (65) @ Nanjng (6)
TOP 20 PASSWORD 0O & 4+ x TOP 20 USERNAMES 0O & 4+ x
® 12387) ® admin{58) @ p(52) @ password (40) root (35 1234 28) admin123 {27 123456 (25 ® 123gwe (1) ® aaron(2) © admin (385) @ administrator (6) alex (2 amy (2) ama (2) backup (2)
com (21) ® 12345(19) sswird (15 wax (14) password1 (13) passwird (13 abc123 (11) 1gaz (11) backuppc (2) @ controler (2) d{d einsten (2) emily (2) forevermd (1) foto (1) fip (4) @ fiptest (1)

® 1234587 (11) @ q(10) @ admin123456(10) @ abe (10) @ 123gwe (10) @ root123(9) @ qwe123(9) @ w(8) @ fpuser (8) © Rpuser! (1) © garima (1)

® zaq12wsx(7) ® qwerty123(5) @ cata(s) @ alpine (B) 123456789 (6  toor (5
TABLE w 0 9 4 x
© 0 to 100 of 500 available for paging 2>
timestamp » <src_lp <« src_pwd » < src_user » < geolp.country_name » « geolp.city_name » < outcome
2014-08-25 11:06:57 221.146.74.146 kubota kubota

Korea, Republic of

falled
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