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Can You Afford Not to Deliver Stable Wi-Fi?

your wifi simply sucks.
sincerely,
a frustrated college student trying to study.

@ ' : kay. ,3,
In Q . g dear barry university,

Public Grievances Impact:

Student Satisfaction i Jacob Hubbard
. . . I'm glad | denied a University of Arkansas IT job offer because these guys can't
Un|VerS|ty RepUtatlon even get wifi working right on most of the campus.

Recruitment

Student Retention '
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Learning Requires a
Reliable and Smart Handling Network

Can teachers rely on Can critical apps be
Wi-Fi for 100’s of student prlorltlzed to ensure student
' - success7

dewces at _o"

mﬂt




Building Environments for Student Success
Mobile=kigst Campus

Uninterrupted experience & ®e ec®eq
Optimized Gigibit Wifi and connectivity for us@r dev@e' an@éhwrb@*neat




Aruba Mobile-First Network

Aruba 7200 Mobility Controllers
Master role

‘ ClearPass
Alrw;ve SDN Controller
1M and APPs

it b i * Assured User Experience

switches

Aruba 7200
Mobility Controllers

Aruba 7200  Optimized for Mobile Apps

Mobility Controllers

LN S — — .
i — —— - e .

l =t Sp— “viches” ‘ ’;"1*‘ * App, Device, User Aware

4 Aruba 3810 ——
Switch stacks

Aruba
802.11ac APs * Unified Policy Enforcement

‘E'EEEE'E! ‘E'EE EERCE?
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#GenMobile Imperative: Mobile First Campus

a Hewlett Packard
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Scalability

Wi-Fi that doesn’t slow down
as many people connect

Security

Secure resources when personal
devices and guests connect

Performance

Allocate bandwidth for new
collaboration apps at work




Solution:
Stable Air - Controller Clustering

aruba
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Mobility Master/Standby

Virtual
Appliance

Stateful Client Failover
User traffic uninterrupted upon controller failure

Seamless Campus Roaming arwave <—§C—>

NETWORK ACCESS

Clients stay anchored to a single Mobility Controller VANAGEENT MANAGEMENT
when roaming across controllers = —

Client Load Balancing

Users automatically load balanced across cluster
members

AP Load Balancing

APs are automatically load balanced across cluster
members

s User Traffic



1:1 Learning Requires Reliable, Stable Wi-Fi

Can teachers rely on Wi-Fi1 for
100 student devices at once?

[s Wi-F1 reliable for online testing?
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Solution:
Stable Air - Wi-Fi That Doesn’t Slow Down

RF Engineering with
ClientMatch

Full Portfolio
of Gigabit APs

INDOOR -
e Say goodbye to sticky
clients
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Aruba ClientMatch™ Enables 802.11ac Wi-Fi

Enables use of
802.11ac Wi-F1 rates

Match to
another AP

Patent: 8,401,554 . .
aten v Intelligently steers devices to the

best AP

v 98% of mobile devices with higher
SNR

V" 94% better performance for “sticky”
clients

v No client-side software required




AP-330/320 Series (802.11ac Wave 2)
-Enhanced ClientMatch™ with MU-MIMO awareness

Without Enhanced ClientMatch (3 clients)
Aggregate Downstream Throughput

Without With
ClientMatch | ClientMatch

AP, 300 Mbps 300 Mbps

AP, 300 Mbps 450 Mbps

Network 600 Mbps 750 Mbps
ClientMatch boost =2 25%

Efficiency of MU-MIMO
_ « 1SS clients deliver ~75%
ClientMatch « 2SS clients deliver ~65%

aruvba
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Solution:
Secure Air - Secure Personal Devices & Guests (ClearPass)

Automate Mobile Device Onboarding

Employee Smartphone and Tablet Registration

Limited access
Self-reqgister

! Install certificate & security
| " profile
| | [ —— Authenticated access

\/' EBC Guest Registration

a Hewlett Packard 12
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Registered Guest
Access for Visitors

P Custom portals
@ T im to promote your campus

Social Login . 3T F- = EHEEFER ]
Rich self-service workflows to
provide guest access governance

Social Login support

One Wi-Fi login for repeat visitors

aruba
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Context-Aware Policies & Enforcement
-Stateful Firewall

\__________
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MISSION CRITICAL
APPS NEED A
-~/ LAYER 7 AWARE
INFRASTRUCTURE




Solution:
Smart Air - Interactive Dashboard on ArubaOS 6.4 (AppRF)

e 006 ) Dashboard

TRC | Podi-Performance Help Log out admin
.
o intenance ¥ Last updated: 03:46:45 pm B SI m p | e CO n tro I

| Total traffic: 71.5 M | Click on any rectangle to filter
L

Block / Unblock  Throttie . QoS

- Select by:
streaming authenticated EBC-P1-Perf-wpa2
- role

- address

Mﬂllc.ﬂom Destinations

— - Apply policy (block,
throttle, prioritize)
siyte Android . . 5
netfiix os x - Eliminates complexity of

-Hl “ configuration

aruvba
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Smart Air

-User Logging details (Airwave)

® rUbQ <3 New Devices: 1 4 Up: 8 W¥Down: 11 £ Mismatched: 8 @ Rogue: 2353 # Clients: 5 % VPN Sessions: 0 Log out admin
A ¥ VPN Users: 4 M Alerts: 6 0 ~|
Home Groups APs/Devices Reports System Device Setup AMP Setup RAPIDS VisualRF
Overview Connected All Rogue Clients Guest Users Diagnostics VPN Sessions VPN Users Tags
3oy oz //%(F%/ J}) Help
Detail for C8:1E:E7:EB:0E:00 ’é F] = ‘1 ’F — ﬂ: A ’é
Device Info Current ciation
Username: kent Username: kent
First Seen: 6/11/2015 9:16 AM on AP225-2 for 6 hrs 0 mins Role: authenticated AP225-2
Last Seen: 12/18/2015 10:15 AM on AP225-2 for 3 hrs 37 mins Signal Quality: 65 Aruba7010
Time Range:| 2h 1d 1w 1y Custom
Signal Quality ~ 1% ¥ X 42 %k | 5 Sources ¥ | Max [Avg | lusl Usage ~ Sources ~ | Max |Avg | [ual
‘é F‘ ETT‘;% DUFF R
20 S0 K
[
25 K
40
o]
” \ /
25 K
80
S0 K
2. \J 3 - »
- v AR S %
75 K
120
08:30 09:00 09:30 10:00 08:30 09:00 09:30 10:00
— Noise — Signal @ Total Out @ Total In
Username AP/Device KOS Device T‘ype\ Association Time Duration Connection Mode Avg. % Avg. Signal Total Data\ LAN IP VLAN
- - - - Speed Quality Used Addresses -
kent AP225-2 iPhone 12/17/15, 11:25 PM 51 minutes 1lac 5GHz 318 Mbps 62 599 KB 172.16.14.250 14
kent AP225-2 iPhone 12/17/15, 10:58 PM 6 minutes l1lac 5GHz - - 0B 172.18.168.43 -
kent AP225-2 iPhone 12/17/15, 6:28 PM 3 hours 50 minutes l1lac 5GHz 328 Mbps 42 9.45 MB 172.16.14.250 -
kent AP225-2 iPhone 12/17/15, 6:27 PM 34 seconds l1lac 5GHz - - 0B 172.16.14.250 -
kent AP205H-1 iPhone 12/17/15, 8:19 AM 7 minutes 1lac 5GHz - - 0B 172.18.168.43 -
kent AP205H-1 \iPhone f‘ 12/17/15, 8:06 AM 13 minutes l1lac 5GHz 395 Mbps \ 63 44.4 KB é 172.18.168.43 -




Smart Air
-Client Detalls - Device Classification (Airwave)

Qryu r} O ¥ New Devices: 1 4 Up: 8 W¥Down: 11 F Mismatched: 8 @ Rogue: 2353 % Clients: 5 % VPN Sessions: 0 Log out admin
C erwonms % VPN Users: 4 M Alerts: 6 o ~|
Home Groups APs/Devices Reports System Device Setup AMP Setup RAPIDS VisualRF
Overview Connected All Rogue Clients Guest Users Diagnostics VPN Sessions VPN Users Tags
Help|
Detail for C8:1E:E7:EB:0E:00
Device Info Current Association
Username: kent Username: kent
First Seen: 6/11/2015 9:16 AM on AP225-2 for 6 hrs 0 mins Role: authenticated AP/Device: AP225-2
Last Seen: 12/18/2015 10:15 AM on AP225-2 for 3 hrs 37 mins Signal Quality: 65 Controller: Aruba7010
Device Type: (] Apple iPhone Association: 12/18/2015 6:38 AM Group: 7010
os: — ios Duration: 3 hrs 37 mins Folder: Top > 7010 > AP225-2
- Mode: 802.11ac AP/Device Location: -
OS Detail: () 8.3 (12F70) Usage: 1.11 Kbps Radio: 802.11ac
Manufacturer: () Apple SSID: test168 VLAN: 14
iPhone Ch. BW: VHT80 Forward Mode: Tunnel Encrypted
LAN IP 1: 172.16.14.250 LAN Hostname 1:
nknown Auth Type: EAP Auth Time: 3 hrs 27 mins
AOS Device Type: iPhone Cipher: - Security Mode: <unknown>
Aruba HTTP Fingerprint: iPhone?7,2/8.3 (12F70) Source: Poll
Classification: | Unclassified = Deauthenticate Client
Matchable: Yes
Watched Client: ® Yes O No Location: Home_LAB > Home Building > Floor 1 (Floor 1)
Notes:
»
- . 8 % Xenix§
Show additional properties F'

| Save || Open controller web Ul... | Run command... - /

orubo Last Placed: 12/18/2015 10:14 AM
a Hewlett Packard 18
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Smart Air

-End-to End Visibility into User Experience (Airwave Clarity)

arvba

Home <

% Groups
@ APs/Devices

& Clients
Overview
Connected
All
Rogue Clients
Guest Users

Client Detail

VPN Sessions
VPN Users
Tags

i} Reports

R System

Device Setup

&e AMP Setup

aruba

a Hewlett Packard
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NEW DEVICES upP DOWN ROGUE CLIENTS ALERTS )
Logoutadmin = Q
@0 T 5 Vs @ 19 g JANE
g . . . ° ®
Client Wireless AP Switch Controller Switch
kent Corp_Employee AP335-1 S1500-LAB 7010-Local-2 S1500-LAB

1 possible issue 1 possible issue

Charts ucc

Clarity

AppRF

Timeline

Timestamp

9 ms

I 1487 ms
01/05/2017, 00:49:44 ms

. 1060 ms
I 766 ms

. 494 ms
. 1780 ms

01/05/2017, 17:23:53

01/04/2017, 22:29:12

01/04/2017, 22:29:19

7359 ms

01/04/2017, 14:54:12 9 ms
| 12 ms
01/04/2017, 14:51:21 S 1073 ms
| 14 ms
01/04/2017, 12:12:39 8 ms
8 ms

I 486 ms

s 469 ms

s 376 ms

I 730 ms

I 591 ms
= 1863 ms

0 500 1000 1500 2000

01/04/2017, 06:51:39
01/03/2017, 18:59:18

01/03/2017, 17:42:00

2500 3000

Association

3500 4000 4500

. DHCP

5000 5500 6000 6500 7000 7500 8000

. Authentication Time
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Airwave AppRF Report

ABC-AppRF Filtering for (Multiple...)
o9 2014 2:26 AM to 9/10/2014 2:26 AM
Generated om 9/10/2014 2:27 AM

Top Applications 1-10 » of 10 Applications Page 1w of 1  BExport C5W
Application Total Bytes «
weeh 1.12 GB
amazon 21.47 MB
Port 43866 14.09 MB
facebook 9,06 MB

(_______.-l TR 3.45 MB
https 3.25 MB
youbube 2,22 MB
ssdp 1.55 MB
dns 1.28 MB
sys-swo-dns 628.09 KB

1-10 = of 10 Applications Page 1w of 1

O web 95, 2%
W amazon 1.8%
O Port 43866 1.2%
O Other 1.0%
O facebook o, 8%

Top Destinations 1-10 w» of 10 Destinations Page 1 w of 1 Export C5V
Destination Total Bytes w
proxy-20.sv6.dailymotion.com 133.72 MB
proxy-03.sve.dailymotion.com 133.57 MB
r7---sn-ipoxu-unss.googlevideo.comm  91.18 MB
r7---zn-ipoxu-unsz.googlevideo.com  78.66 MB
proxy-02.svE. daibymotion. com 76.05 MB
e1753.b.akamaiedge.net 51.01 MB
provcy-0<4. 5w, daibymotion. com 50.75 MB
re-—sn-u2x7en7d.googlevideo.com 46.38 MB
74.125.101.170 46.24 MB
a1510,.phobos.apple.com 39.26 MB
1-10 » of 10 Destinations Page 1 = of 1

O oOther 41.5%
0 proxy-20,svb, dailymo. 17.5%
W proxy-03, svi, dallymo. 17. 5%
O rf---sn-ipoxu-un5Ss. g. 12. 2%

Orf---sn-ipoxu-un5z. g 10.5%
aruvba
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Airwave AppRF Report

Details for User "arubal23” with Device "0s X'
1-22 » of 22 Archived PEF User Application Details

Application Total Bytes w Destinations

web 402,72 MB

AMmazon 18.90 MB amazon

facebook 5.97 MB facebook

youtube 2.21 MB youtube

sys-swe-dns 314.62 KB g.e8.8.8

google drive 111.14 KB google drive

apple push swc 88.15 KB 3-courier.push.apple.com, 18-cowrier.push.apple.com, (more...)
twitter 59.40 KB cdn.syndication.twimg.com, twitter
ssdp 52.88 KB 239.255.255.250, 172.16.14.25%
amazon cloud drive 39.77 KB amazon cloud drive

mdns 22.97 KB 224.0.0.251

verisign 16.60 KB verisign

nat-pmp 7.947 KB 172.16.14.253

OSU-NMmSs 6.62 KB 172.16.14.254
SYS-SyC-msrpc-udp 4,09 KB 172.16.14.255

svc-nip 2.13 KB 17.83.253.7

Port 58361 1.49 KB amazon

Port 0061 1.49 KB 203.84.196.142

Port 59847 1.49 KB s-am-ap.dp.yahoo.com

Port 60633 1.49 KB Amazon

Port 64123 156 B 8.8.8.8

Fort 59938 79 B facebook

1-22 = of 22 Archived PEF User aApplication Details

Page 1w of 1 Export C5V

r7---sn-ipoxu-unss.googlevideo.com, r7-—-sn-ipoxu-unsz.googlevideo.com, {(more...)

Page 1w of 1

Details for User "arubal23” with Dewvice "Win 7°
1-15 » of 16 Archived PEF User Application Details Page 1 » of 1 Export CSW

Application
Port 43866
web

https

swe-ssh
sys-swe-kerberos-top
dns

Port 43701
llmnr
swC-msrpc-top
sys-swi-dns
Port 23993
ssdp

trivnetl

mdns

Port 61623
wikimedia

1-15 = of 16 Archived PEF User Application Details Page 1 » of 1

Total Bytes w-
14,09 MB
8.9 MB
2.83 MB
129.13 KB
109.60 KB
107.68 KB
&67.86 KB
41.08 KB
22.63 KB
20.45 KB
17.29 KB
14.61 KB
10.36 KB
5.80 KB
3.33 KB
291 B

Destinations
mail.arubanetworks.com
172.16.0.240, 54.230.84.215, (more...}
172.16.0.240

172.18.168.130, 172.18.168.140
sjc-de-07 . arubanebworks.com, amubanetworks. com
224.0.0,.252

mail.arubanetworks.com

224.0.0.252

mail.arubanetworks.com
arubanebworks.com, 172.16.12.1, (more...)
SIERRA.arubanetworks.com
239,255.255.250

216.115.208.1949

224.0.0.251

54.209.10.150, 54.210.180.92

wikimedia

aruvba
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N
Too Compllfated to print, project
and sign-on from a mobile

device




Solution:
Simple Air — wi-Fi-based screen-sharing & printing (AirGroup with ClearPass)

London

Business EF]LPSCOMB

SChGGI UNIVERSITY

—
—

Apple TVs in Classrooms for Self-registration & sharing of
AirPlay sharing personal devices in dorms

CONFIDENTIAL © Copyright 2014. Aruba Networks, Inc. All rights reserved aruvba
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Extending policies to wired and wireless including loT devices

Policy Management

{ 'n -
Myl MULTI-TENANT WI-FI Wired Tunneled Node '
uliZone s
AND WIRED IOT ! e
S T ABUNTAGIY §e b o =

-

" . -

[ 44 2

_ : '.| i ~
08




Only Solution that Delivers Wired Specific IoT Connectivity
Connect, Enforce, Protect

— Any loT device — Policy enforcement — Automated tunnels
— Up to 48 devices — Utilize ClearPass Policy — Define what resources
ncludes PoE Manager and third-party loT devices can reach
—Includes FoE+ security tools for real-time Limit access by
_ ' threat prevention B e
Works with cameras, P administrators

sensors, healthcare
equipment, PoS

loT-Ready Switch

aruba -

a Hewlett Packard
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Role Mapping

Policy:
Policy Name: OnConnect Roles_v2
Description:
Default Role: [Other]

Mapping Rules:
Rules Evaluation Algorithm: Evaluate all

Conditions
(Connection:Src-IP-Address )
(Authorization:Kent-AD04:UserDN )
(Authorization:[Endpoints Repository]:Category
(Authorization:[Endpoints Repository]:Category
(Authorization:[Endpoints Repository]:Category
(Authorization:[Endpoints Repository]:Category

(Authorization:[Endpoints Repository]:Hostname

®IN|O® N~ WM

(Authorization:[Endpoints Repository]:Status

arvba

a Hewlett Packard
Enterprise company

Computer)

Printer)

VoIP Phone)

Access Points)
ipcam)

Known)

Role Name
get IP
[Employee]
Computer
Printer
VoIP_Phone
AP
IP_CAM

New IoT device

26



Use case — New device with unknown profile

— New device detected

— Profiled

— Profile does not match defined
role based access

— Inform Net Management /
Security
— Text
— Phone
— Emaill
— Pager

— Assign quarantine role

aruvba

a Hewlett Packard
Enferprise company

Fingerprints

Endpoint Attributes

Endpoint Fingerprint Details

Linux 2.4.20-uc0 armv3|
53,57,50,51,55,12,60,61
1,3,6,12,15,17,23,28,29,31,33,40,41,42

DHCP Option&0:
DHCP Options:
DHCP Option55:

Edit Endpoint z

E T Attributes

MAC Address

Description

Status

MAC Vendor
Added by
Online Status

Connection Type

00626e5509a4

“1Known client
© Unknown client
"1 Disabled client

Policy Manager
Not Available

Unknown

IP Address

Static IP
Hostname

Device Category
Device OS Family
Device Name
Added At
Updated At

192.168.1.13

ipcam_00626e5509a4

[Computer v

=
LLinux [*]
=]

IGentoo v

Nov 28, 2016 22:58:52 UTC
Feb 03, 2017 02:08:47 UTC

27 27



Extending Management from Wireless to Wired
and Assured User Experience on Wireless and Wired

Critical client protection Unified policy and visibility
2
—

(7N N

______________

N - . -+ AppRF
ArUba MObIIIt :))Nz(( LT II_.: ArUba MObIIIty )\I?l(( mmus | B o : | :
Controller %E-j Controller m@J 1 WebCC |

Aruba Switch |zzzzssszzssssizssssszsss ¢ Aruba Switch
loT Device g} Client
Devices —]
aruba
a Hewl kard 28
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Time for New Defense Model — Adaptive Trust

Granular traffic
control with
user and

~ device data -

Multivendor
integration

1/

Context
sharing

/ Open API

Next-Gen Perimeter SIEM MDM / EMM
Defense splunk
- Arc&gﬂ[ﬁ |
pa[ogygg \ ' @ Mobilelron
F:=RTINET. airwatch
Check Point . s
&2 Check Point CLEARPASS CiTRIX
PN
’ ClearPass \
Access Management
aruba  seem Junper ()

Infrastructure

Visibility into

Network controls
using real-time
device data

location and time

with granular
{ controls




Mobile First Network
Ready for Mobile, lIoT and Future

Q) (intel) sccurivyw Deloitte
_ Mobﬁelron CiTRIX okta mye Splunk>
— >
‘ . \ i- O 10| " Infoblox+s ArcSIght<C juniper accenture
D ?;‘i-/ y An HP Company NETV
~/ paloalto g CheckPoint pagerduty
e < Network Network Policy ,, _
— controls management  management IT services
B ! >
Aruba infrastructure: —

. Robin

A @ kasada skyfiiiO

A Locat Mo looin sope ot - \“ NEXT

A . ou ocation icro-location = ats&

Wi-Fi, BLE, Wired, WAN networking analytics services = = reranext (S eventbase
‘ 0e® 2.

Envoy  SEVAislelabs  Ef3 eventboard

Aruba Mobile First Platform Business & user facing apps

aruvba
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Case Study: Ohio State University (Over 85k Users)

Reason for upgrade

— Over 400 buildings (25 million square feet) on approximately 1,700 acres.

— Replace hundreds of different departmental and dormitory networks,
comprised of thick APs and other legacy equipment, with a secure, unified
pervasive wireless network.

Solution

— Consist of over 11,000 access points distributed across three core router
points of presence.

— Initial deployment of 1,700 APs was deployed in 3 weeks!

— Will provide ubiquitous wireless access to over 85,000 students, faculty and
staff.

Why Aruba

— Central policy and network management
— Remote diagnostics and troubleshooting

— Mobile computing and Internet-based collaborative learning programs

aruvba

a Hewlett Packard
Enferprise company

‘We needed a single mobile network that
worked everywhere on campus. ”

Bob Corbin
Director of Telecommunications & Networking
The Ohio State University

32



Superior Performance

Aruba .11ac Wi-Fi, ClientMatch: Campus-wide .11ac infrastructure

maximizing devices/AP matching

AirWave: End-to-end management

CONFIDENTIAL © Copyright 2016. Ar
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AEBAruba Networks Wireless solution
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Innovative Classroom Instruction -\"-
N\

Aruba .11ac Wi-Fi, AppRF: Real-time proctored testing UNC CHARLOTTE

ClearPass: Advance policy services for tablet app based learning

“A robust Wi-Fi network enables classroom innovations (app-based learning, shared
communications, on-the-fly presentations, quizzing and testing ) for improving student learning.”

Bret Wood, Professor
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Gartner Magic Quadrant for the Wired and Wireless LAN Access Infrastructure

Figure 1. Magic Quadrant for the Wired and Wirsless LAN Access Infrastructure

Gartner once again positions HPE Aruba
. in the Leaders Quadrant of the latest
Wired and Wireless LAN Access

Infrastructure Magic Quadrant

@ Huawe
Junipar Networks . Fortinet
[D-link @ oy herchive ) ° [ H
; o |88, Further validation that HPE Aruba is a

Alled Telesis iy Zebra

Fuaya i ims

leader in connecting the world with
intelligent mobility

ABILITY TO EXECUTE

COMPLETEMESS OF VISION — As of August 2016
Source: Gartrer (Bugust 201E)

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Aruba, a Hewlett Packard Enterprise company. Gartner does not endorse any vendor,

orubo product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed

| vard as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties or merchantability or fitness for a particular purpose.
a Hewlett Packar

Enterprise company Source: Gartner Magic Quadrant for the Wired and Wireless LAN Access Infrastructure
August 2016. Tim Zimmerman, Christian Canales, Bill Menezes, Danilo Ciscato
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