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Top 10 industries affected by Emotet Trojan malware
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Weaponized templates
distributed to botnet

Targeted phishing URL
(To, From, Body + URL)

\ Emotet Infected System /

Emotet Botnet
(tens of thousands)

Targeted spearphish
(To, From, Body, Attachment)
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Threat Level

The file 241413eef8c14326d1db6514ba05fdd2 was found ta be m

RISK ASSESSMENT

Maliciousness score  100/100
Risk estimate High Risk - Malicious behavior detecte

Malware

Antivirus class

ANALYSIS OVERVIEW

A SEVERITY DESCRIPTION

nning macrocode on file opening

e shell with anomalous arguments
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Lastline Defender Detects & Responds to Malicious C2 Traffic with TCP Resets
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Lastline Defender Detects & Responds to Malicious Lateral Movement with ACL Updates

SCIl LATERAL MOVEMENT
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- 2 mailtv B R AR

BFEREBERAT ® OmEm - THEE- @S En 10 v mER
e BEA A ME | URL | maEm seEn pEse
2019-10-03 10:49:21 EER IR@POWERCHIP.COM URGENT ORDER PC1907005J 2 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-03 10:49:21 EER MSHSU@POWERCHIP.COM URGENT ORDER PC1907005J p 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 17:34:12 SALES56@SPSERVICES.CO.UK CHINGHO@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 17:39:13 SALES56@SPSERVICES.CO.UK GLADYSH@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 17:39:13 SALES56@SPSERVICES.CO.UK GRACEYEH@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MARCIOUS MAIL ATTACHMENT 100
2019-10-07 17:40:13 SALES56@SPSERVICES.CO.UK HR@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 17:55:16 SALES56@SPSERVICES.CO.UK MSHSU@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 18:00:17 SALES56@SPSERVICES.CO.UK SAKAMOTO@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 18:03:18 SALES56@SPSERVICES.CO.UK SINDY@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
2019-10-07 18:07:19 SALES56@SPSERVICES.CO.UK WWL@POWERCHIP.COM RE:DUE OUTSTANDING INVOICES 1 0 MALICIOUS ARCHIVE ATTACHMENT MALICIOUS MAIL ATTACHMENT 100
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Mail Attachment

Inform_alarm@ powerchip.com

info@gomaji.com
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BERE BHETER BE/IP =[:PES - HERHE EEEE TEEg
2019-10-13 04:27:07 167.99.187.122 172.16.6.153:443 172.16.6.153 Winnti @ command&control 90
2019-10-12 22:34:05 167.99.187.122 172.16.6.153:443 172.16.6.153 winnti @ commanda&control 90
2019-10-12 20:40:41 167.99.187.122 172.16.6.153:443 172.16.6.153 winnti @ command&control 90
2019-10-12 16:28:15 167.99.187.122 172.16.6.153:443 172.16.6.153 Winnti @ command&control %0
2019-10-13 05:42:54 172.30.200.62 148.70.0.128:80 ™™ 148.70.0.128 SQL Injecti... @ Server-side 64
2019-10-12 19:53:32 172.16.6.156 118.126.101.81:80 ™ 118.126.101.81 SOL Injecti... @ Server-side 64
2019-10-13 15:48:14 172.16.6.153 190.42.176.189:80 'T" 190.42.176.189 Potential T... ® hacking tool 45
2019-10-13 11:02:44 172.16.6.153 185.128.41.50:80 ™ 185.128.41.50 Potential T.. @ hacking tool 45
2019-10-13 05:38:20 172.30.200.62 148.70.0.128:80 ™ 148.70.0.128 Potential T... @ hacking tool 45
2019-10-13 23:41:23 €00d02m00979.twn.psc 172.16.6.48:445 172.16.6.48 Malicious ... @ Malicious File Download 43
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B8 PR L el S| LREH HEE#E HERE gExg
@ 172.16.5.160 @ 1 2019-10-11 14:41:20 2019-10-14 12:29:03 Obfuscate.. @ Suspicious Network Interaction 12
@ €00d02x04193.twn.psc @ 1 2019-10-11 14:41:19 2019-10-11 14:41:19 Obfuscate.. @ Suspicious Network Interaction 12
@ 172.30.200.62 @ 2 2019-10-13 05:38:20 2019-10-13 05:42:54 SOL Injecti.. @ Server-side 64
(‘D 172.16.6.156 @ 2 2019-10-11 21:30:03 2019-10-12 19:53:32 SOL Injecti.. @ Server-side 64
@ 172.16.5.160 @ 2 2019-10-09 10:49:27 2019-10-09 10:49:57 Phishing @ phishing 25
@ €00d02x05126.twn.psc (@ 1 2019-10-09 10:49:27 2019-10-09 10:49:27 Phishing @ phishing 25
@ pidco2twnpsc ® 1 2019-10-09 03:21:18 2019-10-09 03:21:22 Phishing: .. @ phishing 20
@ €00d02mO00955.twn.psc @ p. 2019-10-13 23:25:38 2019-10-14 08:02:59 Malicious .. @ Malicious File Download 43
@ 172.26.129.11 @ 2 2019-10-13 22:08:03 2019-10-13 22:08:39 Malicious .. @ Malicious File Download 43
@ e00n02m00241.twn.psc @ 3 2019-10-13 21:55:30 2019-10-13 21:55:47 Malicious .. @ Malicious File Download 43
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APTRIRS BlRER10R Al APT 120 Al high 10 false 2 | m
DDoSEEHEE S RMEB200% | HFEHEAREAT DDoS Type (Packets Dropped) 5 All 200 false & | @
DhoSEEHHETEEE2% All DDoS Flow (Packets) 10 Inbound 2 false = |
DDoSEEHEE RSB 10MB All DDoS Type (ME Dropped) 20 All 10 true | W
DDosSEHEE R EE2% All DDoS Flow (Bytes) 10 Inbound 2 false | o
Test-1 HFEREARAT APT 15 commandd26control medium 2k false | @
Test2 HFEREARRAT DDaS Type (MB Dropped) 10 ATLAS Threat Categories Z true = | @
HEEEEEEE 100 All Block 10 Inbound 100 false | o
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IPEE1 IPEER 192.168.0.2 true | @
IPETE2 IPHEER 192.168.0.1 true | @
[ EfIP3 IPEET 192.168.0.3 false | o
HES#2 SHHEER Crypto Jacking (All) true | o
HESH#3 SHHEE Security Software (SonicWall) true | m
HErSE#4 SHHEE unknown {unknown - HTTP) false | o
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£ 54.7% 18 maE.. -

BEREMZEMER Topl0 RAEARELRABEN —
Severity Control Code Control Name Failed Rules .
® 3 AU-00006 Rules without Owner or Busi... 37 -
® 3 AU-00007 Rules without Comments 33 15
. [ AU-00018 YRR GARY k 31 12
@ 7 SC-00031 TCP High Ports with Action o... 27 ;
6
® 6 RA-00002 Unused Rules - 90 Days (Rul... 24
@ 4 RA-00001 Unused Rules - 30 Days (Rul... 24 - _
Unused (0%) Heavy (>10%) Moderate (5%6-10%) Light (<59%)
® T RA-00003 Unused Rules - 180 Days 20
BIERRLH HBIZEWALRE
E Any E Any
@ 192.168.0.1 [ EREE
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@ 192.168.0.0
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